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1. NHcTtannauma CK3MN Kpuntollpo CSP

YctaHoBka anctpubytmBa Kpuntollpo CSP gomxHa npouM3BOAUTLCSA MOJSb30BaTENEM,
MMeKLWmMM npasa agMmMHMUCTpaTopa. lNepen yctaHoOBKOW AMCTpubyTmuBa, yaanute Bce
paHee cCyllecTBylOlWMe BepCcuM YyCTaHaBIMBaeMOro nporpamMMHoro obecnedeHus.
Ecnu moaynb kKpuntorpadpunyeckon NoanEpXKW He yaasneH, HoBas Bepcusa He byper
yCTaHoBfeHa. [nsa 3TOro MCcnosb3ymTe MyHKTbl OCHOBHOro MeHto Windows Myck =
HacTtpoiika = MNaHenb ynpaBneHus = YCTaHOBKa U yaasieHMe NporpammMm.

[ns yCcTaHOBKM MporpaMMHOro obecrneyeHumss BCTaBbTe KOMMAKT-AWCK B AMCKOBOA.
MporpamMMa yCcTaHOBKW 3anyCTUTbCS aBTOMaTtudecku. Ecinm KoOMnblOTEP HE HACTPOEH
Ha aBTOMaTUYECKMI 3anycK MPUNOXEHUI C KOMMNaKT-AMCKA, 3anycTuTe nporpammy
AUTORUN.EXE c koMnakT-gucka.

i MpoaykTLI KpunTto-Tpo

=10

Kpuntolpo CSP @W’:

OokymeHTaumMa 1
npHMepEl

OnucaHue

pESAMEELHH
38nYcT|Te NparpaMy YWelbryzen HCTAHOEMTE
yotanaekq Kpuntallpe Kpunto-Mpo KpuntolMpo CSP

CSP. He 2afyaete

APOYHTATE ONHCaHHE

peandaaLuK ona ConepxaHue
cHcTerMel KpunTallpo OMCKa

HCTEHOEMTE
Beta Eepouin
KpunTolpo TLS

Puc. 1. Copeprxanme aucka Kpunrtollpo CSP

Ons panbHelwel yctaHoBkn Kpuntollpo CSP, BbibepuTe 3Ha4yok YCTaHOBUTb
Kpuntollpo CSP.

lMocneaywowas ycTaHOBKa MpPOU3BOAUTCA B WHTEpPAKTUBHOM pexume. [locne

3aBEpLUEHNSS YCTAaHOBKM AUCTPUOYTMBA Heo6X0AMMO MpPOU3BECTU Mepesarpysky
KOMMbloTEpa.
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2. HTepdeinc koHTposibHon naHenn CK3U Kpuntollpo CSP

2.1. [Joctyn K KoHTposibHOW naHenu CK3W Kpuntollpo CSP

Ed Nanent ynpaenexqa

Edit

File

[aHHbIi pa3gen sBRASeTCS MHCTPYKUMEN MO MCMOJIb30BaHMIO KOHTPOJSIbHOW MaHenmu
(naHenn HacTpoMkuK) cpeacTBa Kpuntorpaduyeckon 3awmTbl MHDopMaumm (CK3N)
Kpuntolpo CSP. Ona nepexoga K naHenu HacTtpovku Kpuntollpo CSP oTkponTe
naHenb yrnpaBfeHUs KOMMbIOTEPOM, UCMNOAb3Yys NMYHKTbl MeHto Myck = Hacrtpoiika
= MaHenb ynpaBneHUs W B OKHe MNaHenu ynpasneHus (cMm. Puc. 2) Bbibepute
3Hayok Kpuntollpo CSP.

=101 x|

Wigw Favorikes Tools  Help

EMeHeaxep patiodera cTona ntiew M
b [ [~

HazHaqeHHBIE 3a4aHHA
%I‘Inmﬁusamnn H Naponm

@I‘IDMTa
MpHHTEREI

CEOACTEA NAHENH ¥,
HacTpoFika napars, ..
3343ET PACMIHMCAHH, ..
¥NpagnAeT Noneso. ..
FoHtmrypadue Micr ...
AoBagneHke, vaan..

4mEBack - = - | ‘Qhsearch [Folders ©4 | B & | EH-
address |59 Nanens ynpasneHka j 6o
1 -1 pa 4 | FOMMEHT 3Pk | -
I—i f’lntemet Options Configure your Inte..,
e '“ ABTOMATHYECKOE DOHOENEHME HacTpofka asToMa. .
MaHens ynpasneH1A F'.,EI.MHHHETDMDDBEHHE Hac TpoiKka Napade. ..
@ JaTa v Epena ¥CTaHoEKa AaTel, ...
KpwnTtollpo CSP \Ejf JEYE M My NETHHEAKMS HacTpoika SEYKOE. ..
CeoricTea KpunTallpo C5P %MFpDBbIE YCTROHCTEA Aofagnenve, yaan.,.
Wwindows Update ﬁl{nasmawpa HacTpoika napave, .. foones
Moaaema Windows 2000 ||| KprnTan CEOACTES KpHnmal,..

CEORCTES KprnTollpo C5P

=
4

Puc. 2. NaHenb ynpasneHus

Cuctema nepenzer K KOHTposnbHOW naHenu CK3W Kpuntolpo CSP «CBoicTBa:
KpunTtolpo CSP» (cMm.Puc. 3), koTopast COCTOUT U3 LWIEeCTU 3aKNafoK:

e 0b6wue;
e obopyanoBaHue;

e cepBUC;

o 6e3onacHoOCTb;

J AONONHUTENTbHO,

J aJilrfOPpUTMBblI.




XKTAN.00015-01 90 02-05. Kpuntollpo CSP. MHcTpyKumna no ncnonb3osaHuio Kpuntollpo CSP n TLS.

CeoicTEa: KpynTolpo CSP E[

JononHuTensHD I AN OpKTHE I besonacHoCTE I
O e | OfopysoEaHHe I CepemMc

|||E Kpurmollpo CSP KC2 3.0.3105
[C] Kpurropo, 2000-2003, Boe Npasa SaLw MW eHE

F.ornanua Kpunmo-Tpo

— NuueHsMA
K.op npogykta: TL300-000C0-000%0-01

Bnaneney; Elvira
K.orananHua: Cryptopro
Tun nueHzua: C5P+TLS

WoTekaeT Yepes 11 MecAusE, 27 QHEN

BEon nHUEHSMH | PervcTpauma

] | OtraeHa | [l pHrEHIHTE

Puc. 3. NaHenb HacCTpoOlku

2.2. Hactponka obwmx csomncts CK3U Kpuntollpo CSP

2.2.1.

3aknagka O6wme koHTponbHOM naHenu CK3W Kpuntollpo CSP npeaHasHaueHa ans
BBOAA NnueH3nm n pernctpaumnm MO CK3U Kpuntollpo CSP.

Beoa cepunHoro Homepa nuueHsnn Kpuntollposanaepa
«Kpuntollpo CSP>»

Mpu yctaHoBke nporpaMMHoro obecnedyeHus Kpuntollpo CSP 6e3 BBOAa NMUEH3UNU
Nnosb30BaTento NpeaocTaBfsieTCa NMUEH3US C OrpaHMYEeHHbIM CPOKOM AeincTeus. Ans
ncnonb3oBaHna Kpuntollpo CSP nocne okoH4YaHus 3Toro cpoka (cM. Puc. 5)
rnosib3oBaTeNlb AO/IKEH BBECTU CEPUMHbIM HoMep C 6naHka JIMueH3unu, MOoSyYEeHHOW Yy
opraHumsauum-paspaboTtyunka WM opraHusaumu, MMeEKLen npaBa pacnpocTpaHeHus
npoaykrta (Qunepa).

Ona BBOAa /MUEH3MM B MeHlo BbinonHutTe MMyck = Hacrtpoilka = [MaHenb
ynpaBneHua = Kpuntollpo CSP = O6wwue. B naHenn HacTtpoikn CK3UN KpunTtollpo
CSP (cM. Puc. 5) HaxmuTe KHOMKY BBOA nuueH3um.

CucteMa oTo6pasvT OkHO «CBeaeHMsl O Mofnb3oBaTene», B KOTOPOM Heo6X0AMMO
yKasaTb CBeeHUs O Mosib30BaTesie, OpraHMsaumnm, a Takxe BBECTM CEPUNHbIN HOMep
¢ 6naHka JIMLUEeH3Un B COOTBETCTBYHOLME Mons BBoAa (CM.Puc. 4).
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L

CBeAEHWA O NONL30BATENE
YiawMTe CEEAEHHA 0 Ccabe,

MonesoEaTens:

IMBaHDB lMEaH MEaHOEHY

DpraHKEaLHa;

IKpHnTD-I’IpD

CEPHAHEIN HOMER!
|D'u'3l2ll2l |-||:u:n:n:u:| |-||:||:n:n:n:| |-||:u:u:n:n:| |-||:u:n:u:n:| |

IrskallEhield

0], OTHEHS

Puc. 4. BBoa AaHHbIX JIULLEH3UMN

Mocne BBOAa M Haxatus knaesuwm OK npousonaer BO3BpaT K KOHTPOJSIbHOW MaHenu c
YKa3aHHbIM TUMOM NIMLIEH3UM N CPOKOM ee aeincTBus (cM. Puc. 3).

CeoicTEa: KpynTollpo CSP E[

JanonHKTENEHD I BT OpHTRE I besonacHooTE
Ofiwme | [ opynoEaHHE I CepBuc

|||@ Kpurmalpo CSP KE2 3.0.3105
[C] Kpurra-Mpa, 2000-2003, 6ce Npaga SalvweHkE

F.oranaHua Fpunro-po

— NuueHsua
Koo npogykta: TL300-000C0-000%0-01

Bnagenew; Elvira
F.omnanua; Cryptopro
EpEtdd QEHCTEMA AHULEHSMM

HCTEEND

Beon naueHsMM | PericTpauma

k. | OTrEHa | [ EHrEHHTE

Puc. 5. KoHTponbHasa naHenb. 3aknagka «06wmue»
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2.2.2.

Perncrpauunsa NO CK3U

Mocne 3aBepweHWs MporpaMMbl YCTAQHOBKW PEKOMEHAYETCS 3aperucrpupoBaTth
yCTaHOBNEeHHOe nporpamMmHoe obecneyeHne Kpuntollpo CSP y opraHusauuu-
paspaboTtumka. [ns sToro B MeHi BbinonHuTe Myck = Hactpouka = MaHenb
ynpasneHus = Kpuntollpo CSP = O6wume. B naHenu HacTtpoinkn CK3W Kpuntollpo
CSP (cM.Puc. 5 Puc. 3) HaxMuTe KHoMKy Perncrpaums.

OTKpoeTcs OkHO 6pay3epa C NpeanoXeHweMm OTNpaBuUTb PErncTpauMoHHble AaHHble
(cM.Puc. 6). Bbibepute ypobHbii pnsa Bac cnocob oTnpaBku  permcrpaumoHHOMN
KapToukn n nubo pacnevatanTe AaHHbIN AOKYMeHT (kKHonka Haneuwatatb), nub6o
OTNpaBbTe €ro rno 3/eKTPoHHOM noyTe (KHoNka OTnpaBuTb NOo e-mail).

; KpunTolpo CSP: Pervcrpalqa - Microsoft Internet Explorer - ||:||5|

J dafin  Mpaeka EBwg  WsbpanHoe Cepewc  Cnpaeka | ;'J'
J W Hazan « B - |ﬂ Ig'] A | - Momck =7 Msbpadtoe @ Meana £ | W [R] f ;:b 3
| Papec; I@ C:\Documents and SettingstcaviLocal SettingsiTemplcprec = | |J Cebinkn @] certsry @& Bpema &) Java Cryptography &) dlasses  *

-

Kpuntollpo CSP

CracHBo 23 PErHCTRAUMK YCTAHOENSHHOMS NRPOrpaMMHore ofecnededua Kpynralpe CSP.
Mo Bonpocam TEXHWHECKOR NOALEPKKKM NpoAyKTa obpawaidTece

no agpecy info@cryptopro.ru,

Bonpockl ECTREHESHMA M MEMOAEI0EIHHMA NPOrPaMMHOrS oBecnadeHHa

Kpuntolpo C5P moxHo obcyanTe Ha cepeepe www. cryptopro. rufforum,

Haw aapec:

127015, Mackea, yn, Obpazyoea 35, 00O Hpunto-Mpo.
E-Mail: info@cryptopro.ry,

Tenedon: +7 (095) 289 4367

dakc +7 (095) 289 4367

PerncrpauloHHEIE AaHHBIE

MonezoeaTene: HennaHoe Anekcanap

QOpraHvsauma; KpunTo-Npo

Bepcra Kpuntolpo CSP: KC1 2.0.3110 Debug

BepcHA onepaumoHHoR Microsoft Windows Server 2003, Standard
CHETEMBE Edition Wersion 5.2 (Build 2790)
CepHAHEIA HoMEp

0200-00000-00000-00
THUEHZKH!

Ecni Bel HE MME&eTe BOIMOKHOCTE NEPeASTE PEMMCTRAUMOHHEE A3HHEIE N0 BHEKTDOHHOH noqTe, nomanyﬁcra pacneHaTaﬁTe
BAaHKk W NepewnmrTe &ro No Gakcy MAKM No AoHTe,

OTApaekTe No e-miail I Hane-ataTe

=
4| | B

|é:| ’_ ’_ l_l J MoK KomnerTER 4

Puc. 6. BbinosiHeHue perncrpaumm

2.3. Hactponka obopyaosaHus CK3W Kpuntollpo CSP

2.3.1.

3aknagka O6opyaoBaHMe  KOHTposnbHOW naHenn  CK3W  Kpuntollpo  CSP
npeaHasHavyeHa Ans M3MeHeHns Habopa yCTpOMCTB XpPaHEHUS U CUUTbIBAHUS KIHOYEBOWN
MHdOpMaUnn 1 AaTUMKOB cnydaliHblix Yncen (Q4C).

N3MeHeHne Habopa yCTPOMNCTB CUYMTbIBAHUS KHOYEBOM
nHpopMaummn

2.3.1.1. [Jo6aBneHue cuuTbiBaTens
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Ons Toro, 4ytobbl A0GaBUTL cUMTbIBaTENb B MeHlo, BbinonHuTe Myck = Hacrpoika =
MaHenb ynpaBneHna = Kpuntollpo CSP = O6opyaoBaHue. B naHenn HacTpoiiku
CK3U Kpuntolpo CSP (cM. Puc. 7) HaxmuTe KHonKky HacTpouTb cuuTbiBaTenm.

CeoicTea: Kpuntollpo CSP il
LonoaHHTenEHD | A AropHTRE] | BezonacHoCTE I
Q8w e O8opyaoEaHie Cepeuc

— CuMTeIESTEAM SAKPBTEIE KAOYER

@ MozE0nAeT 4OSAEUTE HOBEIE M Y3 3n-TE HE HYXHEIE
CHHTBIBATENM SAKPETEIR KADYEN.

HEIDTDDHTb CHHTRIESTENM. .. I

— JlaTuikm CAYHEHHBLS YHCEN

[NozEonAeT A0G3EMTE HOEEIE W YA 3NTE HE HYHHEBIE
OATUHEM CAYHERAHES YMCen.

Hacrpoure JICH.

— K.niouEBRIE HOCHTEMA

e  [1os500AeT 40GSEMTE HOBRIE M WIAMWTE HE HYHHEIE
— HOGHTENH CEKPETHER KAKYEH,

HEICTDDHTb HOCHTE M

0k, OTreHa [EMMEHHTE:

Puc. 7. KoHTposibHas naHenb. 3aknagka «06opyaoBaHune»

CuncteMa oTo6pa3unT OKHO «YnpasBneHue cuntbiBatensmm» (cMm. Puc. 8).
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YNpaBneHHe CYAMThIEATenaAMH X|

CuMTEIEATENM |

@ Huckosoa, A
lﬁ FPeectp
i! Cogone

NoGSaeuTe. .. Hpanre CEoMCTES

(] 4 I OTraeHa

Puc. 8. OkHO «YnpaBJsieHue cunuTbiBaTeNAMUN >

Onsa Ttoro 4ytobbl Aob6aBuTb cumTbiBaTeNb, HaxmuTe KHoMkKy Jlo6aButb. [pousongert

3anyck MacTtepa ycTaHOBKM cuuTbiBaTens (cMm.Puc. 9). B okHe MacTepa yCTaHOBKMU
HaXXMnTe KHONKY Aanee.

MacTep YCTAHOBKW CHMTLIBEATENA XI

MECTEP YCTAHOEKW CHHUTbIBEATENA
=
o

“EmEE

MEICTEI:I YCTSHOEKMW NOMOr3sT BeINOAHKMTE YCTIHOERY M
HACTPOMEY CHMTBIBATENA EAOYEELIRE HOCHMTENEM.

Y108k NPHMCTYNMTE K YoTaHOBRE, Hamm9Te kHonky ' Hanee’,

< Hazan

OTrEHa |

Puc. 9. 3anyck MacTepa yCTaHOBKM CUUTbIBaTens
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Cuctema oTobpasut okHO «Bbibop cuuTbiBaTens» (cMm.Puc. 10). Ana Toro 4To6bl
pobaBuTb cumTbiBaTENb, BXOASAWMNA B cocTaB auctpubytmeBa CK3WM Kpuntolpo CSP, B

3TOM OKHe BblbepuTe U3 cnucka CUUTbiBaTENb, KOTOPbLIA cneayeTt Ao6aBuTb, U HaxXMuTe
KHonky danee.

MacTep YCTAHOBKH CUMTHIBEATENA

Bmbop cuvTHBaTEnn
F.akok cuMTEIBATENE HEOAKOQMMO YCTAHOEMTL !

BrifepuTe cUMTEIBATENE, KOTOPEIE CABAYET AOGSEMTE, M HasktauTe kHoMkY " danee'"

NpousEooHTEM: JocTynHEE CYHTEIBETEM:

[Ece npovsEoapTend) €W Dallas (D5 1410E)
K.omnan9a Kpunmo-Mpo @ Dallas [0S 9097E ]
€D D alla: (0530970

HCT-EIHI:IBH'I'I: C OHCEA... |

¢ Haszan, I DHanee » I OTtaeHa |

Puc. 10. OxHO «Bbl6op cuuTbiBaTens»

B 3aBMcMMOCTU OT BbI6paHHOro cumnTbiBaTens MoxeT notpeboBaTbCcs BbI6Op coeanHEHUS
LS9 9TOro ycTpomctea. Toraa cuctema otobpasut okHO «Bblbop coeamHeHus» (cm.Puc.
11). B a3TOM OKHe BblbepuTe coeanHeHNEe AN CUMTbIBATENA N HAXMUTE KHOMKy [anee.

MEETEP YCTAHOBKH CHYMTHIEATENA

Bmfiop coeaMHEHHA.
TpedyeTcA BRIGPATE COE0MHEHWE 00A 3TOrD YCTROMCTES

BrIfEpUTE COBAMHEHWE, KOTOROR CABAYET MCNONBS0GATE ANA AAHHOMD CORIMHEHWA,
YTodkl NpogomHMTE YCTAHOBKY NOCNE COBAMHEHHA, HamWTE kHoNEY ' Danee",

JoCTYNHEIE COBAMHEHKA:

LPTT
LPT2

< Hazan I Hanee > I OTreHa

Puc. 11. OkHo «BbI60op cunTbiBaTens»
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CucteMa oTo6pasuT okHO «MMsi cunTbiBaTens» (cM. Puc. 12). B 3ToM OkHe BBeAWUTE UMS
BbI6PaHHOIO CYMTLIBATENS M HaXMUTE KHOMKY Aanee.

MEETEP YLCTAHOBKH CYMTEIBATENA

HmA cyHMTHiEaTEnA
TpElﬁ':lE-'TCH H3FHAYHTE HikA 4NA 3TOrD CHHMTEIBSTENA

MaosHo NS0 BEECTH KENaeMoe WA 407 ATOMD CHMTBIEATENA, MO0 MCNONbS0EaTE
MPEAN0KEHHOE HI4KE MA. HToSkl NpogoiHiTE YCTAHOEKY NOCNE BRIGODA HrEH,
HasiraMTE KHOMKY " Hanes',

HMH CHWTEIESTENA:

£ Hazan I Danee » I OTtieHa

Puc. 12. OkHO «NMA cunTbiBaTensa»

Cunctema oTobpa3snT OKHO «3aBeplieHue paboTbl MacTepa YCTAaHOBKW CUMTbIBaATENS»
(cM.Puc. 13). BHMMaTeNbHO NpoOYUTANTE TEKCT B 3TOM OKHE, HaXXMUTE B HEM KHOMKY
FoTOBO 1 Nepe3arpysnTe KOMMNbIOTEP, €CNK 3TO TpebyeTcs.

MacTep YCTAHOBEKH CYMTHIBEATENA xI

3agepweHne paboTel MacTepa
YCTAaHOBKMW CHUTbIBATENA

BridpaHHel Bard cudTeIBaTE B TREGYET DONONHHTENEHO
YCTAHOBKM ApafiBepa YCTROMCTES OT NPOMSEOLMTENA
AaHHOMD YCTPORCTES, Brl MOKeTe NonyyuTe 3TH apalisepkl
Ha Bed-CepEEpE KornaHu Kpurmo-Mpo no agpecy

http: £ A, cryptopro. roddrivers,

Yrofiel 3aK0HYMTE YCTSHOEKY CUMTEIBSTENA, HIAMUTE
kHonky "ToToEan',

Mocne saEEPWEHMA YCTAHOEKM DEKOMEHIYETCA
MEPE3AMPY3INTh kormMiekTEpR.

Hasraure kHonky "Hazan", eciad TpedyeTca UskeHHTE
NaPAMETPEl YCTIHOEEM,

OTraeHa

Puc. 13. 3aBepLueHMe Macrepa yCTaHOBKMW CUMTbIBaTens

MoMuMo cuuTbiBaTENEN, BXOAAWMX B coctaB auctpmbytmBa CK3W Kpuntolpo CSP,
CylecTByeT BO3MOXHOCTb YCTaHOBWUTb CUMTbIBATENIM C AUCKA WM C cepBepa
KpunTtollpo.
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Onsa aToro B okHe «Bbibop cuuTbiBaTens» (cM.Puc. 10) HaxXMuTe KHOMKY YCTaHOBUTb C
Aucka. NpousonaeTt 3anyck MacTtepa yCTaHOBKK cymuTbiBaTens ¢ ancka (cm. Puc. 14). B
OKHe MacTepa YCTaHOBKM HaXMuTe KHoMKy fAanee.

¥CTaHoBKAa C AMCKA il

MacTep NoMcKa U YyCTaHOBKM
BUBNMOTEKM NOAASPKKM

MacTep NOMCKE M YCTaHOBKK NOMArasT NpoMSEECTH NOMCK
Ha PazNHYHBLX HOCHTENAYK, BRIOOD M YCTaHOEKY GHENMOTER
NoAAEN#EH,

Yokl APHCTYAMTE K YCTAHOBKE, HAMMHTE KHOMEY " lanse",

< Hazan

OTHEHS |

Puc. 14. 3anyck MacTtepa yCTaHOBKM CUMTbIBaTeNA C ANCKA

Cucrtema otobpas3nt okHO «Bblbop pasmelwieHus» (cM. Puc. 15). B aToM okHe Bbibepute
pa3MelleHne, C KOToporo TpebyeTcs YCTaHOBUTb cuuTbiBaTenb (AUMCK WM cepBep
KpunTtollpo) n HaxMute kKHonky [Hdanee.

YCTaHDBKA C JWCKa

Bribop pazMeweHqa
Ha kakmx AMoKax MCKaTe YETAHOBOUHYHD MPOrpamy 7

YIAHHTE, Ha KaKHX AMCKEX CNEAYET HOKATh YCTAHOBLLHE.

Y7ofk NPMCTYAMTE K NOMCKY, HAMMHTE KHONKY “Aanee", MNpH NoMcKe
Ha FHAKOM MK KOMNAKT- AHCKE BCTAERTE HY¥HEIF AMCK A0 TOFD, Kak
Dy AET HaxaTa kHonka "Janee",

[T Auckosoge! cHEkM: AMCKOE

I_ ,ﬂ,HEKDBD,ﬂ,bI KOMASKT-4HCKOE

I_ ¥Ekazate PasMeELLEHHE

IC:'I, DASEM, ., |

¥ Cepeep KpunTo-Mpo!

< Hazaa I fanee = I OTHEHS

Puc. 15. OkHO «Bbl6op pa3zMmeLweHna»

Cucrtema oto6pasuT okHO «Bbibop ycTaHoBWMKa» (cM. Puc. 16). B aToM okHe BbibepuTte
YCTaHOBLUUK, KOTOpbI cnefyeT 3anyCTUTb, U HaXXMuTe KHoMNKy [anee.
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YCTaHDBKA C JWCKa

Bribop yCcTaHoBWHKA
F.aKoR YCTaHOBLHE SamyCTHTE?

YiamHTE, KakoH YCTaHOBLWHE CNedveT 3anycTHTE, AnA
ERINONHEHHA YCTAHOEKH HAMMHTE KHOMKY “MoToEd”,

AOCTYNHEIE YCTAHOBLLHKH:

CUMTEIEATENE M 1 CH Bkkopa)
Da9097E, 029097, D514 10E
CMMTEIEATENE - AMCKOEDL
CUMTEIBATENE PiC)SC
CUYMTEIBEATENE PeecTp'
CUYMTRIBATENE W ACY 'Cofone'
CHHTRIBATENE Secrethet

< Hazaa I fanee = I OTHEHS

Puc. 16. OkHo «Bbl60p ycTaHOBLYMKA»

MpousorgeT 3amyck ycCTaHOBLMKA cuuTbiBaTens (cM. Puc. 17) MNocne 3aBeplueHus
YCTaHOBKM HaXmuTe KHOMKy Fotoso.

YCTaHOBKA C JMCKA

HMAaeT yCcTaHOBKA.
W¥CTAHOBKA BEIOpaHHED: KOMIOHEHT,

AoMANTECE OKOHYSHHA YCTaHOBEK "CUMTEIEaTENE W ACH Akkopa™. 3To MomeT
33HATE HECKONBKD MHHYT,

COCTOAHKE:
MaeT NoAroToEKa K WCTAHOBKE.

.

= Hazag [faToED | OTHEHA I

Puc. 17. YctaHOBKa HOCUTENA C AUCKA WU C cepBepa
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NMpunMmeuaHue. B coctaB aumctpubytuBa CK3W Kpuntollpo CSP He
BXOAAT ApalBepa W Apyrue MOAYAM TpeTbMX nNpousBoauTenen,
obecneumBarwwme B3aummogencteme Kpuntollpo CSP c anmnapaTHou
yacTblo. AN wMxX YCTAHOBKM HYXHO BOCMOJIb30BaTbCA MporpaMmomn

||__._l__|| yCTaHOBKM, MOCTaBASIEMOM  MPOU3BOANTENAMM  TakKUX  YCTPOWCTB.
Hanpumep, ecnn Kpuntollpo CSP yXxe YyCTaHOBNEHO, W HYXHO
MUCMoNb30BaThb HOBble YyCTPONCTBa, Heobxoanmo YCTaHOBUTb
noaaepXuBarwLme gpansepa U gpyrue Moaynam oT NpousBoAUTENEN 3TUX
YCTPONCTB.

2.3.1.2. YpaneHue cumtbiBaTens

Ons Toro 4tobbl yAanuTb cuuTbiBaTeNb B MeHto, BbinonHuTe MNMyck = Hacrtpoiika =
MaHenb ynpasneHuss = Kpuntollpo CSP = O6opyaoBaHue. B naHenu HacTponku
CK3U Kpuntolpo CSP (cM. Puc. 7) HaxxmuTe KHONKy HacTpouTb cuuTbiBaTeNU.

Cnctema oT06pa3svT OKHO <«YnpaBneHume cuuTbiBaTtenamm» (cM. Puc. 8). Bbibepute
cunTbiBaTENb, KOTOPbI TpebyeTcs yaanuTb, N HAXMUTE KHOMKY YAAUTb.

Cunctema otobpas3unt okHO «[loaTBepXxaeHWe Ha yaaneHue cuutbiBaTens» (cMm. Puc. 18).
HaxmuTte kHonky Aa. CuntbiBaTenb 6yaeT yaaneH.

MoATEEpH AEHHE HA ¥ A aNeHWEe CYMTEIEATENA |

& Bbl ABACTEMTENEHD XOTHTE ¥ AaNKTE CHMTEIBaTEN:: Dallas (DS1410E), LPT1Y

Aa | HeT

Puc. 18. OkHo «lMoaTBep>kAeHue Ha yaasileHne cYUTbiBaTens »

2.3.1.3. TpocMOTp CBOMACTB CuMTbiBaTens

[nsa Toro 4tobbl NPOCMOTPETL CBOMCTBA CuMUTbIBaTENS, BbiNoaHMTE Myck = HacTpoiika
= MaHenb ynpasnenwma = Kpuntollpo CSP = O6opyapoBaHue. B naHenu
HacTponkn CK3W Kpuntollpo CSP (cM. Puc. 7) Haxmute kHonky Hacrtpoutb
CUMTbIBaTeNN.

Cuctema o0T06pa3uT OKHO «YnpaBneHuwe cuuTbiBaTensamm» (cM. Puc. 8). Bbibepute
CuMTbIBaTENb, CBOWCTBA KOTOPOro TpebyeTcsi MNpPOCMOTPETb, W HaXMUTE KHOMKY
CBoOMCTBa.

Cuctema oTob6bpasut okHO «CounctBa: WMMs cumTbiBaTens» (cM.Puc. 19), B KOTOpOM
oTtobpaxkaeTcs cnpaBo4YHas WMHgopMauusa o BblIbpaHHOM cuuTbiBaTene, B TOM 4ucie, U
AaHHble O COCTOSIHMW YCTpoOWCTBa. llocne NMpocMOTpa CBOWCTB CUYMUTbIBATENS HaXMuTe
KHonky OK.
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x

Cawme |

I-_IE:E CYMTEIBATENE WHPOQMALMY W3

— BuAnuoTeKa CONpAKEHMA;
CocToaHKe: MogkayeHE
M zroToB|TE R F.oranaHuA Epunmo-Mpo
Bepoua: 203058100

ak. I OTrieHa

Puc. 19. OkHo «CBOMCTBa: UMS CYUTbIBaTeNnsa »

2.3.2. WN3MeHeHue Habopa YCTPOMCTB XpPaHEHUS KIKOYEBOM

nHpopMaummn
2.3.2.1. [Ao6aBneHmne HocuTens

[ns Toro 4To6bl 406aBUTL HOCUTENb K/IOYEBOKN MHGOPMaUUKN B MeHIO, BbinonHuTe Myck
= Hacrtpoiika = MaHenb ynpaBneHuss = Kpuntollpo CSP = O6opyaoBaHue. B

naHenn Hactporikn CK3WM Kpuntollpo CSP (cM. Puc. 7) HaxMmmTe KHonky Hacrtpoutb
HOCUTEenwm.

CncteMa oTo6pasuT OKHO «YMnpaBneHue KatoyeBbiMi HocuTenamm» (cMm. Puc. 20).
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Y¥npasneHWe KNHYEBbIMH HOCHTENAR xl

K niyeEkRIE HOCHTEM I

HeTaHoENEHE CNnegyill e ENiDYEERIE HOCHT 2.

i W PCOSE Y

@ Touch-memary 057994
A eToken HS

B Ockap

B8 Ockap CSP 20

B8 Dcrap Kanan k.

B PUE

JofagHTe. .. Hpanire CEONCTES

0k, I OtreHa

Puc. 20. OkHO «YnpaB/ieHue KJ/1II04YEBbIMU HOCUTENIAMUN »

Ons Toro u4tobbl [06aBUTbL KJKOYEBOW HOCUTENb, HaXMUTe KHoMky Jo6aBuTb.
MpousongeT 3anyck MacTtepa yCTaHOBKM Knto4yeBoro Hocutens (cm. Puc. 21). B okHe
MacTepa YCTaHOBKW HaXMUTe KHoNnky Mdanee.

MacTep ¥YCTAaHOEKW KNHOYEBOro HOCHTENA XI

MECTED YCTAHOEKW KNHYeBOro
“\._.-'.-'5'
[ HOCHUTenA

‘i

M acTep YCTAHOBKM NOMOrEET BEINOAHWTE YETSHOEKY H
HACTPOMEY KNHYEELI HOCHTENRH,

UTofkl MpHCTYNMTE K YoTaHOBKE, HaMUTE kHonky “Hanse'"

¢ Hazan I Hanee » I OTreHa

Puc. 21. 3anyck MacTepa yCTaHOBKMW KJ/1l0OUE€BOro HocuTtens

-18 -



XKTAN.00015-01 90 02-05. Kpuntollpo CSP. MHcTpyKumna no ncnonb3osaHuio Kpuntollpo CSP n TLS.

Cuctema otobpasnt okHO «Bbibop kntoyeBoro Hocutens» (cM. Puc. 22). B 3TOM OKHe
BblbepuTe KJ/IIOYEBOW HOCUTENDb,

KOoTOpbIi cnepyeT p[o06aBuUTb, U HaXMUTE KHOMKY
Danee.

MacTep ¥YCTAaHOBKW KNHOYEBOro HOCHTENA

BriGop kmoYeEOro HOCHTENA
K.akoll KInYEEDE HOCHTENE HEOSXOQMMO YoT SHOEWTE Y

BrIGepTe KHYEEDA HOCKTENE, KOTOPEIA CNE0YET AOSAEMTE, M HamWTE KHonkY ' anes',

[ pOMSEQIMTEMM; JoCTYMHEIE KNHYEERIE HOSHTENM:
[Ece npovseomTenH] B MPCOSEMY
F.aranaHua Kpurmmalpo 0B Ocrap
& Ocrap CSF 20
258 PUEK

HE“TEIHEIEFH'I'I: C OMCEA... I

< Hazan I Danee » I OTrEHa |

Puc. 22. OkHO «Bbl6op KNOYEBOro HocuTensa »

Cuctema otobpasut okHo «WmMsa knwoueBoro Hocutens» (cM. Puc. 23). B aTtoM oOkHe
BBEeAMTE UMA BbIBpaHHOIro HOCUTENS M HaxXMuTe KHOoMNKy [fanee.

MacTep yCTAaHOBKHW KNHOYEEOro HOCHTENA

HmMA KNwyeEoro HoCHTENA

TI:IEﬁ':IE-‘TCFl HAZHAYHTE MkA 4NA 3TOrD KNKDHYEEDOrD HOCHTENA

M osHo MO0 BEECTH HENSEMOE HA 417 ATOrD KAKYEE0ro HOCHTENA, AWE0

MCMNOES0EETE NPELIDKEHHOE HUHKE Wi, HTo0kEI NpOLON#MTE YCTAHOBEY Noce
EEIGOPa UMEHM, HamrHTE kHomky "' Nanes",

HMH KAKMEEQrD HOCKHTENA:

¢ Hazan I Danee » I OTraeHa

Puc. 23. OkHO «MNMAa KNnro4YeBOro HocuTena »
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Cucrema MoxeT 0To6pasnTb AOMOSHUTENbHbIE OKHA B 3aBUCMMOCTU OT TUMa K/OYEBOro
HocuTens, Tak ana MPCOS/EMV 6yaet oTobpa)eHO OKHO «PasMeTka KapTbi» (CM. Puc.
24). B 3TOM OKHe yKauTte pasMeTKy KapTbl N HAXXMUTE KHOMKY [anee.

MacTep ¥YCTAHOBKK KNHOYEEOro HOCHTENA

K.axan pasMeTEa KapTu’?
YCTaHOBMTE NapaMETDRI PASMETEM KADTE

ATR: B 28 002806542010101 00720641

Macka: |FFFFFFFFFFFFFFFFEFOOFFFFFD

MpunoseHue IEF'ESF"

¢ Hasan I Hanee > I OTreHa

Puc. 24. OkHO «Pa3MeTka KapTbl>»

Cuctema oT06pasuT OKHO <«3aBepleHne paboTbl MacTepa YCTaHOBKM KJIHOYEBOro
HocuTens» (cM. Puc. 25). Haxmute B HEeM kKHonKy FoToBO.

MacTep yCTAaHOBKHW KNHOYEEOr o HOCHTENA XI

— 3ageplweHne paboTbl MacTepa
N~ YCTAHOBKMW KNOYEBOro HOCHUTeNA
‘R

Yrofibl 3aK0HYMTE YCTAHOBKY KIHNHEEOrD HOCUTENA,
HasiruTe kHonky ' Torosa'

Hawraume kHonky "Hasan"', ecnW Tpedyerca MStEHMTE
NaparMeTpll YoTSHOEKM,

¢ Hazan I [oToEo I OTraeHa

Puc. 25. 3aBepLieHMe MacTepa YCTAaHOBKM KJ1IOYEBOro Hocutens
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2.3.2.2. YapaneHue Ko4vYeBoro Hocurens

Ons Toro 4tobbl yAanuTb KOYeBOW HocuTenb, BbinonHuTe Myck = HacTpoiika =
MaHenb ynpaBneHna = Kpuntollpo CSP = O6opyaoBaHue. B naHenn HacTpoiiku
CK3W Kpuntolpo CSP (cM. Puc. 7) HaxmuTe KHoNKky HacTpouTb HOoCUTenu.

CuctemMa o0T06pasnT OKHO <«YNpaBfieHWe K/4YeBbIMM HocuTensamm» (cM. Puc. 20).
Bbibepute KknlOUEBOW HOCUTESNb, KOTOPbLIM TpebyeTcs yAanuTb, U HaXMUTE KHOMKY
yYapanutob.

Cuctema oTobpasut okHO «lloaTBep)KAeHMe Ha yAasieHue KIKYEeBOro HocuTens» (CM.
Puc. 26). Haxmute kHonky [Aa. KnoueBon HocuTenb 6yaeTt yaaneH.

Mo TEEPHL A EHWE HA ¥ AaNEHHE KNHYEEOro HOCH il
& Bl AEHCTEMTENEHD XOTHTE ¥ AaNHMTE KIKYEEDR HOCHTENE: MPCOSEMY, 17

Aa | HeT

Puc. 26. OkHo «lMoAaTBEep>KAEeHMe Ha yAaasieHNe KJ1I04eBOro HocuTensa»

2.3.2.3. TpocMOTp CBOMACTB KJIOYEBOro HocuTens

Ona Toro 4tobbl MPOCMOTPETb CBOMCTBA K/OYEBOro HOCUTeNs, BbinonHuTe Myck =
Hacrtpoiika — MaHenb ynpaBneHuss = Kpuntollpo CSP — O6opyaoBaHue. B
naHenu Hactponkn CK3W Kpuntollpo CSP (cM. Puc. 7) HaxmuTe kHOnky HacrpouTtb
HOCHTenm.

Cuctema oTo6pasnT OKHO <«YrnpaBfeHue K/4YeBbIMWU HocuTensamm» (cMm. Puc. 20).
BbibepuTe KAOYEBOW HOCUTENb, CBOWCTBa KOTOporo TpebyeTca npocMoTpeTb, W
HaXXMuTe KHoMKy CBOMCTBA.

Cuctema otobpasut okHo «CsowcTtBa: Wmsa Hocutensa» (cM. Puc. 27), B KOTOpOM
oTtobpaxkaeTcs crnpaBoyHas WH@oOpMauMsa O BbIGpaHHOM KJ/IKOYEBOM HOCUTENE, B TOM
yncne, U AaHHble O COCTOSIHMM YCTpOKMCTBa. [locne npocMoTpa CBOWCTB K/HOYEBOrO
HocUTeNnsa Haxmute KHornky OK.
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CeoAcTBa: MPCOSEMY x|

O6wme | Hacrpofika paSMETKHI

m MPCOSE MY

B HanMoTera ConpA#eEHHA:

CocToaHHE: [MagknmoyeHs!
HWaroroerent: k.omnanya Kpurmo-MNpo
Bepoua: 3031051001

] I OTreHa |

Puc. 27. OkHO «CBOMCTBa: UMA HOCUTENS »

2.3.3.

HacTtponka gatumkoB ciydanHbix yncen (ACH)
2.3.3.1.

Jo6aBnenune ACY

Onsa Toro uto6bl fo6aBuTb ACHY B MeHto, BbinonHuTe Myck = HacTtpoika = lMaHenb
ynpasneHusa = Kpuntollpo CSP = O6opypnoBaHue. B naHenn HacTtporikn CK3U
Kpuntolpo CSP (cM. Puc. 7) HaxmuTe kHonky HacTtpouTtb [4CM.

Cucrtema oT06pasuT OKHO «YnpaBneHne gaTynkamm CriydarHbix yncen» (cMm. Puc. 28).
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YnpagneHye AaTYdKadH EJ'I'[l"-IEF‘iHhIH Y XI

,D,EIT'-IHKH C.I'I':]'-IEIHHbIH HHCEN |

ECTEIHDBJ'IEHI:I CAEAYHOLWME OATHHEM CAY4aHHBIE HHCET:

i! Cofonk
-t-l.-i‘-.mnp.u.

Buonoruyeckui JCH ’

NofaeuTe... Hpanire CeoHCTES |

] I OTraeHa [TEHMEHHTE

Puc. 28. OKkHO «YnpaB/ieHMe faTuMKaMm CllyyarHbIX Yyncen>»

Ona toro utobbl pobasutb ACH, HaxmuTe kHonky Jlo6aBuTb. [pousorger 3anyck

Mactepa yctaHoBku OCH (cMm. Puc. 29). B okHe MacTepa yCTaHOBKM HaXXMWUTE KHOIKY
Oanee.

MacTep ycraHoexkH ACH

x|

o MacTep ycTaHoBku A4CH
-

“EEE

M acTep yoTaHOBKM NAMOrSET BRINOAHWTE YCTSHOEKY W
HACTPOMKY AATHHEOE CAy4aiiHe wcen [OCH].

HTobe NpHCTYNMTE K YoTaHOBKE, Hamm|Te kHonky ' Hanee'’,

4 Hazan

OTreHa |

Puc. 29. 3anyck Macrtepa yctaHoBku [CY
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Cucrtema otobpasut okHO «Bbibop ACYH» (cM. Puc. 30). B aToM okHe BbibepuTe aaTtumk
Cny4yaviHbIX YMcen, KOTopbIv cneayeT A06aBuUTb U HaXMUTE KHOMKY [lanee.

MacTep ycTaHoBxkH ACYH

Bwtop JICY
K.akai JCH Heofkoguio YyoTaHOBMTE !

Brigepre JCH, koTopeIll cnequsT AoSaEMTE, M HamkkWTE kHoNkY ' Hanee',

[pousEOOMTEM: HocrynHes OCY:
[Bce npoussaaHT e Buanaruieckui ACY

K.ornaHua Kpurmo-MNpo

< Hazan Hanee » OTreHa

Puc. 30. OkHo «Bbi6op ACY>»

Cunctema otobpasut okHo «Wma OCY» (cm. Puc. 31). B 3TOM OKHe BBeauTe uMS
BblOpaHHOIro gaTymMKa CAy4danHbIX YMCEN U HaXMUTe KHOMNKy Qanee.

MacTep ycraHoekW ACY

Hma ACY
T pefiyeTcA HASHAYMTE MMA 4nA aToro JCH

b oHO nBo BBECTU #enaeroe WA 40d aToro JCY, AWbo MononesoBaTe
NPEA0HEHHDE HIKE WA, HToBk NpOgo#MTE YT AHOBKY NOCe ERIG0pa MMEHHM,
HamkMTE KHoMkY ' Hanes',

Hram JCH:

B uonoriqeck[i 0CY

< Hazan I Hanee » I OTraeHa |

Puc. 31. OkHO «Uma ACY>»

Cuctema otobpasnT okHO «3aBeplueHue paboTbl MacTepa ycraHoBku ACH» (cM. Puc. 32).
HaxMnTte B HeM KHomMNKy FOTOBO U nepesarpysmnTte KOMMblOTep.
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MacTep ycTaHoexkH ACY E[

3aeepleHUe paboTel MacTepa

_...-"'
N ycTaHoBku ACH

‘e

Yrofel sakoHuuTe yoradoeky JCH, HaxmuTe kHOMKY
"loToeo'.

MNocne saBepLIEHUA YCTAHOBKM PEKOMEHIYETCA
MEPE3AMPH3IMTE kornewTEp.

Hasraure kHonky "Hasan", ecad Tpefyetca MUSMEHUTE
Napak4ET el YCT SHOEK L,

¢ Haszan,

OTtaeHa |

Puc. 32. 3aBepwieHne macrepa ycraHoBku [1CH

2.3.3.2. Ypanenue ACHY

Ons Toro utobbl ypanute [CY, BbinonHute Myck = Hacrtpoitka = [MaHenb
ynpaBneHua = Kpuntollpo CSP = O6opypnoBaHue. B naHenn Hactpoikun CK3U
KpunTtollpo CSP (cM. Puc. 7) HaxmuTe kKHonky Hacrtpoutb A CH.

CncteMa oTob6pa3snT OKHO «YnpaBneHue aaTumkamu cnydanHbix umcen» (cMm. Puc. 28).
BbibepuTe gaTtumnk, KoTopbin TpebyeTca yaanuTb U HAXXMUTE KHOMKY YAannUTb.

CuctemMa 0T06pasnT OKHO «[MOATBEPXAEHME Ha yaaneHue aaTymka ClydalHbIX 4yncen»
(cM. Puc. 33). HaxmuTte kHonky Aa. [aTtumk cnyyamHbix yncen 6yner yaaneH.

MoaTEEpH QEHWE HA ¥ QaNEHHE JAaTUMKA CAYUYAAHBIN YHMCEn x|
& Bl AEHCTEMTENEHD XOTHTE ¥ AaNHTE ASTHHE CRYHaRHER: YHcen: MocneaoEaTensHoCTE DAMCH KoHCTaHTa. !

Aa | HeT

Puc. 33. OkHO «lMoaTBep>xaeHue Ha yaaneHue 1CYH»

2.3.3.3. MpocmMmoTp cBoiicTB ACH

Onsa Toro yTo6bl NpocMoTpeTh cBokcTBa ACH, B MeHto BbinonHuTe Myck = HacTpoika
= MaHenb ynpasneHma = Kpuntolpo CSP = O6opyaoBaHue. B naHenu
HacTpolrikn CK3W Kpuntollpo CSP (cM. Puc. 7) HaxmuTe kHonky HacTtpoutb ACH.

CncteMa oTo6pa3snT OKHO «YMnpaBneHue gaTymkamu cnydamHbix yucen» (cm. Puc. 28).
Bbibepute gatumk, CBOMCTBA KOTOpPOro TpebyeTrcs MpOCMOTpPEeTb, M HaXMUTE KHOMKY
CBoiicTBa.

Cuctema otobpasut okHo <«CeonctBa: Wma ACH» (cMm. Puc. 34), B KOTOpPOM
oTobpaxkaeTcs cnpaBoyvHas WMHGOpMaUMsa O BblIOpaHHOM AaTumMKe CAyvamHbIX 4ucen, B
TOM u4ucne WM p[aHHble O COCTosHMM ycTponcTBa. [locne npocmotpa csoncts [ACH
HaxMuTe KHonky OK.
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CeoAcTEa: Buonornueckyd ACY (knagxa x|

CEwme |

E onoriyeckmi JCH.

B O nMoTer.a CONPAKEHMA;

CocToaHuHe: Mogk.AkyEHE
HMarorosurent: K.ornanua Fpurmo-Tpo
Bepcua: 3031081001

] I OTt4eHa

Puc. 34. OkHo «CBo#McTBa: umsa ACY»

Mpumeuanune. Ecnn B CK3UN «Kpuntollpo CSP» HacTpoeHO HeCKOsIbKO
AATUYMKOB  ClyyalHbIX 4ucen, TO nNpu  (HOPMUPOBAHMU  UCXOLHOM
KNto4YeBOoM MHMoOpMaumm 6yaet mcnonb3oBaTbcs [ACH, Haxoaswuncs B
cnucke ycTtaHoBsieHHbIX [CY B camonm BepxHen ctpoke, ecnu OCYH He
yCTaHoB/eH, TO 6yAeT ucnosb3oBaH cneaywowmi n 1.4. Hanpumep, ecnn
YCT@HOB/IEHO JBa JaTymMKka Cay4YanHblx 4ucen - buoACH w ACH
OneKkTpoHHOro 3amka «Cobonb», OHM HaXOASATCA B COCTOSIHUM —

|.l| «MOAKJIIOYEH» N B BEPXHElN CTPOKE CMMCKa AaTYMKOB ClTyYaWHbIX YMCEN

ykazaH [CHY D3SnektpoHHoro 3amka «Cobonb, TO dopMupoBaHue
MCXOAHOM Kito4yeBon WHdopMauum 6yaeT ocyuwecTBnatbca Ha [ACH
JOneKkTpoHHOro 3amka «Cobonb». [na wcnonb3oBaHma buo[CH,

Heo6x0AMMO C TMOMOLbI KHOMOK J J nepeMecTuTb €ro Ha

BEPXHKOK NMO3NLNIO B CMUCKE.

2.4. PaboTa c KOHTeMHepaMn n ceptTuduKkaTamm

3aknagka CepBuc KoHTposnbHoOM naHenu CK3U Kpuntollpo CSP npeaHasHaueHa ans
BbINOJIHEHUS CNeAyloLWmnxX onepauui:

KonuvpoBaHMe W ypaneHue 3aKpbiTOro K/4va, HaxoAsWerocs B CyLeCTBYHLLEM
KOHTenHepe;

lMpocMOTp U yCTaHOBKa CepTVI(bMKaTOB, HaxoaAawnxcs B CyuwlecTBylOLlEM
KOHTEVIHepe 3aKpbITOro Kjak4a Ha HoCuUTene,

OcylecTB/ieHMe CBSA3KWM Mexay CyLeCcTBYWLWMUM cepTudumkatom wm3s danna wu
CYLLEeCTBYIOLWMM KOHTEMHEPOM 3aKpbITOro K/tova Ha HocuTene;

M3MeHeHne n yaaneHmne 3anoMHeHHbIX naposien (PIN-kogoB) oocTtyna K HOCUTeNnsMm
3aKpbITbIX KOYEN.
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2.4.1. KonupoBaHue 1 yaaneHne KoOHTeMHepa 3aKpbITOro Kk4a

2.4.1.1. KonupoBaHue KOHTelHepa 3aKpbITOro Kjiua

Ons Toro 4ytobbl CKONMPOBaTb KOHTEMHEP 3aKpbITOro Kak4a, B MeHK BbinonHuTe Myck
= HacTtpoiika = MNaHenb ynpaBneHnsa = Kpunrtollpo CSP = CepBuc. B naHenn
HacTpokn CK3U Kpuntollpo CSP (cM. Puc. 35) HaxmmTte KHOonky CKONuMpoBaTb

KOHTelHep.
CeoicTea: KpynTolpo CSP ﬂ
JononHuTENEHD I ANropKTHEI I bBesonacHoCTE |
Déwme I O fopyn OEaHUE Cepeuc

— K.OHTERHEDEI 33K pETOrD KAKYS

AT FMACTERS NOSEONAKDT CEONMPOESTE £ U anKTE

FEKPEMEIA A4, HEX00AWMACA B CYW ECTEYHILL S
KOHTEHHEDE.

CKONUPOESTE KOHTEMHED. .. I Yaanure KOHTERHED. ..

— CeprudukaTEl B KOHTERHERE S3KPETOND Kao4a
3TOT MACTER NOSEDAET NPOCHOTPETE M YCTAHOEMTE
CEPTHERHEATEl, HAXO0QAWMECA B CYLWL ECTEYHIWEH
K.OHTEHHEDE 3aKPLTOr0 KAYE H3 HOCMTENE.

MpoctoTpeTE CepTURMKATE B KOHTERHERE. ..

— NUHHBIA CEpTHDMEAT

3TOT MACTER NOSEQAET CEASATE CYLLECTEYHILLE
CENTHPMEAT ME afina C CYWECTEYHILLMM
KOHTEHHEROM SaKPRTOrD KAKHa Ha HOCKTENE.

HCTaHOBMTE AMYHEIN CEPTHHRHEAT... |

— [Naponu Ha HOCHTENAR SaKPETEIX KAoHER
3TH MacTepa NPEIHAZHAYEHE! 008 HStEHEHMA

OYMCTEM SanorHEHHEIR naponed [MWH-kogoE] gocTyna
K. HOCHTENAR SaKPETEE EIYEHN,

W SteHITE Naponk... | HoanTe sanorHEHHEIE N3pOad... |

k. | OTreHa | I'IpHMEHHTbl

Puc. 35. KoHTposibHas naHenb. 3aknaaka «CepsBuc»

Cncrema 0TobpasmT okHO «KonupoBaHne KOHTeMHepa 3aKpbITOro kaw4da» (cM. Puc. 36).
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KonvpogaHWe KDHTEﬁHEpa 3aKpbITOrD KnH4a

|
K.oHTefiHep 3aKkpuiToro Kmoua

BEEAMTE MAK YrakKTE KOHTEHHED SAKPBITOrD EAKYa, KOTOPBIA HEOOROg MO g
CEOMWPOESTE

M8 kIKYEEOrD KOHTERHERS:
42c4ee90-a592-0698-207147 33063230

Oézop... |

BEEAEHHOE WMA Sa03ET KANHEEOH KOHTEAHED:
* Monezoeatena
"~ KomnetoTepa

Brigepure CSP gna noMck.a KAOYEERI: KOHTEHAHEROE:

Crypto-Pro GOST R 34.10-2001 kC1 C5F

[

OTraeHa

¢ Hazan I Danee » I

Puc. 36. OkHO «KonupoBaHue KOHTENHepa 3aKpbITOro Kjrwuya»

B HeM Heobx0aANMO 3anosTHUTL cnegywuwme nond seoaa:

UMsa KNo4YeBOro KOHTeMHepa — BBOAMTCA BPYYHYI WM BblibupaeTcs M3 cnucka
(cM. Puc. 37) nocpencTBoM HaxaTtus kHonku O630p;

BBegeHHoe WMA 3ajaeT KJ/IIOUEBOW KOHTenHep nepekso4yaTenb
YCTaHaB/IMBAETCA B MOJIOXKEHUNE Monb3oBaTenb Vun KOManOTep, B 3aBUCUMOCTU
OT TOro, B KakoM XpaHMW/MLLE PacrofioXXeH KOHTENHED;

Bbi6bepute CSP AN NOUCKa KJ/OYEBbIX KOHTEAHEpPOB - HeobxoaAnMbIn

KpuntolpoBanaep (CSP) BbibupaeTca 3 npeanaraemMoro cnucka.

i Bribop KNHYEEDOro KOHTERHEPA Xl

— B crucke nokaseieaTe:

% NpukecTEEHHRIE HMEHA " YHUKANEHEIE MMEHE

CnucoK KADYEER]: K.OHTEMHEPOE NOAES0B3TENA:

CyMTEIEaTEAE & | MrA KOHTEAHEDA

b= [
= FPeectp
PE FPeectp

e12932e1-ddcd-467-ace - F40b7E54diE:
elvira

Cancel | | ] 4 I

v

Puc. 37. Bbi6op K/1l0OUEBOro KOHTeNHepa

Mocne TOro, Kak BCe Mons 3anojsiHeHbl, HAXXMUTe KHOMKy Janee.

Ecnu Ha [oCTyn K 3aKpbITOMY K/O4YY YCTaHOB/EH Naposb, TO CMCTEMA NOMPOCUT BBECTU
ero. Beeante naposb 1 HaxmuTe KHonky OK.

Cuctema oTobpasnt okHO «KonmpoBaHue KOHTelHepa 3aKpbIToro katoya» (cM. Puc. 38), B
KOTOPOM Heob6xoAMMO BBECTM MMS HOBOMO KJ/IIOYEBOrO KOHTElHepa M YCTaHOBWUTb
nepekaoyatens BBepeHHoOe MMSA 3apaeT KAKOYEBOW KOHTEMHEP B MOJIOXKEeHMe
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Monb3oBarenb uin KoMnbroTep, B 3aBUCMMOCTM OT TOro, B KAKOM XpaHunauuie
TpebyeTCcst pa3aMecTuTb CKOMNMPOBAHHbLIA KOHTENHEp.

KONWpOoEaHWE KOHTEAHEPA 3aKPEITOrD KAHYA x|

KoHTefHep 3aKkpuiToro Kmoya
BESQMTE KOHTENHER SaKPETOrD KAKYA, H3 KOTOPEIR HEOSH0QMMO CKOMMPOESTE g

HrA kYoo KoHTENRHEDE:
Izer0l

BBEeneHHOE WA S30&ET KADMEEOH KOHTEAHERD:
* [onezoeatena
"~ KomnetoTepa

Bridepure CSP gnA novcka knoyeERl KOHTERHEDOE:
Crypto-Fro GOST R 34.10-2001 £C1 CSP j

¢ Hazan I [oToED I OTtaeHa

Puc. 38. OkHO «KonupoBaHue KOHTeHepa 3aKpbITOro K/awua>

Mocne BBoga HaxmuTe KHonky FoTroBo. Cuctema oTO6pasMT OKHO, B KOTOPOM
Heob6xoaAnMo BbibpaTb HOCUTENDb AN CKONMPOBAHHOIO KOHTelHepa (cM. Puc. 39).

I A " "
Z[E==4 BcraebTe YWCTEIA KNOYEEQH HOCHTENE

HE

— CEEgEHWA

HeoTpoicTea: BrTasneHHEIN HOCUTENE:

CocToaHuE:

Misese nsnn & j
Ok, I OrtaeHa CeeneHWA <<

Puc. 39. OkHO Bbl6opa HocuTens

BcTtaBbTe HOCUTENb B cuMTbiBaTENb U HaxMmuTe kHonky OK. Cuctema oTo6pasuT OKHO
YCTaHOBKM Mapons Ha AOCTYNn K 3akpblTOMy knto4vy (cM. Puc. 40). BeeauTe naposb,
noaTBepauTe ero, npu HeobxoaAMMOCTW ycTaHoBUTe dnar 3anoOMHUTb Maposb (ecnu
AaHHbIN dnar 6yaeT yCTaHOBMEH, TO Napoflb COXPAHATCSA B CrheuuanbHOM XpaHunuuie
Ha JIOKafbHOM KOMMbIOTEPe M Npu obpalleHuM K 3aKpbITOMy K4y naponb 6yaer
aBTOMaTMUYECKM CUYMTBLIBATLCA M3 3TOMO XpaHWAULLA, @ HE BBOAUTLCS MOSb30BaTeNeM).
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HeTaHoBMT e Naponk Ha COS0ABAErBI
koHTelHep | zerll

% YeTaHoEMTE HOERIA Napoik

Hoekli naponk: I

MNogTEEp#OEHMHE: I

[T ZanomHuTE Naponk

OTtieHa | MNogpooHes > |

Puc.

40. OkHO BBOAa napons

Mocne BBOAa HEO6XOAMMbIX AaHHbIX HaxMmuTe kHomky OK. CK3W «Kpuntollpo CSP»
OCYLECTBUT KONMUPOBaHNE KOHTENHEpPa 3aKpbITOro Kioya.

2.4.1.2.

YpaneHue KOHTeﬁHepa 3aKpbITOro KJjiro4ya

Onsa Toro 4Tobbl CKONMPOBATb KOHTEMHEP 3aKPbITOro KtoYa B MeHI0  BbinonHute Myck
= Hacrtpoiika = MNaHenb ynpaBneHus = Kpuntollpo CSP = CepBuc. B naHenu
HacTponikn CK3W Kpuntollpo CSP (cM. Puc. 35) HaxmuTe KHOMKYy YaanuTb
KOHTelHep.

Cucrtema oTto6pasunTt okHO «KonmpoBaHue KOHTeMHepa 3aKpbITOro kaoya» (cM. Puc. 41).

¥ laneHWe KOHTEHHEPA 3aKpbITOro KNHYa x|

K.oHTeAHep 3aKpHTOro Ka0yYa
BESgMTE MM YKakMTE KOHTERHED 3aKPETOro KK4a, KOTOPEIR HEOSMOL MO g
YA NMTE

HMmA kniYeEoro KoHTeRHepa:
42cdeed0-a592-0598-a071 4733063530 Odzop... |

BEE1EHHOE MMA SA03ET KMHOYEEDN KOHTEAHED:
{* Monezosarens
" Kornblorepa

Briteprre CSP ona nouMcrka KiHeBs KOHTEHAHEDDE:

Crypto-Pro GOST R 34.10-2001 KC1 CSP j

¢ Hazan I [oToED I OTreHa

Puc. 41. OKHO «YaaneHue KOHTeiHepa 3aKpbITOro Kjirua»

B HeM HeobxoaAnMO 3anosHUTL cheaylowme noss BBoAA:

UMsA KNHOUYEeBOro KOHTeMHepa - BBOAMWTCS BPYYHYH WM BblGMpaeTcs M3 cnucka
(cM. Puc. 37) nocpeactBoM HaxaTus KHornku O630p;

BBegeHHoe WMA 3ajaeT KJ/IIOUEeBOM KOHTEMHep - nepek/yaTenb
yCTaHaBnmBaeTcs B nonoxeHne Monb3oBarenb niv KomnbroTep B 3aBUCMMOCTU
OT TOro, B KAKOM XpaHuWAuLLEe pacrnosioXXeH KOHTENHep;

Bbi6epute CSP Ans NoucKa KJ/KOUEBbIX KOHTEWHEpPOB -  HeobxoAuMbli
Kpuntolposaiiaep (CSP) Bbibupaetcs n3 npeanaraemMoro crnmcka.

Mocne BBOAA BCeX AAHHbLIX HaXMUTe KHOMKy FoToBoO.
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2.4.2.

Cuctema 0T06pa3snT OKHO MOATBEPXAEHUS YAANEHWS KIIHOUEBOro KOHTElHepa (CM. Puc.
42). Haxmnte kHonky Aa. CK3U «Kpuntolpo CSP» npoun3BeneT yaaseHue KIHYEBOro
KOHTelnHepa.

CeoicTea: KppnTollpo CSP

& Cefyac By AeT NPOMSEEAEHD Y AANEHHE BCEX 3aKPBITEL KAHIYEH H CEPTHDHKATOE KOHTEAHEDS

X

"4 2r4ee90-a592-0595-a07 1 d739fc063e50", KOHTERHED NEQECTAHET CYILECTEOBATE, BOCCTAHOBNTE KNHIHK C 3TOrD

KOHTERHEPS O AET HEEDSMOXKHO, TNOAONMMTE?

Aa I HeT

Puc. 42. OKHO NoATBEPXXAEHUA yAANIeHUA KJII0UYEeBOro KOHTelnHepa

MpOCMOTP M YCTAaHOBKA JIMNYHOIO CepTMCbMKaTa, XpaHALWErocs B
KOHTeVIHepe 3aKpbITOro Kjiro4a

2.4.2.1. TMpocMoTp cepTuduUKaTa, XpaHAaLErocsa B KOHTEMHepe 3aKpbITOro KJjrua

Ons Toro 4to6bl NPOCMOTPETHL CEpTUdMUKAT, B MeHI0 BbinonHuTe Myck = Hactpoiika =
MaHenb ynpasneHusa = Kpuntollpo CSP = CepBuc. B naHenn HacTporikn CK3U
Kpuntolpo CSP (cM. Puc. 35) HaxmuTe kHonky [pocMoTperb ceptudukatbl B
KOHTelHepe.

Cucrtema oto6pasnt okHO «CepTudurKkaTbl B KOHTENHEPE 3aKPbITOro Kya» (CM. Puc.
43).

CepTHhHMKaTLl BE KOHTERHEPE ZaKpLITOro KNHo4a x|

KoHTeAHEp 3aKpHTOrD KAKYa

BEegMTE MAM YEAKMHTE KOHTEHHED ZaKPETard KAKYa 407 NpoctoTpa rg
CEQTHIMEATOE B 3TOM KOHTEHHEpE

Mraa knioyeEoro KOHTEHHERS:

B8cE68feb-b11 e-4f55-8637-cfBab4a0c 75d Ogzop... |

BEEAEHHOE UMA 3a08ET KAKHEEON KOHTEAHED:
* Monezoeatena
" KomnetoTepa

Bridepure CSP gnA novcka KNoYeERl KOHTERHEDOE:
Crypto-Fro GOST R 34.10-2001 £C1 CSP j

¢ Hazan I Danee » I OTraeHa

Puc. 43. OkHo «CepTudmkaTbl B KOHTEMHEPE 3aKPbITOro KJro4a»

B HeM HeobxoanMO 3anosHUTL cleaylowme nonas BBoAa:

e WNmMA KNO4YEBOro KOHTeMHepa - BBOAUTCS BPYUHYIO WAKW BbiBMpPAeETCs U3 crmvcka
(cM. Puc. 37) nocpenctBoM HaxaTus KHomkn O630p;

e BBegeHHoe wvMSA 3apaeT KJOYEBOM KOHTeMHep - repeksyaTesnb
yCTaHaBnMBaeTcs B nonoxeHuve Monb3oBaTtenb uiv KoMnbroTep B 3aBUCUMOCTU
OT TOro, B KAKOM XpaHUINLLE PacrosioXeH KOHTelHep;

e Bblbepute CSP ana nNoOuMCKa KJIIOYEBbIX KOHTEMHEpOB - HeobxoaAnMbIM
Kpuntolposaiiaep (CSP) Bbibupaetcs 3 npeasaraemMoro crmcka.

lMocne TOro, Kak BCe NOs 3anofIHEHbI, HAXMUTE KHOMKY [lanee.
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Ecnu Ha [oCTyn K 3aKpbITOMY KO4YY YCTaHOB/EH Naposb, TO CUCTEMA NOMPOCUT BBECTU
ero. Beeante naposib n HaxmuTe KHonky OK.

Ecnun ceptudmrkaTa B KOHTEMHEpPE 3aKpbITOro K/k4a HET, TO cMcTeMa O0TO6pasuT OKHO,
MHQOopMMpYloLEee NoNb3oBaTens 06 oTCyTCTBMKU cepTudmrKaTa B KOHTeNHepe (cM. Puc. 44).

CeoicTea: KpunTollpo CSP El

B KOHTERHERE CEKpETHOMD KAHYa ‘REGISTR Y\ 04958858-4901 -4584b-ad8b4-61Fe0f8bb932" oTcyToTEYET CEpTHDMKAT
OTKPEITOrD KNHIYa WHBpOEEHHA

Puc. 44. OkHoO, nHpopMmupyouiee 06 orcyTtcTtBum ceptudukara

Ecnu ceptudmkaTt B BbIGpaHHOM KOHTEMHEpPE WMMEETCs, TO cuctemMa oTobpasnT OKHO
«CepTudukat ansa npocmotpa» (cM. Puc. 45).

CepTHhHKaThl B KOHTEAHEPE 3aKPLITOrD KNHYa x|

CepTHdUEaT AnA NpoOCMOTPRA
[MpOCHOTRMTE M BEISERMTE CERTHOMHKAT F;E
CepTHRMKAT: I?E?E
CyfekT: |C=RU. O=CRYPTO-PRO. CH=7675
MocT JEwWHE: |E=inf|:|@|:r_l,lptu:upn:|.ru, C=RU, 0=CRYPTO-PRO, CM=Test Center CRYFTO-F

HefcTEMTENEH C I'I 4 grTadpa 2004 r. 18:01:03

NefcTEMTENEH Oo; I'I 4 grTadpa 2005 r. 18:11:03
CepMiHE HOMER: |?‘453 831E 0007 0000 DE 7D

Ceokictea

Dazop...

i L

< Hazan OTrieHa

Puc. 45. OkHo «CepTudukar gna npocMmoTpa>»

[na npocMoTpa OCHOBHbIX CBOWCTB cepTudmKaTa HaxXMuTe KHonky CBOMCTBA B OKHE
«Ceptndmkatr ans npocmoTtpa» (cM. Puc. 45). Cucrema oTobpa3sut CBOWCTBaA
ceptudukaTta (cM. Puc. 46).
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Property Page Select Cerkt el

OBwe |Cl:|l:TaB | ryre cepridicaumm |

=1 CeepeHvA o cepTHdrKaTe

IToT cepTHdHKaT:

*MOATEEPHASET YAINEHHOMY KOMMEHITEPY HMAEHTHDMKALMID
BAlUErD KOMOBHTERS

KoMy BBInAH: 7676
Kem BbIAaH: Test Center CRYPTO-PRO

AeficTemTened ¢ 14,.10.2004 no 14.10.2005

@ ECTE 3KPEITEI KM, COOTEETCTEYHOWMA 3TOMY CEPTHDMKATY,

¥CTAHOEHTE IZEI:ITHEI:IHKEIT. o SEAENEHHE MOCTAEWLHES |

Puc. 46. OKHO NpocMOTpa CBOUCTB cepTucdukara

2.4.2.2. YCTaHOBKa JINYHOIo cepTudmMKaTa, XpaHsLWErocs B KOHTeiHHepe 3aKpbITOro
KJIlo4a

NMpumeuaHne. B paHHOM pasjgene pyKoBOACTBa MNoA YCTaHOBKOW
NNYHOro cepTuduMKaTa MNOHMMAETCa YCTaHOBKa cepTudukaTa B

M XpaHunuuwe JIMyHble ¢ HGOpPMUPOBAHMEM CCbIJIKM Ha 3aKpbITblA KoY,
COOTBETCTBYHOLWWUNA AaHHOMY cepTudumkaTy.

Peannzaumsa Kpuntollpo CSP no3BonsieT XpaHUTb JINYHbIE CEpTUdUKATbI Nonb30oBaTeNs
He TOJMIbKO B JIOKA/IbHOM CrpaBOYHMKE cepTUdMKaATOB KOMMbIOTEPA, @ TaK XXe BMecTe C
NNYHBIMW  KKOYaMW  MONb30BaTens Ha KAl4YeBOM HocuTene (NpuM  ycnoBuM, 4TO
K/IOYEBON HOCUTENb MMEeT AOCTAaTOYHbLIA 06beM naMaATM ANa 3anucu ceptudukaTta).
XpaHeHune cepTudmKaTa Ha KIHOUEBOM HOCUTENEe NMO3BOJISeT NoJSib30BaTes 0 NEPEHOCUTb
BCIO HeobxoamMmylo KA4eByk WHGoOpMauuio ¢ KomnbloTepa, rae 6bin chopmupoBaH
KoY nosib3oBaTens Ha Apyrue paboune mecta.

Ons Toro 4tobbl BOCNOMb30BATLCSA JIMYHLIMU K/HOYaMU U CepTVICbVIKaTaMVI nonb3oBaTens
B Pas3/INYyHbIX NMPUTOXKEHUAX Ha APYrOM KOMMNbKOTEPE, HeobxoANMO Ha 3TOM KOMMNblOTEPE
YCTAHOBUTb nonb3oBaTenbCKNi CepTVICbVIKaT B JIOKaJbHbIX CNpaBOYHUK WU CO34aTb
CCbl/IKY, KOTOpasd 6y,qu OAHO3HAa4YHO CBsA3bIBATb cemechKaT C JINYHBIM KJTHOYOM
nonb3oBaTens.

Ona Toro 4ytobbl YyCTaHOBWUTb JINYHbLIN cepTudUKaT, BbIMOJHUTE MNOCIEA0BATENbHOCTb
OEeNCTBUN, YKa3aHHbIX B NyHKTe 2.4.2.1.

B okHe npocMmoTpa cBoicTB cepTudukarta (cM. Puc. 46) HaxmuTe KHOMKY YCTAaHOBUTDb
cepTudukar.

OcyuwecTtButcs 3anyck Macrepa nmnoprta ceptucgpukartos (cM. Puc. 47).
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MacTep vMNoOpPTa CEPTHPMKATOE ﬂ

Bac nprBeTcTBYEeT Mactep

i MMMopTa cepThlKaToB

3TOT MACTER NOMOr3ET KOMMPOBATE CEPTHRMIKATEI,
CMCKH A0BERHA H CMMCKH OT3BIES CEPTH(MKATOE C
NOKANEHOMD AMCKE B XPaHHIHWLE CEpTHIDHEATOE,

CEpTHIMKAT, BRIAAHHEIR LEHTOM CEQTHOMALLIH,
ABMASTCA NOATEEPHAEHHEN BALUEH NHUHOCTH M
COAEPHHT HHBOPMALKHD, HEORE0AMMYHD ANA SaHTEI
AEHHEL MK YCTAHOENEHHA SALUMULEHHEN CETEEEX
NOAKAHHEHHA, $PaHHMILE CEpTHDHEATOE - 3T0
OANACTE CHCTEMEI, MPEAHAZHAYEHHAA ANA XPAHEHKA
CEpTHERMESTOE,

AnA NpoADN¥EHMA HamMUTE KHoMy " fanes",

= Hazan OTHMEHA

Puc. 47. 3anyck Mactepa uMnopTta ceptudpmkaToB

Haxmute kHonky [anee. Cuctema oTtobpasmT OKHO «XpaHunuwe cepTudukaTos», B
KOTOPOM Heobx0AMMO yKasaTb, B Kakoe xpaHunuuie TpebyeTcsa noMecTuTb ceptudukar
(cM. Puc. 48).

MacTep MMNOPTa CEPTHHHMKATOR ﬂ

XpaHunuue cepTudHKaTos

¥PEAHMIKLLA CEPTH(IMIKATOE - 3T0 OONACTH CHETEMB! B KOTOPER MPOHSEOANTCA
¥PEHEHHE CEpTHHEATOE,

BrIB0p XPaHHAMLE MO¥ET ObITE NPOMZEEAEH WiNdDWS SETOMATHHECKH, MIH He
MOM¥HD YIKA3ATE PA3MELWEHHE CEPTHIMIKATE BRYHHYHD,

(¥ BETOMATHYECKH EEIBPETE XPaHHAMILE HE OCHOEE THRE cepThHkaTa

" DoMecTHTE Bre CEpTHBHKATE! B CREAYHILLES ¥PAHHMAHLLE

EEAHMAMULE CEPTHRHEETOE

DEEOM, . |

< Hazaan I fanee = I OTHMEHS

Puc. 48. OkHO «XpaHunuuie ceptudmnkaTos>»

YcTaHoBUTE nepeknovatesis ABTOMaTMUECKM Bbi6paTb XpaHWAMLLE Ha OCHOBe
TMna ceptudmkara.

CepTudumkat 6yaetr ycrtaHoBreH B xpaHuavuwe Tekywmi nonb3oBaTtesib/JInuHble
UNM B XpaHunuwe JlokanbHbIi KOMNbioTep/JIMUHbIE B 3aBUCMMOCTM OT TOro, rae
pacrosioXXeH KOHTEeMHep 3aKpbITOro ks4ya (pacnosioXXeHWe KOHTEMHEepa 3aKpbITOro
K/lo4a onpenensnocb B nyHkTe 2.4.2.1 ¢ nomMowblo nepeknoyatens BBeaeHHoe nMms
3aflaeT KJIlDUYEeBOoi KOHTeWHep).
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Mocne BbINOJHEHHbIX AENCTBUA HAXMUTE KHornky Aanee.

Cuctema oTtobpasunT okHO «3aBeplueHune paboTbl MacTepa nMnopTa ceptudunkaTos» (CMm.
Puc. 49).

MacTep vMnopTa cepTUpHKaATOB 5'

3aBepLueHve paboTbl MacTepa

i MMNopTa cepTdKaToR

PafoTa MAacTERA MMNOPTS CEPTHMIEATOE YCMNELWHD
saEEpLIEHA.

Beink WEA3aHel CNeAYHIWHE NapaMeTpRl:

BrIOpaHHOE XPaHHMIMILE CEPTHERMKATOE  ABTOMATHYECK:
COAEpHHMOE CepTHpHKaT

1] | i

OTHEHS |

= Hazan

Puc. 49. 3aBepLieHne macrepa nMmrnoprta ceptudpumkaTos

MpoBepbTe MNpPaBUIbHOCTbL BblIGpaHHbLIX MapaMeTpoB M HaxMuTe KHOMKy FoToBoO.
Cuctema oTo6pasuT OKHO, MHbOpMUpYloLWee nonb3oBatens 06 yCnewHon ycTaHOBKe
ceptudukata (cm. Puc. 50)

MacTep MMNOpTa CEp El

@ MMAoPT YCNEWHD BEINONHEH.

Puc. 50. YcnewHoe BbiNOJIHEHUE MMNopTa

2.4.3. YcTaHOBKa NM4YHOro ceptudukarta, XxpaHsawerocsa B panne

MpumeuaHne. B paHHOM pasjgene pyKoBOACTBa MNoA YCTaHOBKOW
NIMYHOro cepTudmkaTa MOHMMAETCA YyCTaHoBKa cepTudumkata B

M xpaHnnuue JIMYHble C GOpPMUMPOBaAHMEM CCbIIKM Ha 3aKpbITbI KJOY,
COOTBETCTBYHOLWWNA AaHHOMY cepTudmkaTy.

Ons Toro u4Ttobbl YCTaHOBUTb JIMYHbLIM cepTuduKaT B MeHto, BbinoaHuTe Myck =
Hactpoiika = MaHenb ynpaBneHus = Kpuntollpo CSP = CepBuc. B naHenu
HacTpoikn CK3U Kpuntollpo CSP (cMm. Puc. 35) HaxMmTe KHOMKY YCTAaHOBMUTb
JINYHbIN cepTudmkar.

Cncrtema otobpasut okHOo «MacTtep yCTaHOBKW NnuM4yHoro ceptudumkata» (cm. Puc. 51).
O3HaKoOMbTECb C TEKCTOM M HaxXMuTe KHOMNKy [fanee.
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MacTep ¥CTaHOBKH NMUHOrD cepTHdrKaTa %]

Bac NpUBeTCTEYET MAcTep YCTAHOBKM
r@ NUYHOro cepTUhUKaTa
tor FA3CT 2P NOROr3ET YCTAHOEWTE CERTHRMEAT B RPaHHMnHW e

AHYHER CERTHPHESTOE M HACTPOMTE 08 HEMD CCeINEY HA
EOHTEHHED SaKpBTOro Kaoda.

TTHYHEIR CEPTHRMEAT - 3TO CEPTHRMEAT, 017 KOTOpOro
WIIEETCA COOTEETCTEYOW M Y SAKPETEIA KAKY B KAKMEEOM
EOHTEHHERE H3 HOCUTENE.

TTHYHEIR CERTHIHEAT B XPaHMAMWE CEPTHRMEATOE 40MHKEH
MIMIETE CCBIAKY Ha SaKPBTEIA KA, B APOTHEHOM CAY4ac OH
HE CHMT3ETCA AWYHEIM, |4 HEKOTPEIE ONepaUHId C Hidk ﬁ':LU.':IT HE
A0CTYNHEI

MHorga eosHUE. K0T CHTY3LUMHK, KOrda ecTe W CEPTHRHEAT, M
FAKPBTEIA KAOY B KOHTESHHEDE Ha HOCHTENE, HO HET CObIIKM B
APAHUAMWE CERTHRMEATOE HA 3TOT KA. HCI‘IFIEIBH'I’I:-
nogodHeIE CHTYaU MK NOMOrasT 3TOT MACTER.

I nA npogomkeHyA HaskrauTe kHoney ' Danee'.

¢ Hazan I HDanee » I OTreHa |

Puc. 51. OkHO «MacTtep ycTaHOBKM JINYHOro ceptucpukarta>»

Cucrtema oTobpa3nT okHO «PacnonoxeHue danna ceptudukata» (cMm. Puc. 52). B none
Uma daitna ceptudmkarta ykaxuTe MOMHbIA NyTb K 3ToMy danny (yaobHo
BOCMOJ/1b30BaTbCs KHOMKOM 0630p) n HaxxMuTe KHONKy [anee.

MacTep YCTaHOBKM AMYHOrO CEpTHdMKATa x|

Pacnonoxenue ¢paina cepTHPHEaATa
BEegMTE MAM YK.AKMTE PACNoNdKeHHe $alina YoT aHAENHEASara CepTHPHEATA g

MrA Dakina cepTHguMEaTa;

C:hoert.cer Oazop... |

‘:PEIIZIMEIT PIANA MOKET OOHM W3S CASLYKILL A

P akin ceprHeukara - %509 [CER..CRT]
Coofwenue cTaHpapra PECS 87 [P7B..P7r..DER)
HPAHWMHIWLE CEpUANME0EaHHER CEpTHDMKaTOE (55T

JarieyaHue:
HetoTopkle fopraTel aHN0E MOMYT COQEp#aTE B OOHOM daline
A0fEe OOHOMD CEpTHPMKATA,

¢ Hazag I DNanee » I OTraeHa |

Puc. 52. OkHo «Pacnono>xeHue ¢ainnos ceptudpukara>»

Cnctema nepengetr K OkKHy «Ceptudwukat ana ycrtaHoBku» (cMm. Puc. 53). B Hem
BbIBOAMUTCS OCHOBHasi WHGopMaums o ceptudukate. HaxaB Ha kHonky CBOMCTBa
MOXXHO MPOCMOTpeTb MoApobHYyl MHBOpMauMio o0 ceptTudumkaTe B CTaHAAPTHOM OKHeE
NnpoCcMOTpa CBONCTB cepTudukarta.
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MacTep YCTaHOBKM AMYHOrO CepTHdHKaTa x|

CeprygpMEaT ANA YCTAHOBEH
MpOCHOTRMTE M BEIGERMTE CERTHRMEET ANA YCTaHOEKM IE
CepTHepuraT: |CRYPTO-PRO
Cyfuerr: |C=RU. O=CRYPTO-PRO
MocTasw ek |E=inf|:|@|:r_l,lpt|:||:ur|:|.ru, C=RU, O0=CRY¥PTO-PRO, CH=T ezt Center CRYPTO-f

JefcTEMTENEH C |24 ceHTAapA 2004 r. 14:22:20

DelcTEMTENEH NO: |24 ceHTAapA 2005 . 14:32:20
CEpUEHEIN HoMEeR: |1 CEC 00A5 0001 0000 OB 48

CeoicTEa

il

[IaEom,..

¢ Hazan I DNanee » I OTrdeHa |

Puc. 53. OkHO «CepTucgunkar gna yCtTaHOBKU>»

HaxxmuTte kHonky Hanee.

Cunctema oto6pasunTt okHO «KoHTenHep 3akpbIToro kat4da» (cM. Puc. 54).

MacTep YCTaHOBKM AMYHOrO CepTHdHKaTa x|

KoHTefHep 3aKpLTOro KMmova
BESQMTE MM YK aHMTE KOHTENHED SaKPETOrD KAD4a, KOTOPEIA COOTEETCTEYET g

EEISPEHHOMY CERTURMEATY

Hr4a EnioyeEoro KoHTERHEPE:

8292ce3d-633b-4363-a3bb-5f 34e 71131 Ofizop... |

BEEneHHDE 1A 3308ET KNYEB0N KOHTEHHERD:
¥ MNonezoearens
" EomMnemTepa

Brigepure CSP gna novcka knoyeER KOHTERHEDOE:
Ciypto-Fro GOST R 34.10-2001 £C1 CSP j

¢ Hazan

Puc. 54. OkHO «KOHTellHep 3aKpbITOro Kat4a»

B HeM Heobx0ANMO 3anosTHUTL cnegywuwme nond seoaa:

e WMMsA kN104EBOro KOHTEWMHEpa - BBOAWUTCS BPYYHYIO UM BblbMpaeTcs n3 crnmcka
(cM. Puc. 37) nocpencTBoM HaxaTtus kHonku O630p;

J BBepeHHOe nms 3afnaeT K/1loueBoOM KOHTEﬁHep - nepexKkn4yaTtenb
yCcTaHaenmBaeTcs B nonoxeHune Monb3oBatenb i KoMnbroTep, B 3aBUCMMOCTU
OT TOro, B KaKOM XpaHunuuie pacrnosioxXeH KOHTEVIHep;
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e Bblibepute CSP panA nNoucka K/HOUYEBbIX KOHTEMHEpPOB -  HeobXxoauMbli
Kpuntolposaiiaep (CSP) Bbibupaetcs n3 npeanaraemMoro crnmcka.

lMocne TOro, Kak Bce Nons 3anoOfIHEHbI, HAXMUTE KHOMKY Oanee.

Ecnn Ha pocTyn K 3aKpbITOMY K/1HOYY YCTaHOBJIEH Naposib, TO CUCTEMAa MOMNPOCUT BBECTU
ero. BeeguTte naposb U HaxmuTe KHonky OK.

CuncteMa oTo6pasuT oKHO «XpaHunuuie ceptudukatos» (cM. Puc. 55).

C nomowbto KHonMku O630p Bbibepute XxpaHunuwe JindyHbie. CepTtudmkar byaer
YyCTaHOBMEH B XxpaHunvuwe TeKywui nonb3oBaTtesib/JInuHble wnn JIoKaNbHbIN

KoMnbloTep/JInuHble B 3aBUCNMOCTU oT 3HayeHus nepeksovarens
Monb3oBatenb/Komnbrotep. MN3mMeHnTb 3HayeHune nepeknoyartens
Monb3oBaTtenn/KomnbioTep Henb34; OHO onpeaensercs pacrosioXxeHnem

KOHTEMHepa 3aKpbITOro kw4da (CM. NpeablayLwmin NyHKT)

BelGop XpaHWAWLLE CEpTHdMIE llil

BLiSepHTE XpaHHIMILE CEpTHEHEATOE,

MacTep YCTaHOBKK NMYHOID CEPT Xl

¥paHunuuwe ceprHdpHKaTOB

Yy amme HPAHHAMWE CERTHP
paHees CEpTHPMEATA.

l:l AOEEPEHHEIE KOPHEEEIS WEHTPEI CEPTHE
l:l AOEEPHTENEHEIE OTHOWEHKA & NPEANpHS
l:l MpOMEY Y TOUHEIE LEHTPE CEPTHEMEaLMK
l:l QALEKT NoNe30EaTENA Ackive Direckory

ﬁ h
Anvrde Ann-R=NRATE DM
1| | »

[ NokazaTe dHHHECKHE ¥PAHHAHILA

Yk asaHHBIA paHes $nar HCNoNES0E:

KOMMNBTERa ONPELEnAST BRIGOp HEC I
R Re R Ot OTHEHA |

A ®paHUAMLLE CEPTHpHK.ATOB:

M4HEIE

MenonbauETeA #paHH KL Ea CERTHBHKATOE:
% Nonesoearend
) Komnetorepa

¢ Hazan Hanee » OTmeHa

Puc. 55. OkHO «XpaHunuue ceptudmnkaTos»

Mocne BbibOpa XpaHunuwa cucrtema oTobpasuT OKHO «3aBepueHne paboTbl MacTepa
YCTaHOBKMW NIMYHOro cepTudukaTta» (cMm. Puc. 56).
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MacTep ¥CTAHOBKW AMYHOrD CEpTHpMKATA x|

3aeepleHne paboThl MacTepa
Fg YCTAHOBKM NMMYHOIo cepTUthMKaTa
Padora FASCTERS YCTAHOER M AMYHOMD CepTHRMEAT S YCAelWHo
SaBepLWeHa.

BeiM yrasaHe cneqymMe NapareTped:

BaATE cepTHdMEaT -
M3 palina [ \Documents and Setting
MR CERTHEMEATS CarrierT est
CySeekT E=fav@crpptopro. i, Ch=(
MOCTAEWME, C=RU, CH=AWF Ch
AEHCTEWTENEH © 9 akTadpa 2003 r. 3:42:00
AEHCTEWTENEH NO 9 okTAdpA 2004 r. 3:61:0
CEPMAHBIN HOMED E104 FFE4 0000 0000 002

MNpocTaEWTE Coblnky

A MK OETHRIGA K 0y 1 IBNNRAHLA il

{ sl

HéeguTeck, 4yTo BEISpaHE! NPABMIEHEIS NAParETPE! M
HasttAWTE KHOMKY 'ToToE0" 00A BEINDAHEHMA YCTAHOEK M,

OrraeHa |

Puc. 56. 3aBepwieHue paboTbl MacTepa yCTaHOBKM JINMYHOro ceptucdpukarta

MpoBepbTe NpPaBWIBHOCTb YKa3aHHbIX AaHHbIX M HaXxXMuTe KHonky FFotosBo. CK3U
«Kpuntolpo CSP» npou3BeneT yCTaHOBKY cepTuduKkaTa.
2.4.4. YnpaBrieHue naponssMu A0CTyrna K 3aKpbITbIM KJIKOUYaM
2.4.4.1. WN3MeHeHMe NapoJia Ha AOCTYN K 3aKpPbITOMY KJ/1IO4y

Ons Toro 4ytobbl M3MEHUTb Naposb, B MeHio BbinonHUTe Myck = HacTtpoWika =
MaHenb ynpaBneHusa = Kpuntollpo CSP = CepBuc. B naHenu HacTtpoliku CK3U
Kpuntolpo CSP (cM. Puc. 35) HaxmuTe KHONKy U3MEHUTb napoib.

Cnctema oto6pa3mnTt okHO «KoHTenHep 3akpbIToro kato4da» (cM. Puc. 57).

WM3MEeHEHVWE NaponA KOHTERHEPA 3AKPEITOrD KAHOYA |

KoHTefiHep 3akpuiToro Kmoya
BESQMTE MM YKIHMTE KOHTENHED SaKPETOrD KIDYa, H3 KOTOPOR HEOSR0qMED g

H3MEHWTE Naponke.

Mraa kanoyeEoro KOHTEHHEDS:

alfcabbd-Be21-4176-8333-c45e 23371520 O&=op... |

BEEAEHHOE WMA Sa0aET KAKYEEON KOHTEHHED:
{* Monezoeatend
" KomnetoTepa

Brigepure CSP gna novcka knoyeER KOHTERHEDOE:
Ciypto-Fro GOST R 34.10-2001 £C1 CSP j

4 Hazan I [oToED I OTr1eHa

Puc. 57. OkHO «KOHTellHep 3aKpbITOro kjiuya>»
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B HeM Heobx0aANMO 3anosTHUTb cnegywume nond seeoaa:

NMsa kl04EeBOro KOHTeMHepa - BBOAMTCA BPYYHYIO WM BblbupaeTcs u3
cnucka (cM. Puc. 37) nocpeacTtBoM HaxaTus KHomnku O630p;

BBeaeHHOoe UMSA 3apaeT KAUYeBOM KOHTEﬁHep - nepexknw4yartenb
yCTaHaBnmeaeTca B rnosioxeHve [Monb3oBatenn uin KoMmnbiotep B
3aBUCUMOCTHU OT TOIro, B KaKOM XpaHuUInue pacnosioxXeH KOHTeVIHep;

Bbi6bepute CSP ANnsa noucka KJHOYEBblIX KOHTEMHEpPOB - HeobXxoAuMbIi
Kpuntolposarigep (CSP) BbibupaeTca n3 npeanaraemMoro cnucka.

Mocne TOro, Kak BCe Nnoss 3arnojiHeHbl, HAXXMUTE KHONKY FoTOBO.

Cuctema oT06pasuT OKHO BBOAA Mapo/isl Ha AOCTYMN K 3aKpbITOMY KJO4YYy BblOpaHHOMO
KOHTelHepa (cM. Puc. 58). BBeanTte ykasaHHbIA Naponb U HaxMmmuTe KHonky OK.

5

[T 2anomHuqTE naponk

Beenume napoik 409 KOHTERHERS
alfcabBd-Bed-4176-3889-c45:2937FR20

Maponk: I’“"“‘“’1

o |

Puc. 58. BBoa napons Ha gocryn

Ecnu naponb BBeAeH BepHO, TO CUCTeMa OTO6pa3VIT OKHO BBOZa HOBOINo naposda Ha

AOCTYyn

K 3aKpbITOMy Knto4y (cM. Puc. 59). Beegmte aBaXkabl HOBbIM Naposib U HaXXMuUTe

KHornky OK.

[

% YeTaHOEMTE HOEBIN Napois

Hoekii naponk:

MNoaTEEpHAEHHE: I“’“‘““

I_ 2anorHKTE napone

k. | OTreHa | [MogpotHes > |

BeequTe aBaMaEl HOBEIN Napons 004
KOHTEAHEDS

Ixxxxx

Puc. 59. BBoa HOBOro napons

Mocne Beoaa napons CK3N «Kpuntollpo CSP» oCywecTBUT CMeHY napons Ha AOCTYn K
3aKpbITOMY KJHOYY.

L

MpuMmeuaHmne. BMecTo yCTaHOBKM Napons Ha A[OCTYyN K 3aKpbITOMY
kntody CK3U «Kpuntollpo CSP» nossonsetr 3awndpoBaTb AaHHbIN
3aKpbITbI K/IOY Ha APYroM 3aKpbITOM K/OYe, a TaKxe pasfenutb
3aKpbITbIN K04 Ha HECKONbKO K/4YeBbIX HocuTenen. OcywecTBaeHue
AaHHbIX onepaumin nogpobHo onucaHo B NyHkTe 3.1.4.

2.4.4.2. YpaneHue 3anoMHEHHbIX Naposnen

CK3u1

«KpunTtolpo CSP» no3BoNSIET COXpaHWTb B  CreunasbHOM  XpaHWuLLe

JIOKANIbHOTO KOMMblOTEpPA MapoM Ha AOCTYN K KOHTEMHEpPY 3aKpbiTOro Kiwoua
(coxpaHeHMe OCyLLECTBASIETCS YCTaHOBKOM cdhiara 3anoMHUTb NapoJib B OKHE BBOAA
naponsa Ha AOCTYN K 3aKpbITOMy KJjwuy). Eciv naponb coxpaHeH B AaHHOM
XpaHunuuie, To Npyv 06palleHMM K 3aKpbiTOMY K4y Maposb aBToMaTU4yecku byaet
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CuMTaH 13 KoHTelHepa 6e3 nosiBneHns OkHa AN BBOAA Napofs. B 3TOM xe xpaHunuile
COXpaHAEeTCsa TOYHOE HaxOXAEHWEe K/YEBOro KOHTelHepa (CBA3Ka MexAay WMeHeM
KOHTENHepa 1 yHUKasbHbIM UMEHEM KOHTElHepa).

Ons Toro 4tobbl yAanuTb 3aMOMHEHHbI Naposb B MeH BbinonHuTe Myck =
Hactpoiika = MaHenb ynpaBneHusa = Kpuntollpo CSP = CepBuc. B naHenu
HacTpoikn CK3W Kpuntollpo CSP (cM. Puc. 35) HaxmuTe KHOMKY YaAaanautTb
3arnoMHeHHble naposu.

CncteMa oTo6pasunT OKHO «YaasneHue 3arnoMHeHHbIX naponen» (cMm. Puc. 60).

¥ AaneHHE Tan0OMHEHHEIL NaponeH %]

HaanuTe 2anokHEHHEIE NSP0H KOHTERHEPOE CEk.pETHER

K.ITHOMEH:
b {1

™| Eovinetamepa

OxtieHa | | ok I

Puc. 60. OkHO «YpaasnieHue 3arnoMHEHHbIX naponen>»

B >ToM okHe ycraHoBuTe dnarn [onb3oBatens/Komnbrotepa A1 yAaneHus
COXPAHEHHbIX Ha JIOKaJbHOM KOMMblOTEpe B CreuuasbHOM XpaHwiuvlie napofen wu
HaxmuTe KHomnky OK. Ecin coxpaHeHHbIX Maposiein HeT, TO COooTBeTCcTBylowas obnacrb
6yneTt 3aTeMHeHa.

CK3UN «Kpuntollpo CSP» ocywecTBuMT yganeHue COXpPaHEHHbIX Maposien TOJIbKO M3
cneunanbHOro XxpaHwnuila Ha 0oKaJibHOM KOMMNObKTEPE; MapoJib Ha A0oCTyn K
3aKpbITOMY K/OUY He yaanseTcs.

2.5. YcraHoBka napameTpoB 6e30rnacHOCTU

3aknagka besonacHocTb KOHTponbHoM naHenn CK3W Kpuntolpo CSP npeaHa3sHadeHa
ansa sbibopa napameTtpos 6e3onacHocTn npu pabote ¢ CK3UN «Kpuntolpo CSP».

Ons Toro utobbl ycTaHOBUTb NapameTpbl 6e30macHOCTM B MeHio BbinonHuTe Myck =
Hactpoika = MNaHenb ynpaBneHusa = Kpuntolpo CSP = BesonacHocTb (CM.
Puc. 61).
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CeoicTEa: KpunTollpo CSP 5[

O awme I fGopyl0EaHHe | CepeMc |
JononHKTENEHD I A NropHTkel EezonacHocTh

—[poEafaep Mo yr4on4aHMLD
GOST B 34.10-34 Signature with Diffie-Hellman Eey Exchange

| Crypto-Pro GOST A 34.10-94 KC1 CSP =l
GOST B 34.710-2001 Signature with Diffie-Helman ey Exchange
| Crypto-Pro GOST R 34.10-2001 KC1 CSP =]

™ NMpoBepATE KOPPEKTHOCTE OTKPETOND EAKYS

HacTpolikK KelvpoEaHKA

[T BraouuTe KelMpoBaHMe e

Brigepure CSP gna HacTpokkLA;

Crypto-Pro GOST R 34.10-2001 KC

0k, I OTreHa [pHMEHHTE

Puc. 61. KoHTponbHaa naHenb. 3aknaaka «besonacHoOCTb»

CK3UN «Kpuntollpo CSP» no3BonseTr OCyLWeCcTBAATb MNPOBEPKY KOPPEKTHOCTU
yCTaHaB/MBaeMOro B KOHTEMWHep OTKpbITOro kaw4ya (T.e. ero cooTBeTcTBUE
rocyfapCTtBeHHOMY cTaHzapTy). [Ons Toro 4Ttobbl BKAKUMTL LaHHYIO MPOBEPKY,
HeobXxoANMMO yCTaHOBUTb rasovky B nosie NMpoBepATb KOPPEKTHOCTb OTKPbITOro
Kno4a.

CK3MN «Kpuntollpo CSP» no3Bonser TakXe OCYyLeCTBASATb Bblbop npoBangepa no
YMONYaHUIO A9 COOTBETCTBYOLWMX TUMOB NpoBanaepa.

Ona tvna GOST R 34.10-94 Signature with Diffie-Hellman Key Exchange:
e He ycTtaHoBneH;
e Crypto-Pro GOST R 34.10-94 KC1 CSP;
e Crypto-Pro GOST R 34.10-94 KC2 CSP.
Onsa Tmuna GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:
e He ycraHoBneH;
e Crypto-Pro GOST R 34.10-2001 KC1 CSP;
e Crypto-Pro GOST R 34.10-2001 KC2 CSP.

Cnucok NpoBanAepoB MOXET OT/IMYaTbCA B 3aBUCUMOCTM OT MCMOJSIHEHUS U YCTAHOBKMU
(ycTaHoBKka npoBalifiepoB A/ COBMECTUMOCTM C NpeablayLUMMM BEPCUSIMN).

Ecnn CK3W «Kpuntollpo CSP» ceptudguumpoBaH no ypoBHio KC2, TO BO3MOXHO
NMPpUMEHeHNe  K3WWPOBAHUS  KOHTEMHEPOB  3aKpbiTbiXx  KAto4ven. KswwupoBaHue
3aK/l4YaeTcs B TOM, YTO CHMTaHHbIE C HOCUTENS KJIKOYM OCTalTCA B NamsaTu cepsuca.

Knoun M3 Kawa AOoCTYnHbl Nt060My MPUIOXKEHMIO A0 3aBeplleHust paboTbl CUCTEMbI.
NMOMMMO 3TOrO KMOY M3 K3Lla ABMAETCSA AOCTYMHbLIM M MOC/E TOro, Kak OH U3BJIeYeH U3
cunTbiBaTeNs, W Jaxe nMocfe 3aBeplieHus paboTbl 3arpy3uBLIErO 3TOT  KJ/tOY
NpUNoXeHus.
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KawnpoBaHMe KOHTEMHEPOB MO3BOJIAET YBENNUNTb MPOU3BOAUTENLHOCTb MPUTOXEHNIA
3a cyeT 6onee 6bICTPOro [AOCTyrna K 3aKpbITOMy K4y, T.K. CUMTbIBaHME KJo4a
OCYLLECTB/IAETCS TO/IbKO OAMH pas.

Pasmep K3wWwa 3ajaeT KONM4ecTBo KJ'IIOLIEﬁ, KOTOpbl€e OAHOBPEMEHHO MOTyT XpPaHUTbCA B
naMaTun.

[na Toro uytobbl BKMAUYUTL K3WWPOBAHME, HEOBXOAMMO YCTAHOBWUTb rafiouky B none
BknwounTb KawWMpoBaHMe. HeobxoAMMO Takxe 3aaaTb pa3Mep Kawa B
COOTBETCTBYIOLLEM MOJe BBOAA.

MpumeuaHne. Ecnm Ha [A0OCTyN K 3aKpbITOMY KKOYY YCTaHOBJEH
naposib, Napofib He COXpPaHEH Ha JI0OKaSIbHOM KOMMblOTEPE, 3aKpbITbIN
K/t0O4 HaxoauTcsl B Kawe (paHee K HeMY yXxe 6blil OCyLLEeCTBEeH AOCTYnN),
TO oO6paweHne K [AaHHOMY 3aKpbiTOMYy K4y npousonger 6es
MosIBJIEHMS OKHA BBOAA Mapons MNosb30BaTesNss — KJKY aBTOMaTUYeCKU

[[] cuwreiBaercs 3 kewa.

CK3N «Kpuntollpo CSP» ocywecTBAsSeT K3WMpOBaHME 3aKpbITbIX
K/loYen, CBA3aHHbIX C cepTUdUKaTaMn, YCTAHOBSIEHHBIMW B XpaHUAMULLIE
ceptudukaTos JIoKasbHOro KOMMbloTepa (HanpuMep, 3aKpbITbiX K/O4Yen
LeHTpa ceptudukaummn, Web-cepBepa) TONbKO ANS KOHKPETHOrO
rnosb3oBaTtens.

2.6. dononHuTenbHble HACTPOMKMU

2.6.1.

3aknagka [JOnNONHUTENbHO KOHTposibHOW naHenn CK3WM  Kpuntollpo  CSP
npegHasHayeHa ans:

e MpOCMOTPa BepCcUMin U NyTen pasMmeweHus ncnonbsyembix CK3U «Kpuntollpo CSP»
¢dannos;

J YCTaHOBKW BpEMEHU OXNAaHWA BBOAA VIHd)OpMaU,MM OT NMoJib30BaTeNA.

MpocMOTp Bepcuit MCnonb3yeMblX pannos

[Ons npocMoTpa Bepcuii 1 nyTen pasMeweHus ucrnonbdyembix CK3UN «Kpuntollpo CSP»
¢ainos B MeHio BbinonHuTe Myck = Hacrtpoiika — [MaHenb ynpaBieHusa =
KpunTtolpo CSP = [lononHutenbHoO (CM. Puc. 62).
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2.6.2.

CeorcTEa: KpunTollpo CSP ﬂ

D awme | D AopynloEaHuE I CepEMc
JononHuTensHo | ANropHTHEl I BezonacHocTe

— Bepoiu dalinos

File & | Werzion | Fath -
CProCtk.sy:  3.0.30441 C:AProgram FileshCommon Files __|
CProDepr.dl  2.0.301711 C:MProgram FilezhCommon Files
accord.dll 303105100 C:A%Program FileshCommon Files
adwvapid2.di 5.0.2195.6876 CoAWIMDOWS seystemn32hadya
bio.dll 303105100 C:A%Program FileshCommon Files

cpExSec.dl 30305100 C:MProgram FilezhCommon Files

cptdS0.dll 303105100 C:A%Program FileshCommon Files
:.]QQDP.-".: Al 2 n-ns 1nm F"\prnrlrnm Filash Crmmmnm FEILI

CrONMpoOBEaTE B Aypep oorMeHa |

B BDEMH 0HOaHIKA EEOQS

Bo eperaa patoTel Kpurmollpo CSP Ha skpaqe moryr
AbTE NOKA3aHEl AMANOr0BLIE OKHA, TPEOYHWME BEEOLA
WHIPOPMALMK OT NONEZ0EATENA,

30eck MOKHD HACTPOMTE MHTEPEAN EREMEHM, M0 SAEERLWEHMID
KOTOPOrD AT OKHA GYAYT SaKpBTE, Kak GUiTo NoES0ESTENE HAMAaI
Ha kHomky "OTrdeHa"".

YeTaHoeuTE EPErA 0MOAHKWA BEOOS... |

Ok I OtraeHa | anMEHHTbl

Puc. 62. KoHTponbHas naHesb. 3akslagKka «/onoJ/IHUTENIbHO »

B o6bnactu Bepcum dannoB B TabnuuyHon dopme npeactaBsieHa uHdbopMmauums o
BEpCUAX U NYTAX pasMmelleHns ncnonbsytowmxcs CK3U «Kpuntollpo CSP» dainnos.

HaxaTne Ha kHonky CkonupoBatb B 6ydep o6meHa npuBeaeT K COXpaHEHWIo
AaHHon nHdopmaunm B 6ydep obmeHa.

YcTaHOBKa BPEMEHU 0XMAaHUSA BBOAA MHGOpMauum ot
nosb3oBaTens

Bo BpeMmsa paboTtbl CK3U «Kpuntollpo CSP» Ha akpaHe MOryT MosiBNSTbCS AManorosbie
OKkHa, Tpebyowwne BBOAA MOJb30BaTe/NleM oOnpefesieHHbIX AaHHbIX (Hanpwumep, BBOA
naposs Ha AOCTYN K 3aKpbITOMY KJ1HO4Y).

Ons Toro 4ytobbl YyCTAaHOBWUTL WHTEpBas BPEMEHU, MO 3aBepLUEeHUM KOTOPOro 3TW OKHa
6yayT aBTOMaTM4yeCKM 3aKkpbiTbl (AENCTBUE, SKBMBAJSIEHTHOE HaXKaTUK MNOSb30OBaTeNleEM
KHOMkn OTMeHa), B MeHto BbiNo/HMTe Myck = HacTtpoika = MaHenb ynpaBneHus
= KpunTtollpo CSP = [lonosHutenbHo (cM. Puc. 62).

B OKHe KOHTPOMbHOW MaHenn HaXMUTE KHOMKY YCTAaHOBUTb BpeMsA OXXUAAHUSA
BBOAA.

Cuctema oT06pa3nT OKHO «MHTepBan BpeMeHW oOXxuaaHus BBoaa» (cM. Puc. 63).
YcTtaHoBUTE HeobxoauMmble 3HAYEHMSA nepeknyaTenelrn 3HavyeHue rnoJsib3oBaTens U
3HauyeHue No yMOJIHaHUIO A1 BCero KoMnblotepa.
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MHTEpEan EPEMEHH 03U AHWA BEED A3 x|

BEEAMTE UHTEPEAN BREMEHM DM AHWA BEOLE NONbSOESTENA B
auanoroEs okHar Fpurmollpo CS5F B cekyHaar:

— JHaYEHHE NONeS0OEITENA

% §dcnonES0BaTE CHOTERMHOE SHAYEHME MO-UrOIUSHHE

" UeTaHoBMTE GECKOHENHOE DHMOEHMHE

" UnTaHOBMTE MHTEpEAN: EO0=- cekyH

= SHaUEHHE Na-Ur0nYaHEe 419 BECero Eorneomen s

€% UrTanosuTe SECcKOHEYHOE, DHMOAHHE

{ UeTaHoEuTE HHTERES BO0== CERYHT

O1reHa | ok I

Puc. 63. OkHO «UHTepBan BpeMeHu oXxuaaHus sBoaa>»

B >TOM OKHe ycTaHoBUTE HeobxoAnMble 3HaYeHus nepeKnmaneneVl 3HauyeHune
nosib3oBaTtesis 1 3Ha4YeHMe No YMOJIHaHUIO AJI1 BCEro KoMnbroTepa.

MNonb3oBaTenb, He SABASIOWMNCA aAMUHUCTPATOPOM Ha JIOKANIbHOM KOMMbIOTEPE, MOXET
OCYLeCTBUTb TOMbKO YCTA@HOBKY Mepeknoyatens 3HavyeHue noJsib3oBaTens
(nepekniovatens 3HauvyeHMEe MO YMOJIYaHUIO ANA Bcero KomnbioTepa 6yaer
3aTEMHEH) B O4HO U3 CNeAYIOLNX MOSTOXKEHUN:

J Ncnonb3oBaTb CUCTEMHOE 3HayeHue Mo yMOJIYaHWIK — YCTaHaB/IMBaeT 3HauyeHwue,
onpejeneHHoe nepeksyvaTesieM 3Ha4yeHe No yYMOIYaHUIo AJ19 BCEr0 KOMMbIOTEPA;
3TO 3Ha4YeHue YCTaHOBJ1IEHO MO YMOJTHaHWUIO;

° YcTtaHoBUTL 6eCKOHeYHoe OXupaHuve - yYCTaHaBnBaeT 6eckoHeuyHOEe OXuaaHue
BBOJa AdHHbIX NMO/b30BaTENS,;

° YcTaHOBUTb WHTEpBan - onpeaenser WMHTepBasl BpPEMEHW, BO BpPEMS KOTOPOro
NnoNb30BaTeNIb A0/1KEH BBECTU AaHHDbIE.

M3MeHnTb nepekntovaTenb 3HaA4YeHMEe Mo YMOJIYaHUIO A1 BCEero KoMmnbioTepa
MOXET TOJIbKO MOJib30BaTesb, ABASIOWNIACS aAMUHUCTPATOPOM JIOKaNIbHOrO KOMMbIOTEpPA
(cM. Puc. 64). Mo ymon4yaHuio ycTaHoBNEHO H6eCKOHeYHoe oXungaHne Beoaa.

MHTEpPEan EPEMEHH DXWAAHWA BED S x|

BE&AMTE UHTEPEAN BREMEHM O#MAAHWA BEOLE NONLSOESTENA B
AManoroEsk okHaR Fpurmollpo CSF B cekyHaas:

— 3HaMEHUE NoNeS0EITENA

% J{cnoNE=0EATE CHOTEMHOE SHAYEHME MO-YrOIUSHHE

" UoTaHoBHTE GECKOHENHOE DHMOEHHE

" UeTaHoBUTE MHTEPEAN, EO0=- cekyHa

— 3HaYEHUE NO-YrA0N4aHMKD 007 BECErD KOkIBKITEDE:
" UeTaHoBuTE GECKOHEYHOE OMHIAHHE

{* UoTaHOBMTE MHTERBAUT BO0== CEryHO

CrraeHa | (] I

Puc. 64. OkHO «MNHTepBas BpeMeHU OXXnaaHusi BBoaa>
AN aAMUHUCTpPaTOpa KOMMNbloTEpa
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NMpuMmeuyaHune. 3HaveHUe nosnb3oBaTensa vMeet 6onbWKI NpUopuTET
Mo OTHOWEHMID K 3Ha4YeHUId NOo YMOJIYaHMIO pAnsa  Bcero
KOMMNbloTepa (HanpvMep, €CIn 3HayvyeHue nepeknoyvatenss 3HavyeHue

ll!,._“ no yMoJIHaHUIO AJIA BCEro KOMnbioTepa yCTaHOB/IEHO B MOJIOXEHUE

== YctaHoBUTb WHTepBan - 600 cekyHA, a nepekawyvatenb 3HadeHue
nonb3oBaTesisa B MNos0OXeHNe YCTaHOBUTb HeCcKOHeuyHoe OXuaaHwe, To
OencTBuTeNbHbIM  ByaeT 3HadyeHMe -  YcTaHoBUTb 6HeckoHeuHoe
oXuaaHue).

2.7. YCTaHOBKa NapameTpoB KpMNTorpaguyeckmux anroputMoBs

3aknagka ANropumtMbl KoHTposibHoM naHenun CK3W Kpuntollpo CSP npeaHa3HaudeHa
LN YCT@HOBKM  pasfiMYHbIX MNapaMeTpoB  peaniM30BaHHbIX  KpunTorpaduyeckmx
anropuTMoB.

Ons ycTaHOBKM napamMeTpoB KpunTorpaduyeckux asaroputMOB HeobXxoAMMO B MeEHHo
BbiNofHUTL Myck = Hactpoiika = MaHenb ynpaBneHusa = Kpuntollpo CSP =
Anroputmbi (cM. Puc. 65):

CeoicTEa: KpunTollpo CSP E[

e I [ AopynoeaHHe I CepeMc
JononHKTENEHD AT ORHT ! | b esonacHoCTE
— Dawme

NapardETpbl 3ArOpUTHE $ELUMPOESHHA;

IOCT P 34.11-34. napardeTpil Mo YronHaHkH

NapareTpel 2NrOpUTHE WHPROEaHAE;

IFEIET 28147-89, naparMeTpel Mo Yraon4aHuo j
lNapardeTphl AAropuITrda MogrHcL;

IFEIET F 34.10-2001, napar4eTpel N0 Yraon4aHK j

[MaparmeTpel anroprTrda Juedu--entdaHa:;

IFEII:T F 34.10-2001, napareTpel obeHa no HManej

Brigepure CS5P anA HAacTpofkKKH NapareTpos:
Crypto-Pro GOST R 34.10-20010 KC1 CSP j

k. I OTreHa | I'IpHmEHHTbl

Puc. 65. KoHTponbHas naHesb. 3aksiagka «AlropmrMbl>»

3aknaaka ANroputMbl COLAEPXUT [ABe 06nacm, B Kaxaon w3 KOTOpbIX ANA
COOTBETCTBYHOLWMNX KpVII'ITOFpaCbVILIeCKVIX aJiIropuTMoB  peannsoBaHa BO3MOXHOCTb
YCTAaHOBKW MapaMeTPOB:

B obnactn O6bwme

e  OCyLLeCcTBASeTCA yCTaHOBKa MapaMeTpoB anropuytMa xewwuvposaHus — FOCT P 34.11-94
(napamMeTpbl N0 YMON4YaHMIo);

e OCYLLECTBMSIETCS YCTaHOBKA MapaMeTpoB anroputMma LwudposaHms — FOCT 28147-89
(napameTpbl nNo yMmonyaHuio, napameTtpbl Ockap 1.0, napametpbl Ockap 1.0,
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napametpbl PWK1, napameTpbl wudpoBaHua 1, napaMmeTpbl wWuUdpoBaHusa 2,
napameTpsbl WwWndposaHus 3).

e yCTaHOBKa napameTpoB ajroputma BblpaboTKu U NPOBEPKUN 3NEKTPOHHOM LMGpPOBON
noanucu:

o ansa Crypto-Pro GOST R 34.10-2001 - TOCT P 34.10-2001 (napameTpbl no
yMonyaHuio, napameTpbl Ockap 2.x, napameTpbl noanucu 1);

o pana Crypto-Pro GOST R 34.10-94 - TOCT P 34.10-94 (napameTpbl no
yMON4YaHuoo, napaMeTpbl noanucyn 1, napameTpbl nNoanucu 2, napaMeTpsbl
noanucu 3)

e yCTaHoBKa napameTpos anroputMma Auddu-XennmaHa:

o ansa Crypto-Pro GOST R 34.10-2001 - TOCT P 34.10-2001 (napameTpbl
obmeHa no ymonyaHuo, napamMeTpbl o6MeHa 1);

o ansa Crypto-Pro GOST R 34.10-94 - TOCT P 34.10-94 (napameTpbl no
yMoOn4yaHuto, napameTpbl obmeHa 1, mapamMeTpbl obMeHa 2, mnapaMeTpbl
obmeHa 3).

B o6nacti Bbibepute CSP st HACTPOMKM NapaMeTpoB.
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3. IHTepdenc reHepaummn Kiroyemn

3.1. Co3pgaHue KI4YeBOoro KoHTenHepa

3.1.1.

3.1.2.

Bbl60op KNtoUeBOro HocuTens

Mpu co3gaHuM KIOYEBOro KOHTelHepa cucteMa oTobpasuT OKHO Bblibopa KH4YeBOro
HocuTensa (Puc. 66).

== BoTaEbTe YMETEIR KAoMEEDH HOCUTENE test_T.
=
— CeegeHWA
YHeoTpoicTEa: B cTaEnEHHEIA HOCHTEE:

IEE =

CocToAHME:

Peectp

-

I-I [ Pl Bl ] T Ty | ll,‘l - j
0k, I OTtieHa CEeaeHMA <<

Puc. 66. Bbi6op ks1l0ueBOro HocuTens

3TO OKHO OTob6paxaeTcs B TOM C/iyyae, Koraa nMosib3oBaTeslb WUMEeT HEeCKO/bKO
YCTPOWMCTB, CRyXallMx KJOYEBbIMM CUMTbIBATENAMU. B cnydyae, Korga K/o4yeBoi
CYMUTbIBATENIb TOJIbKO OAWH, OH Bblﬁl/lpaETCﬂ aBToMaTn4yeCckn, 1 3TO OKHO He
oTobpaxcaeTcs.

Mocne Toro, Kak KO4YEBOW CUMTbIBATENb BblbpaH, HaxxMuTe KHomnky OK.

eHepauns HavYanbHOW NnocnegoBaTenbHoCcTM ACYH

Mocne Bbibopa KAOYEBOro CUMTbIBATENSA, €CNM B CUCTEME HE YCTaHOBMIEH anmnapaTHbIN
OCH, cuctema otobpasuT OoKHO «buonormyeckunii gaTumk crydarHbix umcen» (cM. Puc.
67).

BHONOrMUECKHA JaTuMK CR¥YarHBl Xl

H aA#MMASIATE KNSEMILM MW OEWMSHTE MBILUEHD. .

[Her

(NENRENNNNENNNNENEED

OTkaz |

Puc. 67. Buonornuyeckmi AaTumK ciy4yamHbIX umcen
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3.1.3.

3.1.4.

Buonornyecknii patyumk CﬂyanIHbIX yncen npegHasHadeH And reHepauuu HayanbHOM
nocneanoBaTeNbHOCTU AaT4MKa CﬂyanIHbIX yucen.

ans reHepauunm Heo6XoANMMO HaXxXuMaTb Ha KAaBULLIN UIN ABUIaTb MbILbLO.

BBoa napons Ha AOCTYMN K 3aKpbITOMY KUy

Mocne 3aBepleHunss paboTbl GMONOrMYecKkoro AaTyMka CrydarHbIX 4uCen CcucTema
oTo6pa3snMT OKHO BBOAa Maposid Ha [AOCTYN K 3aKpbITOMY K4y CO34aBaeMoro
KOHTelHepa (cM. Puc. 68).

YeTaHoBMTE Napoe HA COS0AEIEBIN
K.OHTEHAHED

f* YeTaHoEMTE HOBLIR Naponk

HoEeIl napone: I”’“‘

MNogTEEpHnEHHE: I”““

|7 JanorHKTE napone

OTrdEHa MNogpotHes >

Puc. 68. BBoa naponsi Ha AOCTYN K 3aKPbITOMY KJ1IO4Yy

B 3TOM OKHe cylwecTByeT BO3MOXHOCTb BBOJAA TEKCTOBOro Maposid Ha AoCTyn K
3aKpbITOMY KJ/IlOUYy CO34aBaeMoro KoHTelHepa (OAMH WM TOT Xe napofib HeobxoauMo
BBecTM B nonss HoBbiM naponb n MoarBep)aeHue). [py yCTaHOBKE rasiouku
HanpoTuB Nosis 3aNOMHUTb NapoJib, OH ByAeT coxpaHeH B peecTpe.

[Mocne BBoAa napons HaxmmTe kKHonky OK.

Ecnn kno4y reHepmpyeTcsa Ha HOCUTENb, MOAAEPXMBAOWMIA annapaTHbIA Naposb Wan
NMUH-KOZA, TO Heo6XoAMMO BBECTW TOT Naposib (MUH-KOA), KOTOPbIM YCTAaHOBJ/IEH Ha 3TOT
K/1I0UEBOW HOCUTENb.

Bbi6bop cnocoba 3awmnTbl AOCTYyNa K 3aKpbITOMY K/HOWY

MNomumo BBoaa naponsd B CK3W «Kpuntollpo CSP» cywecTByT Apyrne cpenctsa
3alWmMTbl AOCTYyNa K 3aKpbITOMy Ktody. [nsa Bbibopa noaxoasllero cpeacTsa 3alunTbl B
OKHe BBOJA Naposis Ha AOCTYN K 3aKpbITOMY K04y CO34aBaeMoro KoHTerHep (cM. Puc. 68)
HaxmuTe kHonky Moppo6Hee. Cucrema oTobpas3uT OkKHO Bbibopa cnocoba 3awmThl
[OCTyrna K 3aKpbITOMY KJO4y CO34aBaeMoro KoHterHepa (cM. Puc. 69). 3awwuTa
HOCMTeNern NoAAEPXUBAKLWNX annapaTHbli naponb (MWH-KOA) BO3MOXHA TOMbKO Ha
3TOM napose (NMnH-Koae).

-49 -



XKTAN.00015-01 90 02-05. Kpuntollpo CSP. MHcTpyKumna no ncnonb3osaHuio Kpuntollpo CSP n TLS.

HeTaHoeuTe napoik Ha CoS0 863 rBIN
KOHTEAHED

" YeTaHoEMTE HOERIA Dapaik

H BRIl napok:; I

[l aOTEEE+HIEHME! I

[T 2amomHume napone

" YeTaHoEMTE HOBRIA Kty

M43 koHTERHERS:! Britpart... |

[T Cozgane Hoewi KOHTEHHED

i+ {PasnenTs KoY Ha HECKONBKD HOCHTENET

F.onMyecTED HOCHTENER ANA SarpY3kHM |3 i’
Ddwees yHSno HoCHTENER |5 ﬂ

OTreHa | MogpodHes << |

Puc. 69. Bbi6op cpeacrBa 3aliMTbl [OCTYNAa K 3aKPbITOMY KJIO4YY

B aTOM OkHe copepixaTcs cneaylowme nons:
e YCTaHOBMUTb HOBbIA NapoJib — BBOJ TEKCTOBOIO Naposis;

e VYCTaHOBUTb HOBbIA KIKWOY - 3aluMbpoBaHME [aHHOIMO 3aKpbITOro K/toya Ha
APYroM 3aKpbITOM KJloue;

[ PasaenuTtb KJIIOY HAa HECKOJIbKO HOCUTenem - pasageneHne AaHHOro 3aKpbIiToro
K/1l0O4a@ Ha HECKOJIbKO HocuTenen anga obecneyeHms 4OCTyna K HEMY.

[Ons Bo3BpaTa 13 okHa Bbibopa crnocoba 3awmTbl OCTYyNa K 3aKpbITOMy Ktody (cM. Puc. 69)
K OKHY BBOAA napons Ha pgoctyn (cM. Puc. 68) nNOBTOPHO HaXMuTe KHOMKY
Moapo6Hee.

3.1.4.1. YcrtaHOBKa HOBOro naponsi

Ecnun nepekntoyaTenb YCTaHOBMEH B Nofie YCTAHOBUTb HOBbIM naponb (cM. Puc. 69),
T0 CK3U «Kpuntollpo CSP» oCyLlWeCTBUT 3aliuTy K/4a Mnpu nomMowuM napons Ha
AOCTYyN, BBEAEHHOro C kfaBmaTtypbl. Heo6xoAMMO OCyLLECTBUTL AeACTBUSA, ONUCaHHbIE B
nyHkTte 3.1.3.

3.1.4.2. YcTaHoOBKa HOBOrO KJ/o4ya

Ecnu nepekstoyaTesib YCTAaHOB/IEH B NMoJjie YCTAaHOBUTb HOBbIW KoY (CM. Puc. 69), To
CK3WN «Kpuntollpo CSP» ocCylwecTBUT 3aluTy K/a4a npyv noMowmM 3awundpoBaHus
OAHHOM0 3aKpbITOro K/k4a Ha APYroM 3aKpbITOM KiO4e.

Onsa sToro Heo6xo0AMMO BBECTU MMS KOHTeWHepa (Man Bbi6paTb KOHTEMHEP U3 ClKUCKa C
NnoMoLLbl0 KHOMKM Bbi6paTb), coaepxkallero 3akpbiTbli KOY, Ha KOTOpoM 6yaer
OCYLLEeCTB/IEHO 3alndpOBaHME WMCXOAHOr0 3aKpbITOro Kio4a. Mpu HaxaTum KHOMKMU
Bbi6paTb cnuctemMa oTo6pasnT CMMCOK CYLLECTBYOWMX KOHTeNnHepoB (cM. Puc. 70).

- 50 -



XKTAN.00015-01 90 02-05. Kpuntollpo CSP. MHcTpyKumna no ncnonb3osaHuio Kpuntollpo CSP n TLS.

i Boib0op KNHOYEEOro KOHTERHEPA Xl

— B crucke nokaseiEaTe:

F D.DH}KECTBEHHI:IE MrEHS r HHukaneHEIE HidEHa

Cnucok knoyeEs: KDHTEI:{HEFIDB NoONES0ESTENA:

CyMTBIEaTEAE 5 | Mr4A KOHTEMHERA -
Vataab48-0ca2-43df-ab21 -b7 2hE
b348bade-cI0e-4ac?-beel-6e31658aEdbe
b348bade-cI0e-dac?-beel-6e31658a6dbe
b348bade-c30e-4ac?-beel-6e31608a6dbe

ARl e - M- dar 7 -heall-Re RHTRT
3
Cancel | OF. I

4

Puc. 70. CNMUCOK CyL|eCTBYIOLMNX KOHTEMHEpPOB

Mocne Bbi6Opa HEOH6XOAMMOro KOHTeNnHepa HaxMuTe KHonky OK. Mpwu 3ToM npousonger
3awmndpoBaHne JaHHOMO 3aKpbITOro Kato4va Ha Kato4ve BbIBpaHHOro KOHTeWHepa.

CK3U «Kpuntollpo CSP» no3sofseT oCcylWwecTBNAATb 3aWwndpoBaHMe AAHHOMO K/4va He
TOIbKO Ha CYLLEeCTBYIOLWEM 3aKpbITOM KJtoye. MNpu yCTaHOBKE rasiouknm HanpoTuB Noss
Co3patb HOBbIA KOHTeWHep (cM. Puc. 69) cucrtemMa aHanormyHo c€o3AacT HOBbIN
KOHTEMHEP W Ha ero KJK4Ye OCYLLeCTBUT 3awmndpoBaHUE 3aKpbITOro Ksk4va AAaHHOrO
KOHTelHepa.

3.1.4.3. Pa3paeneHue KJ04Ya Ha HECKOJIbKO HOCUTenen

Ecnn nepekniwovyatens yctaHoB/ieH B nosie Pasgenutb K/AKOY Ha HECKOJbKO
HocuTenen (cM. Puc. 69), To CK3N «Kpuntolpo CSP» ocywecTBUT 3alMTy Kto4da npu
MOMOLLM pasgesieHns AOCTyMna K HeMy MeXAy HEeCKOSIbKUMU K/4YeBbIMW HOCUTENSMU.
Kaxkabll n3 aTMX HOCUTENEN SIBNSIETCA CaMOCTOSTE/IbHbIM KOHTEMHEPOM C CO6CTBEHHbIM
naposieM Ha AOCTYN K 3aKpbITOMY KJIHOYY.

Heo6x0aMMO 3aMonHWUTL cneaytoLlme nons:

¢ KonunuectBo HocuTeneum Ans 3arpysKu - 4uC/0 HocuTenen, HeobxoamMMbIX ANs
[OCTyna K 3aKpbITOMY KJlHO4y.

e O6lee KONUMUECTBO HocuTenen - obllee KOMNYECTBO HOCUTENEn, Mexay
KOTOpbIMU KoY ByaeT pa3aeneH.

Mocne 3amnosiHEHUS 3TUX MONEel cUcTeMa neperaeTr K Mpoueccy Co3AaHWs HOBbIX
KOHTEMHEPOB, Y4YacTBYKLWMX B pasgefieHnM WUCXOAHOro  Kitoua. Konnuectso
CO3/1aBaeMblX KOHTEMHEPOB PpaBHO 3HAUeHUo, YKasaHHOMYy B none O6uwee
KOJINYECTBO HOCUTESen:

1. [Ana Kaxaoro co3gaBaeMoOro KoOHTelnHepa cuctemMa oTobpa3snT OKHO Bbibopa
knto4yeBoro Hocutenst (cM. Puc. 66). B aToM okHe HeobxoaMMo BbibpaTb HOCUTENDb,
KOTOpbIN 6yaeT yyacTtBoBaTb B pasfesieHumn Kiua.

2. Tlocne TOro, Kak Ans BCeX KOHTEMHEPOB BblOpaHbl HOCUMTENM, CMCTEMa OTO6pasuT
OKHO «Bbuonornuyecknin patumk cnydamHbix umcen» (cM. Puc. 67), B KOTOpPOM
npom3onaeT reHepauuss HayasbHON MNOCAeAOBATENIbHOCTM JaTumKka Cly4darHbIX
yncen. Ecnu ycrtaHoBneH @u3MyecKUi AaTUYMK Cly4YamHbIX 4Yncen, TO reHepauums
npoussegeHa byaet uM. B aToM cnyyae okHO «BrMonornyeckmin gaTumk cry4YyamHbIX
yncen» otobpaxaTtbcsa He byaeT.

3. Tocne 3aBeplieHns reHepaumm cmctema otobpasuT OKHO BBOAA MAposisi Ha AOCTyn
K 3aKpbITOMY K04y A5 KaXA0ro co3gaBaeMoro KoHTenHepa (cM. Puc. 68). B atom
OKHe HeobxoaMMO BBeCTM naposib N1Mbo BbibpaTh Apyroe CpeAcTBO 3almMThl 4OCTYNA
K 3aKpbITOMY KJ1to4y npu noMmown kHonkm Mogpo6Hee (cMm. Puc. 69).

Mocne TOro, Kak BCE KOHTEMHEPbl, Yy4yacTBYlLWME B pasgeneHun kiwoda, oyayT
co3AaHbl, NPon3onaeT npouecc obecneyeHns 3alWmTbl 4OCTYNa K 3aKPbITOMY KJItO4y.
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3.2. OTKpbITUE K/THOYEBOIro KOHTEMHEPA

3.2.1.

3.2.2.

OTCYTCTBVIe KJ1l04EBOIo HOCUTENA

B cnyyae OTCYTCTBUS KOYEBOrO HOCUTENS MPU OTKPbITUM K/IKOYEBOFO KOHTenHepa
cuctema oTobpasnT okHo, coobuwatouee 06 oTcyTcTBuM HocuTens (cMm. Puc. 71).

ﬁg BrTaebTe kAoYeEali HOCKT ek
=7 0O000000_YEEB4875-FLC.
— CeeqeHyA
HerpobicTea: B cTaEneHHEIN HOCHTE R

CocToAHME:

OTCyTCTEYET HOGMTENE.

CtraeHa LCeesgenua <<

Puc. 71. OTcyTcTtBMEe HEe06X0AMMOro HoCUTeNns

Mocne Toro, Kak Hocutenb 6yaeT MOAK/IOUYEH, CUCTEMA NEPENaET K CeayoweMy OKHY
(cm. Puc. 72).

Ecnu TpebyeMbiii HOCUTENb YCTAHOBUTbL HE yAAeTcs, HaXMuUTe KHoMky OTMeHa. B aTom
cny4ae NpoLecc OTKPbITUSA KOHTeHepa NpekpaTuTcs.

B cnyuyae, korga Heob6XxoAuMbI KNHOYEBOMW HOCUTENb MOAK/IOYEH, OKHO, cooblatoulee
06 OTCYTCTBUM KJIHOUEBOIo HOCUTeNs, oTobpaxaTbcst He byaerT.
MpoBepKka napons Ha AOCTYN K 3aKPbITOMY K4y

Mocne TOro, Kak HeobxoAuMMbI HOCUTENb YCTAHOBIEH, cuctema noTpebyert
NOATBEPXAEHME Maposia Ha AOCTYN K 3aKpbITOMY K104y OTKPbIBAEMOro KOHTENHepa.

3.2.2.1. NMpoBepka TEeKCTOBOro naposns

Ecnu 3awmta goctyna K 3akpbiTOMy ko4dy 6blna ocyuwecTBfiieHa npu NoMowM BBOAA
TekCcToBoro napons (cM. NyHKT 3.1.4.1), To 6yaeT oTo6paxeHO OKHO NMPOBEPKKU Napons
ANa AOCTYyna K 3aKpbITOMY K/lOUYy OTKpbIBAEMOro KOHTenHepa (cM. Puc. 72).

BeeauMTe naponk 00A KOHTEHRHEPA
b348bade-cI0e-dac s -beel-Bo3 EEBabdbe. 4

[Mapone: I’“‘"

[T ZanommuTe naponk

o |

Puc. 72. NMpoBepka napons Ha AOCTYN K 3aKpbITOMY KJIlO4Yy
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Ecnu npu co3aaHum OTKPbIBAEMOrO K/OYEBOrO KOHTEMHepa BO BpeMsl BBOAA Mapons Ha
AOCTYyNn K 3aKpbITOMY K4y rajiodka HanpoTue nongd 3anoMHUTb napoinb 6bina
ycTaHoBneHa (CM. NyHKT 3.1.3), To naponb 6bi1 CoOXpaHeH B peecTpe. MNMOBTOPHbIN BBOA
(npoBepka) aToro napons He TpebyeTcs, NO3TOMY OKHO MPOBEPKM Napons oTobpaxeHo
He byperT.

Ecnv naponb BBeAeH HEBEPHO, CUCTEMA MOMPOCUT NMOBTOPHO BBECTU Naposib.

Mocne TOoro, Kak nMapoJsib ykasaH BepHO, cMCTeEMa NMpeasioXUT BBECTU HOBbIM Maposib Ha
AOCTYN K 3aKpbITOMY KJ1lO4Y 3TOro KoHTelHepa (cM. Puc. 73).

MpumeuaHune. Hocutenu, nMerowme annapaTHbI NUH-KOA, MOTYT UMETb
"—.—._“ OrpaHMyeHne Ha KOJIMYECTBO HeyAauyHblX MOMbITOK BBOAA MNapons.
== MNpeBbilleHMEe 3TOro npeaena NpuBoAUT K B6JI0OKMPOBAHUIO HOCUTENS UAN
KOHTeWnHepa.

3.2.2.2. MpoBepka naponsa npu 3awmndpoBaHMK K/TIOYA HaA APYIOM KJjiloue

Ecnn 3awmTta poctyna K 3akpbiTOMy Kao4vy 6biia  ocyuwecTsiieHa npu  nomolm
3aWwndpoBaHNA AAaHHOIMO 3aKpbITOro K/k4va Ha APYroM 3aKpbiTOM KJwouye (CM. MYHKT
3.1.4.2), 10 6yaer oTtobpaxxeHO OKHO MPOBEPKM Mapons AN A0CTyna K 3aKpbITOMY
KJII0UY KOHTEeNHepa, Ha K/4Ye KOTOpOoro NpoBoAMOoCh 3awmndpoBaHme (cM. Puc. 72).

Mocne TOro, kak O6bI1 MOAy4YeH JAOCTYyN K KWy pacwmdpoBaHus, npousonaer
pacwmdpoBaHue K4Ya OTKpbIBAaeMOro KoHTenHepa. CuctemMa nNpeanoXuT BBECTU
HOBbIW Naposib Ha AOCTYMN K 3aKPbITOMY KJlOUY 3TOro KOHTeHepa (cM. Puc. 73).

3.2.2.3. MpoBepka naposisa npu pasaesieHnm Karo4vya Mexxay HeCKOJIbKUMMU

3.2.3.

HOCHUTEeNaAMMU

Ecnv 3awmTa AOCTyNa K 3aKpbITOMY K/HOYY OCYLLECTBASSIACH MPW MOMOLWM pa3aeneHus
KtoYa Mexay HocuTensMm (CM. MyHKT 3.1.4.3), To npoBepky TpebyeTcs OCyLWweCcTBUTb
ANA Takoro KoOJMIMYecTBa HocuTenei, kakoe 6bio0 ykasaHo B none Konuuecrtso
HocuTesniel ANnA 3arpysKu Npu cosfaHun KoHTeliHepa. Mpu HaxoXAEHUM OAHOro U3
K/toYa CUCTEMa OCYLLECTBUT CTaHAAPTHYIO MPOBEPKY Mapons Ans Ko4ya-4acTu.

Mpw OTKPbITUM OAHOIO U3 HOCUTENEN, YYACTBYIOLLEro B pasAesieHnn Kitoya HEKOTOpPOro
KOHTeilHepa (a BCE OHM B CBOW OYepeldb Takxke SIBAAITCS HOCUTENSIMM), MpoBepka
naponsi Ha AOCTYMN K 3aKpbITOMY K04y MPOBOAMTCS B COOTBETCTBMM CO CMOCO60M
3alWMTbl AOCTYMNa K K/OYy, MPUMEHEHHbIM K AaHHOMY HocuTento. B obuwem cnydae, ans
pasHbIX HOCUTENEN, yUYacTBYIOWMX B PasiaefieHMM 3aKpbITOro Kiatoua 0O4HOM0 M TOro Xe
KOHTeliHepa, MOryT 6biTb MPUMEHEHbI pa3Hble CNOCo6bl 3alMThl AOCTYNa K KoYy,

BBoa HOBOro Maposisi Ha AOCTYN K 3aKpbITOMY KJIHO4Yy

Ecnn npu co3gaHumn KoHTEHepa naposib COXPaHANCsa, TO B OKHE BBOAA HOBOro naposns
Mo YMOJTYQHWUIO HAMPOTUB MO 3anOMHUTb NapoJsib 6yAeT CTOSTb rasoyka.

Beenime gEaasl HOBRIA Naponk 4na
KOHTEMAHEDS

{* YeTaHoEMTE HOBRIR Naponk

HoEkId naponk: I"’“"“‘

MoaTEEpHAEHHE: I““““’1

[T 3anomHuTe naponk.

OTrieHa | [MogpofHes = |

Puc. 73. BBog HOBOro NapoJisi Ha AOCTYN K 3aKpbITOMY KJIlOUY

B 3TOM OkHe Heo6xoAMMO ABaxAbl BBECTU HOBbIA NMaposib MMH60 Npu NMOMOLLM HaxaTus
kHonkn Moapo6Hee nepeliTM K OKHY Bblbopa cnocoba 3awmTbl AOCTYNa K 3aKpbITOMY
knoyy (cMm. Puc. 69). Bce peincteus no Bbibopy cnocobbl 3awuTbl 4OCTYNa ONUCaHbI B
nyHkTe 3.1.4.

Mocne BbINOSIHEHHbIX AENCTBUI HaxMuTe KHonky OK.
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Ecnn cMeHa napons He TpeGYETCﬂ, Ha>XMUTE KHOMKY OTMeHa.

3.3. NeHepauus Kn4ven 1 nonydeHme ceptudurkarta npu nomoum YL

Ons dopMUPOBaHUSA NUUHBIX KITHOUYEN U NOyYeHUs cepTUdOUKATOB MOXHO BOCMOSb-
30BaTbCsA TeCToBbIM LleHTpoM CepTudukaumnm http://www.CryptoPro.ru/CertSrv.
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MogpazaensHue:; IMapKETHHF

[opog: |M0|:KBa

DBRacTe, WTaT: |

CTpaHa/pervon: IRU

HaznaveHue:

|CepTH¢HKaT NPOEEPKA NOAJMHHOCTH KNHEHTA j

MapameTpbl KNW4a:

CSP: | Crypto-Pro GOST R 34.10-2001 KC2 CSP =

HazHavenwe kniova: © OFmen T Mognuce & Ofa

F'aal'u'lep KNHI4a: I5']2 Mh::::1§ (oBHYHHE pasMepw Knoven: 5127

* Cozpate HOBRIA HaBop kKnioved
7 3apaTe vmA KoHTEAHERE
 Wcnone3oeatk CYWECTEYHILMA HaRop KnKvei

[~ BrNMuMTE YCHREHHYK 3ALLMTY 3akpLITOMD KNKYa

™ NametnTe Knum Kak 3KCNOPTAPYEMEIR

I_ McnonksoeaTe NOKANEHOE HPEHHNWWE KOMOBEHTERS

| Kl

&) l; I_ ’_ |4 Internst

Puc. 74. N'eHepauus kJroua npu nomowm Y

B amanore cosgaHus kno4da u HGOpMUpPOBaHUS 3armpoca Ha cepTtudukaT 3agante "Nms
Bnagenbua" ceptudnkaTta n BBeANTE CBOW aapec 3/1eKTPOHHOW nouyTbl "Agpec E-Mail".

Ecnu 3anpawuvBaembii cepTuduKaTt npeanosiaraeTcs MCrnosb3oBaTb B 3/IEKTPOHHOM
noyte, Bblbepute 3awMuWeHHas 3JIeKTPOHHaAsA nouTta B pasgene O6nacrtb
NpMMEeHeHuna KJiua.

Ecnn 3anpawwuBaemblii cepTuduKaT npegnonaraerTcsa MCNofab3oBaTb B npotokone TLS,
Bblbepute CepTudmkar ayreHTUdpUKaumMm KAMeHTa B pasgene O6nactb
NpUMEHEeHUnA KJIua.

MpumeuaHne. Ecnu BBeAeHHbI agpec No4YTbl He CcoBMajaer C
m 3apernctpupoBaHHbiM  agpecom B Outlook Express (Outlook),
== MCNoMb30BaTb KpunTorpagpuyeckme @GOYHKUMM B 3NEKTPOHHOM nouyTe
6yneT HEBO3MOXHO.
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4. OnncaHme UCnosb3oBaHUA, HAaCTPOEK M yrpaBneHuns
KSro4aMm Moayns ceteson ayteHtudunkaumm Kpmuntollpo TLS

4.1. PasMelleHne cepTudukaTa Ha cepeepe ISA

Ha komnbioTepe c cepsBepoM ISA ceptudwmkaT ponxkeH 6biTb pasMeweH B Local
Computer certificate store. lna 3toro Heob6xoaAMMO nocne yCTaHOBKWM cepTudumkaTa
yepes MmMmC KOHCO/Ib CKOMMPOBaTb CepTUdMKAT M3 XpaHWIuLia Y4YeTHOW 3anucu
Nonb30BaTeNs B XpaHUNMLLE YYETHOW 3anncy KomnbtoTepa. [ns 3Toro Heo6xoanMMo:

3anyctuTb KoHconb MMC

Fanyck nporpaMMb 7| x|

BEEAMTE MMA NPOrpaMibl, NankH, AOKYMEHTS HAH
pecypca MHTEpHETE, M Windows oTKpOET M,

OTERBITE! j

Ik QTMEHA | CAz0p. .. |

Puc. 75. 3anyck koHconnm MMC

B kopeHb koHconu MMC ycCTaHOBUTb [ABe M30/MpPOBaHHble OCHACTKM Aucrneryepa
cepTMdmnKaToB:

AobABUTE H30AMPOEAHHYH) DCHACTHY e |

.D.EICT':II'IHbIE HMI0ONKWPOESHHEIE OCHACTEM:

cHacTka | [oCTAELLME, |:|
@ CegaeHMa O CHCTEME K.opnopauma M atikpoc. ..
5| CepeepHeIE pacukpeHHA FrontPage

CepTuUduMEaTEl K.opnopauma Mabikpoc. ..

Q CNysBa MHIER CHPOEaHMA Microsaft Corporation, F...
%3 Cny#Ga NpoEepkM NOLAMHHOCTHE ... K.opnopauma Malikpoc. ..

% Cnystiel ¥.opnopaua Matikpoc. ..

@ Cnys6bl KOMOOHEHTOE K.opnopauma M atikpoc. ..

@ Cchinka Ha pecypc Bed

% TenedoHuA ¥.opnopaua Matikpoc. ..
ﬁll____ ———ram e amas s AT AT T elleime [ il
— OnucaHue

OcHacTka CELTHPHEATOE NOSBEONAET NPOCHATPHMEATE CO0ERHHMOE
FPAHWAMLLL 417 NOMCE.S CEOMY CeRTHRMEATOE, CEPTHRHEATOE C.I'I':I}Klﬁ
K4 KOMNBHTEDOE.

Lodaeure I Jakpeme |

Puc. 76. flo6aBseHre N30 1MpoBaHHOW OCHACTKHN

YCTaHOBUTL OAHY OCHAcCTKy Ans  ynpaBfieHust cepTudukaTaMu y4deTHOM 3anucu
nonb3oBaTens:
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OCHACTKa gUCNeTYeEpa cepTHbHKaToE x|

JTa ocHaCTKa BCerna ﬁ':LELE-‘T YNpaENATE CERTHPHEST MM 007

% el YYETHOM SaAnM|CK NONb30EATENS

{7 YHETHON S3MHCH Cy#os!

- YHETHON 3aMMCH KOoMNBKTERa

< Hazan I [oToEn I OrraeHa

Puc. 77. OcHacTtka gucnertyepa ceptudpukartoB (1)

YCTaHOBUTb BTOPYIO OCHACTKY AN yNpaBieHUs yYeTHON 3anncy KoMnbloTepa:

OCHacTKa AMCNeTYepa CepTHDYKATOE %]

JTa oCHACTKA BCEraa BYAET YNPSENATE CEPTHEOMKAT SR 405
- MO Y4ETHON San|cH NoNES0EaTENA

™ WYETHOM SaMHCH CAYH sl

% yMETHOM SaMMCH KOMMbTEpS

¢ Hazan I Hanee » I OTreHa

Puc. 78. OcHacTka gucneryepa ceptucpukartos (2)

Mocne Bb|60pa 3TUX OCHACTOK KOpeHb KOHCOJZIM AOJIKEH BbIMMAAETb I'IpVI6J'IVI3VITeJ'IbHO:
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ol
J KoHcone  OKHo  Crpaska |J == |

R
J devicTere  BuA  M=zBpaHHoe |J = -}l

CTpYETYRa Il-'136paHHoe I I Miria I

8 § y @Cepmcbmaml - TEKYWHA NONB30, ..
£ CepThdHkaTsl - TekyWMA NoNb30BaTENE B Ceprydwicatel (nokansHei kanm. .
- CepThdMKaTEl (NOKANEHEI KOMILHOTER)

Puc. 79. Konconbo MMC

YcTaHOBUTE Kypcop Ha cepTudukaT cepBepa ISA:

1ol x]
J HoHtone  OkHO  Chpaska |J D ﬁ m |

= " :
i KOpeHs KoHConW, CepTHHKATE] - TeKyLy one30EaTens ' MiuHsie CeprudrkaTel

| B XEFE[ 2

CTpyKTYPa Ib‘135par—|Hoe I KoMy Bblgad A Fem BblaaH

J AeficTeme  Bua  MsOpadHoe |J = =

Cpok a¢

] Foper koncon B T I Ciy TEST MA
E-E CepTrdmKkaTel - Tekylwmii nons30eaTer
2123 MMunee

- AoEepeHHbIe KOPHEEEIE LEHTREI C8|
-] AoEepHTENEHbIE DTHOWEHHS B Mpe,
B[ MpoMesy ToHHEIS LEHTPE! CepTHME
-] OffberT nonbsosaTena Active Direc
-1 ApyrHe nonssoeaTenm

E-EA R

-] REQUEST

El--@ CEpTHHMKATE! (NOKANEHEIA KOMNBHITER
ED NMHuHEIE

LT CepTHdHEaTEl

-] AoEepeHHbIe KOPHEEEIE LEHTREI C8|
-] AoEepHTENEHbIE DTHOWEHHS B Mpe,
B[ MpoMesyToHEIS LEHTPE CepThpME
[

[

p

#-(_1 Apyrve NonbsoBaTEnH
7] Proxies

= W W -] h
1] | _>|_I 4] |

|><paH|4nMLLLe NMidHble cogepsnT 1 cepTrdmikaT. |

Puc. 80. KopeHb koHconn MMC

C ncnonb3oBaHmem dyHkumm Copy, 3aHecute ceptudmkat B 6ydep Clipboard

Mocne 3TOro ycCTaHOBWUTE KypCOp Ha pasgenie <«Jn4yHble» CepTUhUKATOB JIOKaNbHOIro
KOMMbIOTEPA N BbINOMHUTE PYHKLMIO Paste
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Mocne ycTaHOBKM cepTudukaTa cepBepHoi ayTeHTUdUKkaumm ISA, Takum xe o6pas3om
yCTaHOBUTE cepTUdUKaT LeHTpa cepTudMKaumMm B pasgen <«[oBepeHHble KOpHEBble
LEeHTpbl cepTUdUKALMM» XpaHUIMLLA JTOKAbHOro KOMMbOTEpPa.

4.2. Hactpomnka coeanHeHus ¢ Web-knmeHToM

Mocne ycCTaHOBKM CepTUGHUKATOB OTKPbLITBIX K/OYElH, HeobxoAUMO YCTaHOBUTb W
HacTtpouTb Cnywartena pana BHewHero IP appeca cepsepa (IP agpec ceteBoro
MHTepdelica, AOCTYNMHOro U3 BHELUHEN CETH).

YcTtaHoBKa M HacTporika CnywaTenen ocylecTBnsieTca Ha Bkiagke Incoming Web
Requests okHa cBovcTB ISA cepBepa (puc. 69):

B okHe ISA Management yCTaHOBUTb KypCOp Ha MWMS cepBepa W HaxaTb MNpasByto
KHOMKY MbILWW.

B nosiBuBweMcs MeHto BbibpaTb NMyHKT Properties.
B okHe cBoWCTB cepBepa BblbpaTb 3aknagky Incoming Web Requests.

Bbibepute pexum wuHanBuayanbHoro Cnywatens ans kaxporo IP aapeca B none
Identification.

MASLOY Properties 21 x|

General I Outgoing *eb Requests
Incaming Yeb Requests | Auta Discovery I Performance | BesonacHocTe

— [dentification
" Usze the zame listener configuration for all P addreszes

* Configure listeners individually per IP address

Server | IP Address | Diigplay N| .-“-‘-.uthentic...| Semer C... |

agd. | Bemove | Edi. |

TCF paort: IE':I

SEL port: [443 [ Enable 55L listeners

— Connections

Connection gettings: Configure. .. |

[ Ask unauthenticated uzers for identification

k. I OTrieHa [l EHEEHHTE

Puc. 81. YcTtaHOBKa 1 HacTpoiika Cnywarenemu

[o6aBbTe HoBOro Cnylwarens B CnMcok cnylwaTtenei ISA cepeepa.
YCTaHOBUTE UMS cepBepa.
YcTaHoBUTe BHeWHUI IP-aapec, Ha KoTopblli 6yaeT HacTpoeH CrywaTtens.

BBeaute wnMs, c koTopbiM bByneT oTobpaxaTtbcsi AaHHbli CnywaTenb B AanbHelleM
(onumoHanbHO).
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Server: [MasLOY =]
IP Address: [192.168.685 |
Dizplay Mame: Ipif.niku:uil.ru

[T Usze a server certificate to authenticate o web clients

I Seleat,.. |

— Authentication
[T Basic with this domair:

I Select damair...

[ Digest with this domain:
I Select damair... |

v Integrated

[ Client certificate [secure channel anly]

(] I Cancel

Puc. 82. flo6aBneHune Cnywarena/pepakrmpoBaHme ceoiicTB Cnywartena(1)

Ona HacTpokM 3alMULIEHHOro CoeAWHEHWS NO MpoTokony TLS C ABYXCTOPOHHEWN
ayTeHTUduKaumm cepeepa ISA Heobxoanmo:

B okHe pobaBneHms CnywaTtenss uanM B OKHe peAaKTUpoBaHWM CBOWCTB Cnywartens,
yKasaTb Ha WCnosb3oBaHue cepTudukata cepsepa npu ayTeHTudukaumm c Web-

KITINEHTOM.
Server I hASLOW j
I Address: [192.168.685 |
Dizplay Marme: Ipif.niku:uil.ru

W Use a server certificate to authenticate to web clients

I Select... |

— Authentication
[ Basic with thiz domair:

I Select damain...

[T Digest with this daomain:
I Select damair... |

v Integrated

[T Client certificate [secure channel only]

(] I Cancel

Puc. 83. lo6aBneHmne Cnywarena/pepaktmpoBaHme cBoiicTB Cnywartena(2)

BbibpaTb cepTudumKaT cepBepa, KOTopbin 6yaeT MCNoNb30BaTbCs A1 ayTeHTUdMKaUNN.

HaxaTtb KHonky Select.
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B nosasuBLlEeMCS OKHe Bbl6paTb 13 Cnncka CepTMq)VIKaT OTKPbITOro KJito4a cepBepa:

Select Certificate 2=

Select a certificate from the list of certificates available on the specified
FEIVET

Cerificates:

lzzued To | |zzued By | Expiration Date | Friendly M ame |

if. hikoil. ru CATEST M. 247102002

k. I Cancel

Puc. 84. Bbi6op cepTudmnkaTta OTKpPbITOro KJjroua cepsepa

YKka3aTb Ha ucrnonb3oBaHue cepTudukata knmeHta (onums Client certificate (secure
channel only)).

Server. [MasLOV =1
IP A:ddress: [192.168.68.5 =]
Display M ame: Ipif.nikuil.ru

¥ Usze a server certificate to authenticate to web clients

Ipif.niku:uil.ru Select... |

— Authentication
[ Basic with this domain:

I Select damair...

[™ Digest with this domain:

I Select domair...

v Integrated

Iv iClient certificate [secure channel onlyk

(] I Cancel

Puc. 85. flo6aBneHne Cnywarena/peaaktuposaHme cBouctB Cnywarens(3)

4.3. MNybnukauma Web-cepsepa B ceTn VIHTepHeT

B sTOM pasgene paccMmaTpuBaeTcs NOpsSAoK AenctBuii npu onybnmkosaHum Web-
cepBepa, pacnoslioXXeHHOro BO BHYTPeHHel ceTu. MNpu 3ToM coeanHeHue cepeepa ISA u
Web-cepsepa 6yaet yctaHOBNEHO No npoTokony SSL.

Ana ny6nvkaunn Web-cepeepa Bo BHELLHIO CeTb HE06X0AMMO:
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MonyynTb N yCcTaHOBUTbL Ha nNybnmnkyembin Web-cepeep cepTudukaT OTKpbITOrO Kitoua,
KOTOpbIN 6yAeT ncnosb30oBaTbCA AN CEPBEPHON ayTeHTUdMKaumu.

TpeboBaHua K cepTudukaTy:

Nms ceptudmkata (Common name) AO/MKHO cCOBMagaTb C AOMEHHbIM UMeHeM Web-
cepBepa, yKa3blBaeMOro Ass peauMpekTa MoCcTynalwwWwmx 3anpocoB (3aknaaka Action
OKHa cBoncTB npasuna Web nybnunkaumn). Hanpumep: epif.big.nikoil.ru

06/1acTb MCMOMb30BaHUSA KJlloua A0O/KHA coaepxaTb «AyTeHTudukauns Cepeepa»

YctraHoBuTb cepTudunkat Web-cepesepa Ha cepBepe ISA, B XpaHunuuie JIOKaabHOro
komnbtoTepa (Local Computer certificate stor), paspgen «/[loBepeHHble KOpHEBblE
LEeHTpbl cepTudunkaunm»

Hactpoutb Web-cepBep ans noaaepxku SSL coegnHeHus

Hactpoiika Web-cepBepa npoum3BoauMTCca B  COOTBETCTBMM C  AOKYMEHTauumen
cooTBeTcTBYtoWero Web-cepsepa.

Co3paTb M HacTpouTb NpasBuia nybnukaumm Ha cepsepe ISA.

B okHe ISA Management yctaHoBuUTb Kypcop Ha Web Publishing Rules,
Haxoaawwmiicsa B rpynne Publishing

HaxaTb npaBy KHOMKY MbilUKM U B MNOosABMBLUEMCA MEHIO Bbl6paTb nocnenoBaTtesibHO
New 1 Rule

B oTkpbiBlLEMCA OKHe, C nomouwbo MacTtepa co3ganua [lpasuna Web nybnunkauun,
co3aaTtb nNpasuio.

Beectn nmsa nybnmkaumm (NponsBoSIbHOE UMS) U HaxaTb «[anee»

New Weh Publishing Rule Wizard x|

YWelcome to the New Web
Publishing Rule Wizard

Thiz wizard helps pou create a new Web publishing rule.
Wwieb publizhing rules map incoming requests to the
appropriate \Web servers.

Mate: Be zure to create new policy elements required by the
rule before you uze thiz wizard.

Wwieb publizhing rule name:

Ipif.niknil.[u

To continue, click Hext.

< Hazan I Hanee » I Orriena |

Puc. 86. OkHo Macrtepa co3spaHusa Npasuna Web

B okHe Destination Sets octaBuTb 3HaueHue, npegnaraemMoe nNo ymon4daHuto (nobbie
Ha3HauyeHus) U HaxaTb «[Janee».
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New Weh Publishing Rule Wizard x|

Destination Sets
Select the destinations to which thiz rule applies.

Apply this e to:

< Hazan I Danee » I OrraeHa

Puc. 87. OKHO yCTaHOBKM Ha3Ha4YeHus

DTON YCTAaHOBKOW OMNpeAensieTcs, 4YTo AaHHOe npaBuno nybnukaumm (dakTnyeckm
peavpekT) 6yaeTr npuMeHATbCA KO BceM Web-3anpocaMm, npowegwmMm 4yepes
CnywaTenei, BHe 3aBUCUMMOCTM OT TOro, KakOW pecypC W3 BHYTPEHHENH CETU OHMU
3anpocunn. B cnyyae nybnukaummn Heckonbkux Web-cepsepoB, Heob6xoammo co3gaTb U
NPUMeHATb B npaBunax nybnmkaumum HasHa4vyeHus.

B okHe Client Type ocTaBuTb 3HaudyeHwe, npeanaraeMoe no yMmon4yaHuio (nobble
3anpockl) U HaxaTb «Janee»

New Web Publishing Rule Wizard x|

Chent Type
You can specify client type by user name, group name, or IP address.

Apply the rule to requests from:

" Specific computers [client addiess sets)

" Specific uzers and groups

< Hazan I Danee » I OrraeHa

Puc. 88. OKHO TMNa K/iMeHTa

B 3TOM OKHe Mbl yKasblBaeM, 4To NpaBW/Io NpuUMeHseTca Ko BceM Web-3anpocaMm, BHe
3aBMCUMOCTM OT TOrO KJIMEHTa, KTO cchopMMpOBasn 3anpoc.

B okHe Rule Action BbibpaTb peavpekT 3anpocoB BO BHyTpeHHuMn Web-cepsep
(Redirect the request to this ... )
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BeecTn gomMeHHoe uMsa nybnukyemoro Web-cepeepa 1 HaxaTtb «[anee»

New YWeb Publishing Rule Wizard

Rule Action

Specify how wau want thiz rule ta respand o requests from clients.

X

&

Rezponze to client requests:

" Discard the request

{+ Redirect the request to thiz intemal *'eb server [name or IP address]:

Iefo.nikuil.rd

r Send the ariginal hast header to the publizhing server instead af the actual

one [zpecified abowe).

Connect ta this part when bridaing request az HTTF: g

Connect to this port when bridging request az 551 443

Connect to thiz port when bridging request az FTF: il

Browse... |

11|

¢ Hazan I Danee » I

OTraeHa |

Puc. 89. OkHO BBOAa AOMEHHOIro UMeHMn

YCTaHOBMB MNpaBU/O peavpekTa TakuM o06pasoM,

BCE 3amnpocsl,

npuwegumne K

Cnywatento Ha 80 nopt, 6yayT peampektnposaTtbcs Ha 80 nopt Web-cepsepa. Toxe
camoe byaeTr NpomMcxoamTh C 3anpocamu, NOCTYNMBLLIMMKM Ha 443 nopT (no npoTtokony TLS).

3aBepwunTb paboTy MacTtepa, HaxaB «[0TOBO».

B cnucke npasun Web-l‘ly6ﬂMKaLl,MM nosABUTbCA HOBasA CTPOKa, COOTBETCTBYHOLWlAs
CO3aHHOMY HaMu nNpaBuy.
: 1SA Management 10| =l
JQBHCTBHE Bra |J¢"’||||§ ‘
CTpYETYPa I Qrder | Marmne | Description | Action | Applies to | Destination |
HME 1nternet Security and Acceleration Server @ 1 pif . mikooil . ru Fouke,.,  Any request Al destinations
B8 Servers and Arrays | |BhLast  Default ruls Derey Any request &l destinations

=g MAasLoY
5 Monitoring
Carmpuker

% Aceess Policy

E-[%) Publishing

- a web Publishing Rules

i (27 Server Publishing Rules

(27 Bandwidth Rules

Palicy Elements

Cache Configuration

Manitoring Configuration

[ |

Puc. 90. Cnucok npasun Web-nybnmkauumm
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