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1. NpaKkTnyeckada peannsaumnsa periaMeHTHbIX npoueayp c
ncnonb3osaHnem APM aammnHuctpatopa LP

1.1. Tllonb3oBaTtenu v Ponu Ygocrtoeepsawuwlero LueHTpa

Kaxabi nosb3oBaTesNb, 3apermcTpupoBaHHbIA B YAOCTOBEPSAIOLWEM LEHTPE,
accouMmnpoBaH C onpeaeneHHon cMCTeMHOM ponbto. ConocTaBfieHMe nonb3oBaTens
CUCTEMHOM POJIN OCYLLECTB/ISIETCSA NOCPEACTBOM 3aHeceHusl B cepTudmrKaT Kto4va noanucu,
BNnajenbLeM KOTOPOro SBMSIETCSA MOJSib30BaTe b, CBeAeHWI 06 yKaszaHHOMW ponun. OTu
cBeneHus 3aHocsaTca B nosie Extended Key Usage (YaydlleHHbIW KJO4Y) cepTudmkaTa,
KOTOpOEe CcoaepXUT HoMepa 06bekTHbIX naeHTudmnkatos (OID'0B) MCNOMb3YEMbIX CUCTEMHbBIX
ponen.

1.1.1.MpnMeHeHne posieBon Moaenmn

ConocTaBneHne Kaxaoro nosib3oBaTesnss onpeaeneHHoM CUCTEMHON pOSn MO3BOSISET
OCYLLECTBUTb pa3rpaHMyeHmne goctyna K obbekTam YA0CTOBEpPSOLWEro LeHTpa, HaaenTb
nosib3oBaTesielt NOTHOMOUYMSAMM MO BbINOHEHUIO ONpeAeseHHbIX AeNCTBUIA NO yYNpaBneHUto
KaK JIM4YHbIMU cepTudmUKaTaMn Kaodern noannucn, Tak n ceptudumnkatamm apyrmx
rnosib3oBaTeNen.

YaocToBepsaoWnii LeHTp obecrneynBaeT peannsauunto creyroLwmnx
npefyCTaHOBJ/IEHHbIX PONENt:

e TMpoweawnii npoBepkKy
e BpeMeHHbI cepTudukaTr
e MNMonb3oBaTenb
e Onepartop
e AaMMHMCTpaTOp
1.1.2. NMpuBnnernpoBaHHbIE MOSb30BaTENN

N3 npuBeaeHHOro B NpeablAyLleM NyHKTE CMCKa ponen ABe ponu —
AaMuHUCTpaTop 1 OnepaTtop SABNSOTCH NPUBUIETMPOBAHHbIMU U NpeAHa3HaYeHbl AN
obecneueHns peanusauum npouesyp perucTpaumu nosb3oBaTtesnen B YA0CTOBEPSAIOLEM
LeHTpe 1 ynpaBJieHMsa nsgaHHbiMu cepTudmkaTamm kaoda nognmcn. Cpeacreom
obecneyveHns ykasaHHbIX nNpoueayp siBNsieTcs nporpamMmHoe obecneyvenHne APM
aaAMuHUcTpaTtopa LleHTpa Perncrpauum.

Mo ymonyaHuio, ponn OnepaTtop OTBOAUTCS BbINOSHEHUE (DYHKLMA NO perncrpaumm
nonb30BaTens B YAOCTOBEPSIOWEM LIEeHTPE N U3roTOBNEHNS €My NepBoro ceptudukaTa
Knto4a noanmcu. Ha nonb3oBaTenis, acCOUMMPOBAHHOIO C poaibilo AAMUHUCTpAaTOop,
BO3/1aratoTcs 3aayn no OCyLEeCTBNEHMIO NpoLeayp NJaHOBON M BHEMIaHOBOW CMEHbI
Kto4uen n ceptudmKaToB KOYeln Nnognnucu, aHHyaIMpoBaHuto,
NMPUOCTAHOBJ/IEHNIO/BO30OHOBAEHUIO AENCTBUS CEPTUPUKATOB K/IHOUEN NOAMMUCU U UHbIX
CEPBUCHbIX PYHKLUMNA.

B obwem cnyyae, nocpeacTBOM HACTPOeK MOJUTUK 6e30MacHOCTM YAOCTOBEPSIOLErO
LeHTpa, Habop AeNCTBUI, paspeLleHHbIX 4719 Nosib30BaTeNen yKa3aHHbIX
NPUBUIErMPOBAHHbIX POJeit, MOXET 6bITb YCTAHOB/IEH B COOTBETCTBUM C PernaMeHToM
Y/10CTOBEPAIOLIErO LIEHTPA, @ TaKXe AENCTBYHOLIMMU NMOMOXEHUEM 06 YA0CTOBEPAIOLLEM
LEHTPE N AOMKHOCTHbIMU MHCTPYKLUMAMU AAMUHUCTpaTopa 1 OnepaTtopa YA0CTOBEPSIOLLErO
LeHTpa.

1.2. Perunctpauns nonb3oBaTenemn

Perncrpauunsa nonb3oBaTesieil B YAOCTOBEPSIOLWEM LIEHTPE OCYLLECTB/ISIETCS
Onepatopom (NMpu MCNOb30BaHUN HACTPOEK MO YMOJIYAHMIO) U MOXET b6bITb OCyLleCcTB/IeHa
B ABYX peXuMax: LeHTpanmM3oBaHHOM M pacnpeaeneHHoM. Boibop pexuma perncrpaunm
onpenensieTcs BnagenbLeM YA0CTOBEPSAIOLWEro LEHTpa U YCTaHaBNMBaEeTCsA PernaMeHToM
YaocToBepstoLwero LeHTpa.
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LleHTpann3oBaHHasa permcrpaums nosib3oBaTesns OCYLEeCTBAAETCS NPy INYHOM
npubbiTuM perncrtpupytowieroca nmua (1Mbo ero ynonHOMo4YeHHOro npeacraBmTens,
OENCTBYOWEro Ha OCHOBAHMM COOTBETCTBYIOLLEN 4OBEPEHHOCTM) B YAOCTOBEPSIOLWNIA LEHTP.
PacnpeneneHHas, HaNpoOTUB, NO3BONISIET OCYLLECTBUTb perncrpaunto 6e3 npnbbiTnsa B
YpocToBepsAwLWwmi LeHTp, 4To ya06HO, HanpmuMep, Npu 3Ha4YNTEIbHOM TePPUTOPUANBHOM
YAANEHHOCTU YAOCTOBEPSIOWErO LIeHTPa M KOHEYHbIX Nosb30BaTeNeN.

1.2.1. Pernctpauunsa nonb3oBaTenen B LeHTPaIN30BaHHOM pexunme.

Perncrpaumnsa nonb3oBaTesisi B LEHTPA/IM30BAHHOM PEXMME OCYLLECTBASETCA NpuU
NM4YHOM npubbITUM perncTpupytowerocs nmua (NMMbo ero ynosHOMOYEHHOro nNpeacTtaBuTens)
B YAOCTOBEPSIOWMNI LIEHTP

OCHOBaHMEM ANs perncrpaumm nosb3oBaTeNns B YI0CTOBEPAIOLLEM LIEHTPE ABMSETCS
3asiB/IeHMEe Ha pernucTpauuto, COCTaBIEHHOE U 3aBEPEHHOE YCTaHOBIEHHbIM PernamMmeHToMm
YaocToBepstoLero LeHTpa 06pasoM 1 coaepxallee naeHTUUKaUMOHHbIE JaHHble
perncTpupyoLierocs nuua.

Mpoueaypa perncTpaunn B YA0CTOBEPSIOLEM LLEHTPE COCTOUT U3 ABYX 3TamnoB:
3aHeceHne UAeHTUPUKaALMOHHOM MH(OPMaLNN PErNCTPUPYIOLLErOCS NMLa B peecTp
nonb3oBaTesiell YA0CTOBEPSIOLLEro LeHTPa U U3roTOB/IEHNE NEPBOro cepTudmKaTa Kya
noanucu.

MN3roToBfieHne nepBoro CepTVI(.bVIKaTa KJ1lo4a noaAnmcr MOXXET OCYLLECTBNIATLCA KaK C
reHepaumen Kyen B YA0CTOBEPSIOWEM LEHTPE, TakK M HA OCHOBaHWM 3arnpoca Ha
ceptudumkaT, NpeaocTaBSeEMOro Noab3oBaTE/NEM B YAOCTOBEPSOWMM LEHTP B BMae dainna (B
nocsieqHeM criyqae reHepaumio K4ven ocyLLecTBNseT caM nofib3oBaTenNb).

M3roToBneHne nNepBoro ceptudmKaTa Ka4da noannucy A0HKHO TaKxXe
OCYLLECTBNATLCA HAa OCHOBaHUKN 3asBneHns — 3asB/IEHUS Ha U3TOTOBJIEHME cepTUdmKaTa
KJlloya noanucu.

3aABNEHME Ha U3rOTOBNEHME cepTUdMKaTa 0OPMISETCS YCTAHOBIEHHbIM
PernameHTOM 06pa3oM M A0/HKHO COoAepXaTh:

e  MAEHTUIUKALUMOHHbIE laHHble IMUa, Ha Ybe UMS TpebyeTcsl M3roToBUTb cepTUdUKaT;

e Habop obnacrten UCrnonb3oBaHMS KOUYa M COOTBETCTBYOLLNE 3TUM obnacTam
obbekTHble naeHTndunkatopoel — OID'vl (copgepxanme nons Extended Key Usage
cepTudmkaTta — HauMeHoBaHne obnacTelt UCNosib30BaHUA);

e B cnyuyae mnarotosneHus ceptudmkata Ha OCHOBE NMpeaocTaB/ieHHOro B Buae danna
3anpoca Ha cepTudukaTt — yCTaHOBNEeHHbIM 06pa3oM odopMaeHHbIM 6naHK 3anpoca
Ha cepTuduUKaT KYa NOANNCH

NHorpa 6biBaeT yaobHo opopMnTh 3asiBiEHME Ha perucTpaumio u 3asiBneHme
Ha M3roToBfieHNe cepTuduKkata B BUAE OAHOIO 3asiB/IEHUSA — 3asiBNIEHUS HA perncTpaumio
Mosib30BaTeNsl U U3rOTOBNIEHNE cepTUdUKaTa Koya Noanucu.

1.2.1.1. Perncrpaumst nonb3oBaTenen B LEHTPAIM30BAHHOM peXUMe C
reHepaumen Knoyen B Y40CTOBEPSIIOWEM LiEeHTpe

OnuncaHue npouecca perncTpaunmn Noib3oBaTeNns B LeHTPasNn30BaHHOM pexXnMe C
reHepaunen Ki4ei B Y1I0CTOBEPAIOLLEM LIEHTPE:

1. B okHe APM agMmuHucrtpaTtopa LUP Bbigennte npaBoit KHOMKOM MbIlKW y3€en
Monb3oBaTenn 1 B OTKPbIBLUEMCA KOHTEKCTHOM MeHI0 HaxmunTe CosaaTtb->HoBoOro
nosnb3oBaTens
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PucyHok 1. Bbl60p NMYHKTa MEHIO CO34aHNA HOBOIro noJsib3oBartens

'=§ APM AaMHHKWCTpaTopa LLP ;Igl El
; TS|
J deficTene  Bra J<1=' -P|||@ J'@g"?f
CTRYETYPa I Monez0EaTENH
|:| KpunTo-Mpo ¥ ID nonez0EaTERR | QALLEE HMA | MNoapazasneHHs
El@ &PM agmrHrcTpaTopa LleHTpa PerkcTpagmim ﬁ 1 ARM Oper

Elg'a UeHTp PErMCTRALMK - Favy,cpru ﬁ z AR Admin

E UeHTp cEpTHERMEALLFK ﬁ 3 Z_User_01

Sanpockl Ha PErMCTRAELLMED
Sanpockl Ha cepTHbMEaT
m Sanpockl Ha OT3bIE
@ CepTHbHEATEI

Z034aTk

Exa 3
Hoeoe okHO 0TCHIAS

SECMOPTHROESTE CAMCOK, ..

| Cnpaeka

3aI'IYCTMTCFI MacTtep perncrpauum nonb3oBartena. Haxxmmre KHonky Janee

PucyHok 2. OKHO nepBoii cTpaHuubl MacTepa perucrpaumm nonb3oBaTens

MacTep pervcTpawyH NoAL3oEaTens

nonb3oBarTens

NONEZ0ESTENA.

MacTep perucTpauum

dror M3CTED NOMOr3eT 33pErHCTPHMpOESTE HOEQMO

[T MponycTuTe 3ToT WAar NpM CASLYMLEM Sanycke

JnA npogonkeHHA HamkuTe kHonky ' Oanes’.

< Hasan

Danee »

OTtreHa

[ns oTK0YeHUs BbiBOAA NepBOro okHa Mactepa perucrpauum
noJib30BaTeNA YCTaHOBUTE «rasiky» MponycTUTb 3TOT WIAr Npu cfiedyloueM 3anycke
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2. B okHe UcTOuHMK nHpopMaumm 0 co3gaBaeMoOM NoJsib3oBaTesie yCTaHOBUTE
nepeksto4yaTens B NosioxkeHne BBoa AaHHbIX O NMOJib30BaTesie BPYUYHYHO 1 HaXXMUTeE
KHonky Aanee

PucyHok 3. OKHO UCTOYHUK MHdOpMaLMKM 0 co3faBaeMoOM NoJsib3oBartene

MacTep peErvcTPalH NonbL30EaTens

HeToyHue HHPOpMAalLHH 0 CO3NaBaeMoM NoOAbL30BaTENS
BblﬁEpHTE cnocod NoNYYEHKWA MHPOPRALMK O C0S0AaEaEr0M N0 NES0ESTENE

BrIGEpITE UCTONHME MHPOPMALMK O COSAAEaEMaM NONESOESTENE W HaxmuTe ' Hanse

{+ Be0a 0aHeX 0 NONBS0BATENE BRYYHYK

BriSepuTE 3TOT NApaMETR, ECIM #HENJETE BESCTH JAHHEIE O PEMMCTPMPYEOr
NoNES0ESTENE CaMOCTOATENEHD © MOMOWEH POpHEL

" YTeHWe 3anpoca Ha CepTHEMKAT U3 dalina

BrISepMTE 3TOT NapakETR, BC0M #ENAETe BSATE PErUCTRALMOHHUK MHEOPRAUMKD 13
CUYLL ECTEYOWOND SaNP0Ca Ha CETHPMKAT M3 halina, NPeiocTaENEHHOrD NONES0ESTENE.

[nA NpoaonkeHHa HaskkuTe kHonky ' anee’,

< Hazan | Danee » | OTreHa

3. B okHe UHdOpMauma o nonb3oBaTesnie BBEANTE UAEHTUDOUKALMOHHbIE AAHHbIE
nosib30BaTesNs, yKasaHHble B 3asiBNIeHUN Ha perucrpauuio. Mocne BBoAa AaHHbIX
o06513aTeNIbHO NPOBEpPbTE UAEHTUYHOCTb BBEAEHHbIX AAHHbIX U AAHHbIX, YKa3aHHbIX B
3aABNeHnn Ha perucTpauuto. B cnyyae nonHoOro CoOoTBETCTBUSA UAEHTUDUKALIMOHHOM
MHdopMauUnn HaxMnTe KHonky fanee
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PucyHok 4. OkHo UHdopmMmaumsa o nonb3oBarene

MacTep pervcTpawyH NoAL3oEaTens

“H@DDME“HH 0O NoAbL3I0BaTENE

HeamuTe 4aHHEIE 0 NONES0BATENE CHCTEME. HeoSs0aMMEI 008 3aN0AHEHKA Nond
MOMEYEHE! ZHAKOM [7].

Ofwes WA MeaHoe MeaH MEaHoEM
MNogpasgensHye K.ordrdEpHeck Ml oToen
O praHyzanua oo KFMOTO-NPO
[opog, M ockEa
DénacTe Mockea
CTpaHa/peridoH RU

p |InekTpoHHaA noyTa | ivanovE@ciyptopro.

JnA npogonkeHHA HaskkuTe kHomky ' danes’’,

OTtreHa |

4, B okHe OKkOHYaHMe perucrTpauumm nosibzosartens sseante KnioueByro cppasy
nonb3oBaTens, HeobxoaMMyo AN OCYLWECTBNEeHNS ayTeHTUdUKaummn noab3oBaTtens no
TenedoHy B Cfy4asix, yCTaHOBNEHHbIX PernameHToM YaocToBepstowero ueHTpa (Hanpumep,
AN oNepaTUBHOIO NPUOCTaHOBAEHUS AENCTBUSA cepTudmKaTa Katoda noanmcu npu
KOMMPOMEeTaumMn 3aKpbITOro ktoda). MNMpu HeobxoanMocTn BBeANTE KOMMEHTAPUI K 3anpocy
Ha perncrpaumio, KOTOpbIi1 HOCUT UCKIIOUYNTENBHO MHMOPMALMOHHYO Harpy3ky. Mo
OKOHYaHUW AENCTBMI MO BBOAY YKa3aHHbIX AaHHbIX HAXMUTe KHOMKy Janee
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PucyHok 5. OkHO OKOHUYaHue perncTtpauumm nosb3oBatens

MacTep pervcTpawyH NoAL3oEaTens

0OxOHYaHWE PEMHCTPAlMH NOAL30EATENA
BEEOMTE KNYEEYHD $PaSY NONES0BATENA M KOMMEHT SDME a0rUHWCTDATORA.

K.nioyesan dpasa NoNLS0BaTENS:
CekpeTHoe cnosd

K.nioMeEanA $pasa NoNBS0ESTENA MOKET GETE MCNONE306SHA 00A OTSHIES
NONb30EATENLCEME CEPTHRMKATOE NP HEEOSHOKHOCTY OTAPAEWTE 3anpoc
Ha OT3kIE [HAMPUMED, MR UTPATE Kik4a).

K.orrEHT apMEA A0MHHUCTRATOPA K Sanpocy Ha PEFHCT paLMi;

JnA co30aHMA NONES0ESTENA HakMTE KHONEY ' anee',

¢ Hasan, | Danee » OTtreHa

5. OTkpoeTca 3aknunTensHoe okHO MacTtepa permcrpauvm nosib3oBaTens
nHpopMupytowlee 06 ycnewHoM 3aHeCEHUN NAEHTUMDMKALMOHHBIX AaHHbIX MONb30BaTeNs B
peecTp YaoctoBepsiowero ueHTpa (06 ycnewHon perncrpaumm nonb3osaTens).

YcTaHoBMTE B fA@HHOM OKHe nepekstoyaTtesib 3anycTuTb MacTtep co3gaHusa
ceptudukarTa ansa GopMmMpoBaHUs NepBoro ceptudurkaTa Kawdya nognucu
3apernMcTpnupoBaHHOIro Noab30BaTesNs N HaXXMnTe KHonky FoToBO

(W
CHFITMG nepeKmoanenﬂ 3arIyCTVITb Macrep co3aaHusA cemebm(aTa
3aKaH4YMBaET npoueaypy permcrpaumm nosb3oBaTenNA. B aTOoM Cnlydae noJsib3oBaTeslb HE
ABNAEeTCAd BnagenbuemMm HM ogHoro cemechKaTa K/1l04Ya noannucu. I'Iocne,u,yrou.l,ee
n3roTosjieHume cemechKaTa OcyLLl,eCTBnFIeTCH C NoMOLW b 3a4a4 KOHTEKCTHOIO MEHHK
3aperncTpMpoBaHHOro rnosib3oBaTtesns.




XTAN.00035-01 90 07.KpunTtollpo YL. APM agMuHuctpatopa LP. lNpakTnyeckas
peanusaums pernaMmeHTHbIX npoueayp

PucyHok 6. 3aknrounTenbHoe OKHO MacTtepa perucrpauuvm nosib3oBaTtens

MacTep pervcTpawyH NoAL3oEaTens

MacTep perucTpauum
nonb3oBaTens

PEFHETDEII.HH noAb30EBATENA YCNEWHD 3aBeplUEHaA.

SGDEFHCTDHDDBEHHIJII::{ NONEZ0OESTENE HE HMME2ET
CEPTHPHEAT OE. [na cozganua CEPTHPUEATa NONES0ESTENA
EOCMONBIYHTECE MACTEPOM COS0AHMA CRPTHDMEATA.

[+ i3anycTTe MacTep COSMaHWA CEpTHdMEATE

JnA sakpeMUA MAcTEpa HamKWTE KHonkY 'ToToEn',

< Hasan [omoeo | OrtaeHa |

6. 3anyctutca MacTtep co3aaHmsa ceptudukara. Haxmmrte KHonky [lanee

PucyHok 7. OKHO nepBo# cTpaHuubl MacTtepa co3gaHua ceptudmkara
nosib3oBartens

MacTep Co3 A aHWA CepTUdHKaTa NonsL30EaTEns

Macrep MacTep coznaHuAa cepTU@UKaTa

none3opartend
CO30aHuA
cepT“¢HKaTa 3TOT MACTER NOMOr3eT BEWNATE HOELIH CERTHRHEST

SAPErHWCTPHPOEAHHORMY NOABZ0ESTEAK.

[ MponycTuTe 3TOT War NP9 CASIYLEM SarycKe

[nA NpogonkeHa HaskeuTe kHonky ' Oanes’

< Hazan Danee » OTrena
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[na oTkNoYeHMs BbiBOJAa NeEpPBOro okHa Macrepa co3paHua ceptudmkara
nonb3oBaTenNs yCTaHOBUTE «ranky» MponycTUTb 3TOT wWar npu cieayloweM 3anycke

7. B okHe MCTOYHMK 3anpoca Ha cepTudmkaT yCTaHOBUTE NMepektovaTesb B
nosnoxeHne FeHepawuua HOBOro 3anpoca Ha cepTUdUKaT 1 HaXMUTe KHOMKy [lanee

PucyHok 8. OkHO UCTOYHMK 3anpoca Ha cepTudukart

MacTep Co3 A aHWA CepTUhHMKATa NoNbL30EaTENsA

McTouHME sanpoca Ha CEPTHOMOMEAT
BriGepuTe cnocof NOAYYEHWA SaNpoca Ha CepTHDKEAT

BLIGEpMTE UCTONHME 3aNp0Ca HA CEpTHRMEAT M HamkmWTE KHonky ' Hanee''.

{* TeHepalMA HOBOro Sanpoca Ha CEpTHgMEaT:

BrISepuTE 3TOT NApaMETR, BCAM #EN3ETE CrEHEPHPOESTE NARY KADYEN W
CO30ETE SANPOC HA CERTHEMKAT 007 HOBOMD OTEDETOMD KAKYa.

{~ YTeHWe 3anpoca Ha CepTHEMKAT WE Palina

BrISepMTE 3TOT NApatETR, BCAM HENAETE ESATE CULLECTEYILW A SaNpoc Ha
CENTHRMEAT MS $aling, NPSl0CTAENEHHOMD NONES0EATE NS,

[nA NpogonkeHHa HaskmuTe EHonky ' Oanee’’,

£ Hazan Danee » OTrena

8. OTkpoeTcs okHO MapameTpbl KJKOUYa, B KOTOPOM Bbibepnte He06XoaNMBbI
KpuMnTOonpoBanaep U yCctaHoBuUTe/CHUMUTE «ranky» MOMeTUTb KJII0UM KakK
aKcnopTupyemble. Haxmmnte kKHonky fanee
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PucyHok 9. YcTaHOBKa napamMeTpoB reHepauunmn Kir4a

MacTep Co34aHWA CepTHdHKATa NoNL30EaTENA

MNapamerpus KEmova
HCTaHOBMTE NaparETpkl Kn4a

BriGepuTe KpHMATONPOESRLED MS NPHEEAEHHOND CAMCKE, HEa#HTe TREaYErBIN
[AZMED KADYE W 3FOpHTH HELUMPOBaHHA.

C5P

IEr_I,Iptn:n-F'rn:- GOST R 34.10-2001 Cryptographic Service Provider j
Pasriep knoya Mu 512

|51 z j Mako: 512

A ArOpuTH $EILMPOESHKA

[GOST R 34.11.94 =]

[T BEAMMMTE YCHAEHHUK 3aLIMTY SaKpbToro Ky

[+ TlorMETHTE KAKMM KAk 3 KCNopTHRYEMBIE

JnA npogonkeHHA HaskkuTe kHomky ' danes’’,

¢ Hasan, Danee » OTtreHa

(W)

YcTtaHoBKka nepekntoyaTtens MoMeTUTb KJII0UYM KaK SKCNopTUpyeMble
NMO3BOSINT B AaibHENLIEM NOb30BaTE/0 CKOMMPOBATb 3aKPbITbI K/HOY Ha MHOW HOCUTESb.
CHATMe 37Toro diara NpMBOAMT K HEBO3MOXHOCTU KOMMPOBAHMS KJIHOUYEBOIro KOHTenHepa
wTaTHbIMK cpeacTBamm CK3U 1 onepaunoHHON cuctemel. MNMepekntoyvatesb BKAKOUNTD
YCWIEHHYIO 3allMTYy KJIl04a NPMMEHSeTCs K 3aKpbITbiM Kto4aM, chOpMMPOBAHHbBIM
npeayCcTaHOB/IEHHbIMM B CUCTEME KPUNTOMpoBanaepamMmm MHOCTPAHHOIO NMPoOM3BOACTBA
(Hanpumep, Microsoft Base Cryptographic Provider).

9. B okHe BBoa nHdopmauumn o cepTtucpmkare nonb3oBarens soibepurte
HeobxoanMmbIn WwabnoH ceptudmkarta. LabnoH cepTudukaTa coaepxut obnactu
NCNOAb30BaHUS K/toya, KoTopble TpebyeTcs 3aHecTn B cepTudumkar. Boibop ykasaHHOro
wabsioHa OCYLECTB/ISIETCSA B COOTBETCTBMU C NONOXEHUSAMU PernamMeHTa YaocroBepstowero
LeHTpa M Ha OCHOBaHMM NOAAHHOIO 3asBNEHUSA HA U3rOTOBJIEHME cepTUdMKATa Kitoua
noanucu. MNocne Bbibopa Heobxoanmoro wabnoHa cepTudumnkata HaxXmMmUTe KHoMnky Aanee

13
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PucyHok 10. Bbi6op wabnoHa ceptudmkara

MacTep Co34aHWA CepTHdHKATa NoNL30EaTENA

Beon HHPOpMAIlHK 0 CEPTHPHEATE NOAbL30BATENA
Hramume NapardeTpel 3a3NP0ca Ha CePTURMEST NONBS0ESTENA.

BblﬁEDHTE THN FANPOCGA HA CERTHPMEAT NONbS0ESTENA. E'_-I.IJ.bTE EHWMAT ENBHBI, TN
SANpoca oNpedendsT NPaEd NoONES0EITENA B CHCTERE,

Tun sanpoca Ha CEpTHEMEAT

JnA npogonkeHHA HaskkuTe kHomky ' danes’’,

¢ Hasan, Danee » OTtreHa

OnucaHHasa npoueaypa TpebyeT oT nnua, OCYLEeCTBASOWEr0 N3roTOB/IEHNE
cepTudmKaTa Kto4a NOAMNMUCU, NOBbILWEHHOro0 BHMMaHMS, NOCKOJbKY AaHHble, coaepXxalimecs
B WabnioHe cepTudmnkaTa onpeaensitoT OTHOLWEHWUS, NPU OCYLLECTBIEHMN KOTOPbIX
3NEKTPOHHbIA AOKYMEHT C 3N1IEKTPOHHOM LUNpPOBON NoaAnncblo 6yaeT UMETb opuanyeckoe
3Ha4yeHue, n owmnbka, gonyleHHas Ha AaHHOM 3Tarne, MOXET NPUBECTM K HadeNeHuto
Nnosib30BaTesNs AOMNOJHUTENIbHLIMY NpPaBaMu U MPUBUAETNAMN (K HENETMTUMHOMY MOBbILLEHWUIO
ero craTtyca).

10. OcyuwecTBuTe reHepaumio 3aKpbITOro Kjtoya Ha UCMOIb3YEMbIN KTHOYEBOM HOCUTESb
(Hanpumep, Ouckety 3,5” nnn eToken) n dopmmpoBaHue 3anpoca Ha cepTudmKkaT Kar4a
noanucwu. MNocne ocyLecTBNeHNS yKa3aHHbIX AeNCcTBUiA B OkHe NMpocMoOTp 3anpoca Ha
cepTudmkaT nposepbTe NPaBUIIbHOCTb YKa3aHHbIX MAEHTUMUKALNMOHHbBIX AaHHbIX (none
Cy6bekT) 1 obnactein ncnonb3osaHmsa kno4va (none Ucnonb3oBaHue kawoua). MNpu
Heob6x0AMMOCTU BBeAUTE AOMONHUTENbHYIO CMPAaBOYHYO MHMOPMaLMIO O 3anpoce N HaxXMuTe
KHoMNky Aanee

(W

Haxxatne kHonkn COXpaHUTb MO3BOJISET COXPaHUTb CDOPMUPOBAHHDbIN
3anpoc Ha ceptudmkaT B daine ¢gopmata PKCS#10

14
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PucyHok 11. NMpocMmoTp 3anpoca Ha cepTtudmkar

MacTep Co34aHWA CepTHdHKATa NoNL30EaTENA

MNpocwMoTp 3anpoca Ha CEPTUdHKEaT

MpoCHOTEMTE BRISPAHHEIN S3NP0C HA CERTHEMKAT W YABOHTECE, YTO 3TO SaNPOC Ha
CERTHDMEAT NONB306ST A,

CyteekT: 1.2.840.11:35459.1 9.1 =ivanoy @creptoproo, 2.5.4.6=R1U,
25 4 8=Mockea, 254 7=Mocrea. 254.10=000 EPUNTO-NPO,

Menonezoeadke  [Nonezoearene L eHTpa Pervctpaud [1.2.643.2.2.34 5]
K.NHOME: [poEEpKa NOAAMHHOCTH KakeHTa [1.3.6.1.557 3.2

Orepemei Kooy TOCT P 34.10-2001

0440 3404 8532 DCFO £433 2410 3218 4DES 5643 4661 7FED 53CE
1780 B5BF 9377 EFEC 90CE B297 9540 2E4E 22804 FAOA 2209 34C3

Hna CO#PAHEHMA COZAAHHOND 3aNPOCA B Pain HaKMUTE CoMpaHMTE. . |
tHoMky 'Coxpanure".

.D.DI'ID.I'IHIrﬂ'E.I'IbHaH HH¢'EI|:IMEILLHF|:
2l

[

JnA npogonkeHHA HaskkuTe kHomky ' danes’’,

¢ Hasan, Danee » | OTtreHa |

11. OTkpoeTcs OKHO YcTaHOBKa ceptudmkarTa nonb3oBartens, hHdopmupytouwee o6
YCNELWHOM U3roToBNEHUN cepTUdUKaTa Kstoda noanmcm n no3BonstoLlee:

e OCYLLeCTBMTb MPOCMOTP U3rOTOBIEHHOro cepTudunkarta, HaxxaTMeM KHOMKM
MpocMmoTp...

e COXpaHUTb U3rOTOBMEHHbLIN cepTudmkaT B Buae darna popmata PKCS#7, HaxaTuem
KHOMKN COXpaHUTb...

e YCTAHOBMWTb M3roTOBJIEHHbIN CepTUMUKAT B KOHTENHEP CEKPETHOro K/itoya
(ocyuwiecTBNseTCA YCTaHOBKOM COOTBETCTBYIOLLErro nepekaydarens)

e YCTaHOBUTb cepTuduKaTt B XpaHunumuie (OCyLLeCcTBSETCS YCTaHOBKOM
COOTBETCTBYIOLLEro NnepeksyaTens)

e aBTOMATU4YECKM NOATBEPAUTb 3anpoc (OCYLLECTBASIETCA YCTaHOBKOWM
COOTBETCTBYIOLLErO NepeKktoyaTens)

OcyllecTBUTE YCTAHOBKY nepeksoyaTesnein, npousseamte Heob6XoanMble AENCTBUSA U
HaXMuUTe KHonky Odanee.

KoHKpeTHas CTpyKTypa K/to4eBoro Hocutens, GopMmpyemMoro npu
perncrpauuu nonb3oBaTtens, onpeaensercsa PernameHToM YA0CTOBEPSAOLWEro LeHTpa.
PekoMeHayeTCs Ha KJIKOYEBOM HOCUTEb MOMMMO COBCTBEHHO KOHTEMHEpPa CEKPETHOro Kio4a
3anucbiBaTb Gain n3rotoBneHHoro ceptudunkarta kada nognucn (KHonka CoxpaHuTb...) 1
AOMOSIHUTENbHO COXPaHATb CepTUdMKAT Ktova NOAMUCU B KOHTEMHEp CEKPETHOro Kito4a
(ycTaHoBKa ¢nara YCTaHOBUTb cepTuUdUKaT B KOHTEMHEP CEKPETHOIO KJIO4aA).

Bbibop nepekntoyatens YCTaHOBUTb cepTUdUKAT B XPaHUAMLLE NPUBOAUT K
WMHCTaNNsUMM M3aaHHoro ceptudumkarta B Xxpanmnunwe Ceptudpukarbl/TeKywmmn
nosnb3oBartesib/Apyrne nonb3oBartenm Ha NMN2BM APM agmmnHucTtpatopa LP.
Ncnonb3oBaHWe fgaHHOro nepekawvatens yaobHo ans opraHm3aumm 3almeHHOoro
no4ToBoro obMeHa mMexay NMpuUBMAErMpoBaHHbIM NOSb30BaTENEM M NONb30BaATENSAMU
YpocrtoBepsiowero ueHTpa (HanpuMmep, € MCNOb30BaHWUEM MOYTOBbLIX KIMEHTOB Microsoft
Outlook, Microsoft Outlook Express)

15



XKTAM.00035-01 90 07.Kpuntollpo YU. APM agMunHuctpatopa LP. NpakTuueckas
peanusaums pernaMmeHTHbIX npoueayp

Bbi6op nepekntovatens ABToMaTUHYECKM NOATBEPAUTb 3anpocC yCTaHaBNMBaeT
CTaTyC AaHHOro 3anpoca B COCTOSIHWE 3aBepLueH 1 He TpebyeT NoATBEPXKAEHUS
nosb30BaTesleM YCTaHOBKU M3FOTOBIEHHOrO cepTudumnkaTta Ha cesoen MNMIBM. MNoaTeepxaeHne
nonb30BaTeNleM YCTaHOBKU OCYLLECTBNAETCHA C ucnosb3osaHnem APM
3aperncTpMpoBaHHOIO NoJib3oBaTesns, aBnasowerocs web-npmunoxernuem LeHTpa
Perncrpauum Yaocrtosepsiowero ueHTpa, u Tpebyet obs3aTenlbHOro ceTeBoro CoOeAnHeEHUs
mexay NM3BM nonb3oBatens v LleHTpoMm Pernctpauumn. PekoMeHAYyeTCsl UCMOb30BaTh
YKa3aHHbI nepekntoyaTenb B C/ly4ae aBTOHOMHOIO pyHKLUMOHUPOBaHUSA YA0CTOBEpPSOLEro
LeHTpa.

PucyHok 12. OkHO YcTaHOBKa cepTtucdukaTta nosb3oBartens

MacTep Co3 A aHWA CepTUdHKaTa NonsL30EaTEns

YcraHoeka CEpPTHPHEATa NoOAL3IDBATENA

MpoCrOTEMTE BRIGAHHEIN CEOTWMLKET, CONPAHMTE M YcTaHoBMTE ero. [p9 yocTaHoBke
CEPTHRMESTS OH GY0ET FaNMCaH B KOHTERHED CEKPETHOMD KH4a.

CepTUUEST Mo Ballery sanpocy BeidaH Ll eHTpor CepTidueauny. [0 npocoTpa aToro

CERTHPUEATa Hamb|Te kHonky 'Tpocrorp... ",
MNpocroTp... |

v YeTaHoEMTE CRpTUEMHEAT B KOHTEAHED CRKpETHOMD KIKYa

[T YeTaHoBWTE CEpTHOMEAT B XpaHHIHLLE

[~ AETOMATHYECKM NOGTEEQOMTE 3aANpoc
JnA co¥paHeHA BRINYWEHHOMD CEpTUOMEATa NONk30BATENA B CospanuTs... |
halin HasruTe KHonky "CoxpanuTe",

[nA NpogonkeHa HaskkuTe kHonky ' Oanee’’,

< Hazan Danee » | OTrena |

12. OkHo CoxpaHeHMe LeNnOYKM cepTU(PMKaATOB LLeHTpa cepTuhmKaumm nossonseT
COXpaHWUTb BCe cepTudunKaTbl n3gatenen U CNMCKMU OTO3BaHHbIX CepTUPMKATOB,
obecneumBalLmMe NpoOBEPKY CTaTyca cepTUPUKATOB, M3A4aHHbIX YAOCTOBEPSIOWMM LLEHTPOM.
YcTraHoBuTe nepekntvaten CoxpaHUTb Leno4vky ceptudpukaros LleHTpa
Ceptucdmkaumm v BknrouaTtb B pesynbraTt cooTBeTcTBYlowme COC 1 BBeanTe nosHbIn
NyTb ANS pa3MeweHns yKasaHHbIX AaHHbIX. HaxxMuTe KHONKy [anee.
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PucyHok 13. CoxpaHeHMe Lenoykm ceptucpumkatos n CnMcka oToO3BaHHbIX
ceptncdmkaToB

MacTep Co3 A aHWA CepTUhHMKATa NoNbL30EaTENsA

CoxpaHeHue nenoykH ceptHpuraroe lledrpa CeprHpUEaHM

Heamure pacnonoxeH9e $alina 0na coXpaHeEHHA LENoYEM CepTMpMKaToE LLeHtpa
CERTHDMEALMM.

dror FMACTEQ MMEET AON0NHMTENEHYKD BEOSMOHOCTE COXPIHEHIA LEMOYE I
CEPTHPRHET ATOE LI.EHTIZIEI EEDTH¢HKEMHH 0NA Nepe0ayH e2 NONBS0EITENKD,
HaNpMriep, Ha QHCEETE, Ecnit Bel senaeTe BOCNoNe306aTECA 3TOM BOSMOMHOCTERD,
OTHETETE PAIK0K HHHE.

[v CoxpanuTe ueno4ky ceprudukaros L eHTpa CepmHauranmm
MraA thafina:

Ia: hzacer.p?b Dazop... |

P oprat Palina sanpoca

{* Paine & Bazebd-kogupoeke PECSH10 ¢ saronoskorm

" Painel & Bazebd-rogupoeke PECSH10 Sez saronoek.a

v BrnouaTte B pesyneTar cooTeeToTEYowme COCG

[nA NpogonkeHHa HaskmuTe EHonky ' Oanee’’,

¢ Haszan | Danee » OTrena

13. Tlocne ycrnewHoro ocyLlecTB/IEHNSA OMUCAHHbIX AENCTBUI OTKPOETCA OKHO,
nHdopMupytoLLlee 06 yCreLWHOM U3roTOBNEHMN cepTudmnkaTta. Haxmmnte kHonky FoTtoBO

PucyHok 14. 3aknounTtesnibHoe OKHO Macrtepa co3aaHmsa cepTudunkaTtoB

nosib3oBaTenen
Mamep MacTtep co3znaHuvsa cepTugukara
Mnone3oegartend
CO31aHunA
EDS.III.EIHHE CED‘I’H'IIIHKEIT-EI YocneuwHo 3ageplleHo.
ceptudumkara

InA 3akpeMUA MacTepa HaskKTE kHonkY T oToea’

< Hazan [omoen [OTteHa
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peanvsaumnsi pernaMmeHTHbIX npoueayp

14. B nesoi yactn okHa APM agmuHuctpartopa LP Boigenute y3en NMonb3oBatenu v B
NpaBoOM 4YacTU OKHa NPOBEpbTE HaNM4Me y4ETHON 3anmncu, COOTBETCTBYIOLLEN

3aperncTpMpoBaHHOMY MOIb30BaTENIO

PucyHok 15. Bbi6Op yueTHOM 3anUCHU 3aperMcTpupoBaHHOro noJib3oBarTens

:=:§ APM AAMWHWCTpaTOpa LUP ;IEIEI

3aNpOCEl HA PErMCTRAELHHD

3anpock! Ha CEpTHDHEAT

m 3anNpockl Ha OT3LIE

[P CepThinkaTel

----- ﬁ Mane30EaTENM

@ MypHan

EI--E UeHTp PErHcTRalmH - Fav.cp.ru

E LLeHTp cepTHbHK ALK

3aNpOCEl HA PErMCTRAELHHD

3anpock! Ha CEpTHDHEAT
F =

: NETES|
J,.;Leﬁu:TE:HE Ena J<1=-P|||@J'ﬁv
CTpYKTYPE I MoNE30EATENH
|:| KprnTo-Mpa ¥ & | | I nonezoEaTENA | DOWEE MMA | MNoaps:
El@ LPM aaMHHHCTRATOpa LLeHTpa PErHETRaLMK ﬁ 1 ARM Cper
EIE LeHTp PErHcTRAaLKM - Fav.cp.ru ﬁ 2 AR Adrnin
E UeHTp cepTHEHE ALK E 3 Z_ser_01

MEaHoE lEaH lBaHoOBEHY F.arm

jd | KT | 2

15. T[paBoOi KHOMKOM MbIWW BblAEINTE CO34aHHYIO0 YYETHYIO 3anncb U B KOHTEKCTHOM MEHIO
Bblbepute Bece 3apaun->lNokasarb->CepTtndunkarbl

PucyHok 16. OKHO NpocMoOTpa cepTu(dUKaToB BbiIGpaHHOro noJjib3oBarensa

:=:§ APM AAMWHWCTpaTOpa LUP ;IEIEI

; -5 ]
J JercTere  Bua J = =) | g | | | %

1D cepThiHEaTa | CEpHAHEIN HOMED | JaTa BCTYNNEHHA B CHY | faTa oKoHY4aHKA AEHCTEHA | A:
@4 290E5CA4000000000038  24,02.2004 14:56:00 24.02,2005 14:45:00 24

16. BblAennTe U3roTOBJMIEHHbIN cepTUdMKAT KtoYa NoANUCU ABOMHBLIM HaXaTUeM NeBOW
KHOMKM MbILIW M NPOCMOTPUTE €ro B CTaHAapTHOM OKHe NMpocMoTpa cepTudurkaToB
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PucyHok 17. CtraHaapTHOe OKHO npocMoTpa ceptudmkara nosnb3oBaTens

DB HE |C|:||:TaB I My TE CEpTHEHEAUHH I

O

=-1 CeeaeHwA o cepTudvKaTe

IToT ceprrduKaT:

*TOATEEDH AET ¥ AANEHHOMY KOMIBHTEDY MAEHTHDMKALHHD
BaLUErD KOMNEHITERS

*3alHWLEET CO0BULEHMA 3NEKTPOHHOR NOYTE
#[lonez0eatene UeHTpa PervcTpaukq

KoMy BelgaH: FeaHos Mead MEaHoEHY

KeM Bb1gaH: Fay2004 Ca

AeWcTEMTENEH © 27.02.2004 no 27.02.2005

W CTAHOEMTE cepTHd:uHKaT...§| ZJAABNEHHE NOCTABLLHKS |

1.2.1.2. Perncrpauus nonb3oBatenemn B LLeHTPasM30BaHHOM pexume C
reHepaumen KJtoyen caMmMm Nosb30BaTeNeM

OnucaHme npouecca permcrpaumm nosb3oBaTtens B LeHTPasIM30BaHHOM pexuMe C
reHepaumen KJtoyen caMmMm Nonb30oBaTeNEM:

1. ®opmMmumpoBaHue nosib3oBaTesieM 3anpoca Ha cepTudmKaT OCyLEeCcTBNSETCS C
NCNONAb30BaHWEM cneunanbHO pa3pabaTbiBaeMoro nporpaMMHoro obecneyeHus,
OCYLECTBASAOLWEro BbINOJIHEHNE CNeayoWwmnX GyHKUNA:

e [eHepaums 3aKpbITOro M OTKPbLITOrO K/toua NoAnucu;

e ®dopMuUpoOBaHMe 3anpoca Ha cepTuduKaT K4ya NoAnucKu;

e ®opmMmupoBaHme 61aHKa 3anpoca Ha cepTudukaT Koya nognmcu;

e YCTaHOBKa M3roTOBJIEHHOro cepTuduKaTa K/toda noanmcum

Onsa narotoBneHmnsa ceptudunkarta Ka4a nognnucu nosb3oBaTeslb NpeaocraBaseT dann

3anpoca Ha cepTudukar katoya nognmcm popmata PKCS#10 n yctaHOBNEHHbIM 06pa3oM
odopMeHHbI 61aHK 3anpoca Ha cepTUdmMKaT KaK4a noanucu.
2. 3aHeceHMe naeHTUMUKaALMOHHbIX AAaHHbIX MOoSib30BaTeNs B PeecTp 3aperncTtpmMpoBaHHbIX
rnoJsib3oBaTteneln YAoCToBePSIOWEro LeHTpa OCyLeCcTBAsSeTCs aHanormMyHo npoueaype,

ONMcaHHOM B NyHKTax 1-5 pasgena 17.2.1.1 «Perncrpaumsa nonb3oBaTtens B
LLEHTpPasIM30BAHHOM pEXWUME C reHepaunen KaodYen B YA0CTOBEPSAIOWEM LEHTpe»
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3. TMocne 3anycka Macrtepa co3paaHma cepTudukaTta B OTKPbIBLUEMCH OKHE HaXXMUTE
KHOMKy Aanee

PucyHok 18. NepBoe okHO MacTepa co3aaHua cepTudukarta nosib3oBartens

MacTep Co3AaHWA CepTHhHKaTa NoNb30BaTEnA

Macrep MacTep coznaHva cepTugukarta

none3oeartend
CO3aHuA
cepT“d)HKaTa 3T0T MACTER NOMOTEET BEILATE HOERIA CRPTHERME AT

SAPErHWCT PHPOEAHHORY NONEZ0ESTENKD,

[ MponycruTe aToT War NpM CASAYMLLEM SanYcke

[na npogon#eHida Hasmume kHoney ' danee"

< Hazan Hanee » OrtreHa

[na oTKNouYeHns BbIBOZa NepBoro okHa Macrepa co3paHua ceptudumkara
noJib30BaTeNA YCTaHOBUTE «rasiky» MponycTUTb 3TOT WIAr Npuv cnegyroueM 3anycke

4. B oTKpbiBLIEMCS OKHE MCTOUYHMK 3anpoca Ha cepTudukar BbibepuTe nepeknvaTtens
YTeHune 3anpoca Ha ceptudumkaTt us c¢anna, sBeamte numa daiina, coaepiallero 3anpoc
Ha cepTUdUKAT K/toYa MOAMUCKU, N HAXMUTE KHOMKY [lanee
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PucyHok 19. Bbi6op B KauecTBe UCTOUYHMKA 3anpoca Ha ceptudukar ¢panna
PKCS#10

MacTep Co3 4 aHWA CepTUhHMKATa NoNbL30EaTENs

McTouHME sanpoca Ha CEPTHOMOMEAT
BriGepuTe cnocof NOAYYEHWA SaNpoca Ha CepTHDKEAT

BLIGEpMTE UCTONHME 3aNp0Ca HA CEpTHRMEAT M HamkmWTE KHonky ' Hanee''.

" [eHEQAUMA HOBOMD SANpOCa HA CRpTHEMKaT

BrISepuTE 3TOT NApaMETR, BCAM #EN3ETE CrEHEPHPOESTE NARY KADYEN W
CO30ETE SANPOC HA CERTHEMKAT 007 HOBOMD OTEDETOMD KAKYa.

{* YTeHWe 3anpoca Ha CepTHEMKAT WE Palina

BrISepMTE 3TOT NApatETR, BCAM HENAETE ESATE CULLECTEYILW A SaNpoc Ha
CENTHRMEAT MS $aling, NPSl0CTAENEHHOMD NONES0EATE NS,

MraA pakina:

[ C:Mhvanov. pl0 O6sop... |

[nA NpogonkeHHa HaskmuTe EHonky ' Oanee’’,

£ Hazan | Danee » | OTrena |

5. B okHe MpocMOTp 3anpoca Ha cepTUdUKaAT BHMMATENbHO NMPOBEPbTE UAEHTUYHOCTb
JlaHHbIX, YKa3aHHbIX B nonsax Cy6bekT, Mcnonb3oBaHue Knaro4va, OTKPbITbIN KJIIOY
[laHHbIM, coAepXallMMca B NpeaoCTaB/ieHHOM 6/1aHKe 3anpoca Ha cepTudukat. Tonbko B
CNyyae MNoJIHOTrO COBMAaAEHUS 3TUX AaHHbIX HAaXXMUTE KHOMKY [anee

PucyHok 20. OKHO NpoCcMOTpa 3anpoca Ha cepTucdpukar

MacTep Co3 A aHWA CepTUdHKaTa NonsL30EaTEns

MNpocwMoTp 3anpoca Ha CepTUdMEAT

MpoCrOTEUTE BRISPAHHEIN SENP0C HA CERTHMMOMEAT M YABOMTECE, YTO 3TO SaNPOC Ha
CEQTHRMEST NOE30BSTENA,

CyteekT: 1.2.840.113549.1 9.1 =ivanov@cyptoproou, 2.5.4.6=RU, 25 4.10=000
FPUNTOMPO, 2.5.4.3=Heanoe Mean Heanosu

WecnonezoeaHue  [poeepka nogauHHoCTH KakedTa [1.3.6.1.55.7.3.2]
F.NHOME: JalMieHHanA 3 nekTpoHHaA novta [1.3.6.1.5.5.7.3.4]

Orepemeid kaioy: TOCT P 34.10-2001

0440 8337 6¥EE B433 BAFD 7FCS 470 3467 0561 5BA3 DS3E 47F2
6724 533C 5090 A73F CICI E4BC C3AC 1244 4453 2001 COEZ 74FE

Ona COXDAHEHUA COSAARHOND 3AMPOCA B BaiN HAKMUTE CoMpaHMTS. |
kHoMkY 'Coxpanure".

HonoaHKTENEHaA HHPOPFASLWLMA

-
[

[nA NpogonkeHa HaskkuTe kHonky ' Oanee’’,

< Hazan, Danee » | OTrena |
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OnucaHHasa npoueaypa TpebyeT oT nnua, OCyLLEeCTBASOLWEr0 U3roToBEHNE
cepTudmkaTa Ko4da NoAnmMcu, NOBbILLEHHORO BHMMaHUSA, MOCKOSbKY AaHHble, cogepalimecs
B nosie Mcnonb3oBaHMeE KJIKOUA ONpeaensitoT OTHOLWEHMWS, NMPU OCYLLECTBIEHNM KOTOPbIX
3NEKTPOHHbIA AOKYMEHT C 3N1IEKTPOHHOM LUNpPOBON Noanncbto 6yaeT MMeTb opuanyeckoe
3HayeHue, n owmnbka, AONYyLLEHHAs HA AAHHOM 3Tane, MOXET NPMBECTU K HaAe/leHMUto
nonb3oBaTtesia AONOJIHUTE/IbHBIMU NMpaBaMn N NpUBUNETrNAMA (K HENErMTMMHOMY NMOBbILWLEHNIO
ero crartyca).

6. OTKpoeTcs OKHO YCTaHOBKa cepTudmKaTta nosib3oBarens, nHbopMmupytollee 06
YCMeLwHOM U3roToB/IEHMM cepTudmKaTa Kar4da noarnucy n no3eonsiollee:

e OCYLECTBUTb MPOCMOTP U3rOTOBNEHHOrO cepTudmKaTa, HaXaTMeM KHOMKM
MpocmMoTp...

e COXPaHMUTb M3roTOBNEHHbI cepTudmKkaT B Buae danna dopmata PKCS#7, HaxaTnem
KHOMKM COXpaHUTb...

e YCTaHOBUTb cepTuduKaTt B XxpaHunuuie (OCyLLeCcTBSEeTCS YCTaHOBKOM
COOTBETCTBYHOLLErO Nepekstoyartens)

e aBTOMATUYECKW MOATBEPAMTL 3anpoc (OCYyLLEeCTBAAETCA YCTAaHOBKOW
COOTBETCTBYHOLLErrO NepekstoyaTens)

OcyliecTBnTe YCTAHOBKY NepekstovaTenen, nponsseante Heobxoanmbie 4eNCTBUSA U
HaXXMuTe KHonky fdanee

MopsiAOK NpenocTaBNeHUs NOJIb30BaTEO M3FOTOBIEHHOIO cepTudukarta
Kfto4Ya noanucu onpepensetcs PernaMeHToM YgoctoBepsitowero ueHTpa. B cnydae
npeaocTaB/ieHNs MoNb30BaTeNto cepTMdUKaTta Ha CMEHHOM MarHUTHOM HocuTene yaobHo
BOCMOJ1b30BaTbCst KHOMNKON COXPaHWUTb... 4aHHOIO OKHa, N COXPaHUTb U34aHHbIN
cepTudunKaT Ha yYKa3aHHbIN MarHUTHbIN HOCUTENb.

Bbibop nepekntoyatens YCTaHOBUTb cepTUdUKAT B XPaHUAMLLE NPUBOANUT K
WMHCTaNNsiuUMM M3aaHHoro ceptudukata B Xpanmnunwe Ceptudpukarbl/TeKywmn
nonb3oBartesib/[Apyrne nonb3oBartenu Ha N2BM APM AgMmuHucrtpartopa LP.
Mcnonb3oBaHue AAHHOro nepeknkyartensd Yﬂ,06H0 Ana opraHndaunm 3allueHHoro
no4YToBOro obMeHa Mexay NMpUBUNErMpoBaHHbIM NOSIb30BaTENEM M NONb30BaATENSIMU
YaoctoBepstowero ueHTpa (Hanpmmep, € UCMOJ1Ib30BaHMEM MOYTOBbIX KIMEHTOB Microsoft
Outlook, Microsoft Outlook Express)

Bblbop nepekntoyatens ABToMaTUM4eCKM NoaTBEepAuTb 3anpoc yCTaHaBIMBaET
CcTaTyC AaHHOro 3anpoca B COCTOsSiHMe 3aBeplueH 1 He TpebyeT NoATBepXAeHUS
noJsib30BaTeNEM YCTAaHOBKM M3rOTOBJ/IEHHOrO ceptudukaTta Ha cesoei MNIBM. MoaresepxaeHne
rnosib3oBaTesieM YCTaHOBKW OCYLLECTBASETCS C UCrnosibsosaHmeM APM 3aperMcTtpmpoBaHHOro
nonb3oBaTens, sBasoweroca web-npunoxeHuem LleHTpa Perncrpaunm Yaoctosepstowero
LeHTpa, n TpebyeT obsa3aTenbHOro CeTeBOro coeanHeHus mexay N2BM nonb3oBaTens u
LleHTpoM Permnctpaummn. PekoMeHayeTcs NCNOAb30BaTh YKa3aHHbIN NepekftovaTesib B cnyyae
aBTOHOMHOIo YHKLMOHNPOBaHNSA YOOCTOBEPSAIOLLEro LieHTpa.
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PucyHok 21. OKHO YCTaHOBKM cepTudmkaTa nonb3osartens

MacTep Co34aHWA CepTHdHKATa NoNL30EaTENA

Ycravoeka CEPTHPHEATa NoAbL3DBaTEnA

MpOCHOTEMTE BRIGAHHEIN CEQTHgMKAT, COXPAHMTE M yoTaHOBMTE ero. [pu9 yocTaHoBke
CEpTURMEATA OH Yl eT 3aNUcaH B KOHTEHHED CeKpETHOMD KKHa.

CepTHRUEST Mo Ballety Sanpocy BeilaH Ll eHTpora CepTrdukauny. JnA npoctoTpa aToro

MpocroTp... |

CERTHRUEATa Hasba9Te kHonky 'Tpocrorp... "

[T YeraHosime CEpTUEHEET B ROHTERHER CEREETHOMD KaHa

[T YeTaHoBUTE CERTHOMEAT B XpaHMIHLLE

[T ABTOMATUMECKM NOATEEQAMTE SaMpoc

J1nA COXPAHEHWA BEINYWEHHOMD CEPTHEMEATS NONES0BATENA B COMpaHITE... |
halin HasruTe KHonky "CoxpaHuTe'.

JnA npogonkeHHA HaskkuTe kHomky ' danes’’,

< Hasan Danee » | OTtreHa |

7. OkHo CoxpaHeHMe Leno4vyku ceptumkaTtoB LLeHTpa cepTudumkKaymm no3sonsier
COXpaHUTb BCe cepTudmMKaTbl n3gaTesien n CNMCKN OTO3BaHHbIX CEPTU(UKATOB,

obecneynBaloLLMe NPOBEPKY CTATyCca CEPTUDUKATOB, U3JaHHbIX YAOCTOBEPAIOLIUM LEHTPOM.

YcTtaHoBuTe nepekntoyatenn CoxpaHmTb 4enodky ceptmpukartoB LleHTpa

Ceptudukauum v Bknarouatb B pe3ysibTat cooTBeTcTBYlowme COC v BBeanTe MOSHbIN

NyTb ANA pa3MeLleHns yKa3aHHbIX AaHHbIX. HaxMute kHonky [anee.
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PucyHok 22. OKHO coxpaHeHUs Lenoykm ceptudpukartos n Cnucka
OTO3BaHHbIX cepTUudUKaToB

MacTep Co3 A aHWA CepTUhHMKATa NoNbL30EaTENsA

CoxpaHeHue nenoykH ceptHpuraroe lledrpa CeprHpUEaHM

Heamure pacnonoxeH9e $alina 0na coXpaHeEHHA LENoYEM CepTMpMKaToE LLeHtpa
CERTHDMEALMM.

dror FMACTEQ MMEET AON0NHMTENEHYKD BEOSMOHOCTE COXPIHEHIA LEMOYE I
CEPTHPRHET ATOE LI.EHTIZIEI EEDTH¢HKEMHH 0NA Nepe0ayH e2 NONBS0EITENKD,
HaNpMriep, Ha QHCEETE, Ecnit Bel senaeTe BOCNoNe306aTECA 3TOM BOSMOMHOCTERD,
OTHETETE PAIK0K HHHE.

[v CoxpanuTe ueno4ky ceprudukaros L eHTpa CepmHauranmm
MraA thafina:

Ia: hzacer.p?b Dazop... |

P oprat Palina sanpoca
{* Paine & Bazebd-kogupoeke PECSH10 ¢ saronoskorm

" Painel & Bazebd-rogupoeke PECSH10 Sez saronoek.a

v BrnouaTte B pesyneTar cooTeeToTEYowme COCG

[nA NpogonkeHHa HaskmuTe EHonky ' Oanee’’,

¢ Haszan | Danee » OTrena

8. [llocne ycnewHoro ocyLecTBeHUs OnNnMcaHHbIX AENCTBUIA OTKPOETCS OKHO,
nHdbopmMmpytollee 06 ycnewHoM N3rotoBneHnn ceptudmkarta. Haxmure kHonky FoToBo

PucyHok 23. 3aknounTtesibHoe OKHO Mactepa co3aaHus cepTucgpukara

Mamep MacTtep co3znaHuvsa cepTugukara
none30Bartend

COo31aHuS

ceptudumkara

EDS.I].EHHE CEepTHPHEATA YycNeWHD 3aBepWeHo.

[nA sakpemua MacTepa Hasm9Te kHonky ''Totoeo',

< Hazan [oToen OrrieHa
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9. B nesoun yactn okHa APM agmuHucrparopa LP Boigenute y3en NMonb3oBatenu v B
NpaBoOM 4acTW OKHa NPOBEpbTE HaNM4une y4eTHON 3anmncu, COOTBETCTBYIOLLEN
3aperncTpmpoBaHHOMY MOJib30BaTes0

PucyHok 24. Bbi60p yuyeTHOM 3anNUCHU 3aperucTpupoBaHHOro noJib3oBarTens

=10l
; | =1 ]|
J,.;Leﬁu:TE:HE Ena J<1=-P|||@J'ﬁv
CTpYKTYPE I MoNE30EATENH
|:| KprnTo-Mpa ¥ & | | I nonezoEaTENA | DOWEE MMA | MNoaps:
El@ LPM aaMHHHCTRATOpa LLeHTpa PErHETRaLMK ﬁ 1 ARM Cper
EIE LeHTp PErHcTRAaLKM - Fav.cp.ru ﬁ 2 AR Adrnin
E UeHTp cepTHEHE ALK E 3 Z_ser_01

3aNpOCEl HA PErMCTRAELHHD

3anpock! Ha CEpTHDHEAT

m 3anNpockl Ha OT3LIE

[P CepThinkaTel

----- ﬁ Mane30EaTENM

@ MypHan

EI--E UeHTp PErHcTRalmH - Fav.cp.ru

E LLeHTp cepTHbHK ALK

3aNpOCEl HA PErMCTRAELHHD

3anpock! Ha CEpTHDHEAT
F =

[

F.arm

MEaHoE lEaH lBaHoOBEHY

i

10. NMpaBoi KHOMKOW MblWWN BblAeNNUTEe CO34aHHYI0 YYETHYIO 3annuCb U B KOHTEKCTHOM MEHI0
Bblbepute Bce 3apgaumn->lNokasarb->CepTtudunkarbl

PucyHok 25. OKHO NpOCMOTpa uspaHHbIX cepTuPunkKaTtoB
3aperncTpupoBaHHOrO noJsib3oBaTtens

£2 APM ApmuHMCTpaTopa LIP O] x|
; JEIES|
J JercTere  Bua J = =) | g | | | @

ID cepTHdHKaTA | EOHAHEIA HOMERD | AaTa BETYNNEHHA B CHAY | fAaTa 0KoHYaHHA AEHCTEMA | A:
@4 29028CA4000000000036 24,02,2004 14:36:00 24,02,2005 14:45:00 24
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11. BbiaennTte n3roToBneHHbIN CepTMCbMKaT Kto4a NoANMCKM ABOMHbBIM HaXKaTUeM NeBomn
KHOMKW MbIWK U MPOCMOTPUTE €ro B CTaHAApPTHOM OKHE NMPOCMOTpPa CepTVI(bVIKaTOB

PucyHok 26. CTaHnapTHoe OKHO NMpoCcMOTpa cemebm(a'ra nonb3oBaTens

Sl me |C|:||:TE|B | myre ceprrdiicam |

2l

O.,-..-gs..-

| Ceepenva o cepTrdmrare

IToT ceprudukaT:

EdlWero KoMAeHTERS

* 3AWMWLEET CO0OULEHMA 3NEKTPOHHOR NOYTE
*[lonez0EaTene UeHTpa PervcTpankH

*[0ATEEDHAIET Y ASNEHHOMY KOMNBHITEDY HABHTHOMEALHID

Komy Boipgan:  eaHos FeaH MEaHosk4

KeM Bkl aH: Fay2004 Ch

AeRcTEMTENEH © 27.02.2004 no 27.02.2005

Y CTAHOEMTE cepTHd:uHKaT...§| ZaABNEHHE NOCTABLHES |

1.2.1.3.

Haunbonee 4yacTo BCTpevalolmecs olWnbKN, BO3HMKAtoWME npu

perncTpaunm nosib3oBaTtensa B LLEHTPA/IM30BAHHOM peXuMe.

1.
noJsib3oBaTesia NnossnseTcs coobuieHume:

lMocne HaxaTunsa Ha KHoNky [lanee B okHe OKOH4YaHue perucrpauum
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PucyHok 27. Ounbka npu BbiNOJIHEHMU MeToAa
Regisration.CreateRequestByAdmin

APM AAMWHKWCTpaTOpa LIP

B Bpera BEINOAHEHKA ONEpaLHK NpoMSowWna owkeka. 108 nonyyeHHa
NOAPOAHON MHPOPRALMK Hask9Te kHoNKY ' Tlokazare nogpoSHoCTI .

JaKpeTE | << CEpBMTE NOAPOAHOCTI |
Horepe 2147220955 ]
MoTouHME: Regsterllzer
OncaH9e; MNpouzoWwna oWKGKa B0 EpErA 0OPAGOTEK SaNp0ca Ha PErWCTPALMID.

al |

OprruHaneHan owmdka; Number=-2147220991 Bource=FegistrationCenter Description="m

sl

APM AaMMHKWCTpaTopa LIP

B0 EperA BEINOAHEHKWA ONEpALMHK NPoOMSOLWNE owkEka. 108 nonyyeHHa
NOAPOAHOM MHPOPMELHK HaskWTe kHoNKY ' Tlokasare nogpoSHOCTH' .

JaKpETE | << CKpbMTE NOAPO&HOCTH |

X

123 HA PErMCTPAL I,

Kl

enter Dezcrption=locTyn sanpewed noaurueol UP. [Reagistration. CreateR equestB w.dmin]

=4

b

Y npuBunernposaHHoro nonb3osatens (Oneparopa win AgMMHUCTpaTopa),
MPOM3BOASILLENO perncTpaunto Noab3oBaTens B YA0CTOBEPSIOWEM LEeHTpe, HefOoCTaTOYHO

npas Ha BbinosHeHMe MeToaa Registration.CreateRequestByAdmin.

Ha LleHTpe Perncrpaummn Heo6xo0aMMO OCYLLECTBUTb HACTPONKY MOSUTUKMN
6e30MacHOCTM, NO3BOJISAIOLLYH OCYLIECTBATh BbINOJIHEHWE YKA3aHHOIrO MeToaa.

2. MNMocne HaxaTus Ha KHonky Jlanee B okHe OKOHYaHUe perncrpauum

noJsib3oBaTtesia nossnseTcs coobuieHme:
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PucyHok 28. Owumnbka npmu BoinosiHeHun Metoaa Registration.AcceptRequest

APM AaMMHKWCTpaTopa P ﬂ

Bo BpErA BRINONHEHKA ONEPALMM NPOKMZ0WNE owKGka. [0 nonyyeHus
MNOGPOSHOM MHPOPRAaLHK Hask|TE kHoMkY ' Tlokasate nogpoaHocTH .

JakpeTe | << CrpbTe NogpofHOCTH

Horep: 2147220957 =]
MoTouHME: Reqisterllzer
QnMcaHme:; Mpouzowna owKaka B0 BPErA NPMHATHA Z3NPOCa HE PErHMCTPALLMID.

OpriHaneHan awktka: Humber=-2147220997 Saurce=ReaqiztrationCenter Dezcription=om

o
1| | b

APM AnmuHucTpaTopa LIP ﬂ

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWNE OWKAKka, F108 nonyyeHua
NOGPOAHOA MHPOPRALHM Haskk|Te kHonkY 'Tlokasarte nogpofHocTy',

JaKpETE |

=)

| 3ANPOCa Ha PEFMCTRaLMI.
strationCenter D escription=JocTyn 3anpewed nonuTakoi P, [Fegistration AcceptB equest]

< e

Y npuBUNerMpoBaHHOro nonb3oartesns (Onepatopa uin AQMUHUCTpaTopa),
NpoOM3BOAALLErr0 perncTpaLmio nosb3oBaTens B YA0CTOBEPAIOLWEM LIEHTPe, HeA0CTaTOUuHO

npae Ha BbinosiHeHMe MeToaa Registration.AcceptRequest.

Ha LleHTpe Perncrpaumm Heob6xoanmMo OCyLLEeCTBUTb HACTPOMKY NOAUTUKHN
6e30MacHOCTM, NO3BOSIOLLYIO OCYLLECTB/ISATb BbIMNO/IHEHWE YKAa3aHHOIO MeToaa.

3. Mocne HaxaTua Ha KHonky [lanee B okHe NMpocMoOTp 3anpoca Ha cepTudmkar

nosiBAsieTcsa coobLieHmne
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PucyHok 29. Owumbka npu BbINOJIHEHMUN MeTOAA
CertRequest.SubmitFirstCertRequest

APM AAMWHKWCTpaTOpa LIP 5[

B Bpera BEINOAHEHKA ONEpaLHK NpoMSowWna owkeka. 108 nonyyeHHa
NOAPOAHON MHPOPRALMK Hask9Te kHoNKY ' Tlokazare nogpoSHoCTI .

JaKpeTE | << CEpBMTE NOAPOAHOCTI |
Horepe  -2147220954 ]
MoTouHME: YiewR equesthdoveM ext
OncaH9e; MNpouzoWwna oWKEK.a B0 BEperA OSPAGoTEM SaNp0ca Ha CEpTMRMKAT.

OpuruHaneHan owkdka: Humber=-2147220997 Source=CertRequest. SubmitFirstCernt R eque:

.
1| | b

APM AaMMHKWCTpaTopa LIP 5[

Q B0 EperA BEINOAHEHKWA ONEpALMHK NPoOMSOLWNE owkEka. 108 nonyyeHHa

NOAPOAHOM MHPOPMELHK HaskWTe kHoNKY ' Tlokasare nogpoSHOCTH' .

JaKpETE | << CKpbMTE NOAPO&HOCTH |

=4

1K ST
=R equest Dezcription=3Ta onepauka He MOXKET ObME BEINDAHEHA HA 3TOM CEPTHRUEATE.

< o

MpuBMnerMpoBaHHbIN Nosb3oBaTesnb (Onepatop win AGMUHUCTPATOp),
Npou3BOASILLUNIA pErncTpaunto Nonb3oBaTens B YA0CTOBEPSIOLWEM LIEHTPe, HE MMEET NpaB Ha
N3roTtoBsieHMe cepTudmrKaTa, cogepxawero o61acTn NCnosb30BaHUs, yKasaHHble B WabnoHe
Ha cepTudmkar.

Ha ueHTpe Permcrpauum ocywectsute HacTponky MNonutnkmn obpaboTtkun
HenoAnucaHHbIX 3anpocoB n gobasbTe HeobxoaMMbIe 06n1aCcTM NCNoNb3oBaHUA cepTudmkara.

4. Mocne HaxaTnsa KHonky [lanee B okHe UCTOUYHMK 3anpoca Ha cepTtudmkar, B
cnydae Bblbopa nepeknoyaTtenss UreHmne 3anpoca Ha ceptucdukar us daina nosBaseTcs
coobuieHue:
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PucyHok 30. Owmbka - 3anpoc NnpuHaanexuT ApPYromMy nosib3osartento

APM AaMMHKWCTpaTopa P ﬂ

Bo BpErA BRINONHEHKA ONEPALMM NPOKMZ0WNE owKGka. [0 nonyyeHus
MNOGPOSHOM MHPOPRAaLHK Hask|TE kHoMkY ' Tlokasate nogpoaHocTH .

JakpeTe | << CrpbTe NogpofHOCTH

Horep: 2147220985 =]
MoTouHME: GetR equestSrchd ovel ext
QnMcaHme:; 2anpoc HE MOKET BT MCNONEZ0ESH, Tk KaK NPMHA0NEHKMT Qpyrom

o
1| | b

APM AnmuHucTpaTopa LIP ﬂ

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWNE OWKAKka, F108 nonyyeHua
NOGPOAHOA MHPOPRALHM Haskk|Te kHonkY 'Tlokasarte nogpofHocTy',

JaKpETE |
20936 =]

GetRequestSrchd ovel ext
Janpoc He MOKET BbMe MCAOIE306aH, TaK Kak NPMHALNEHRMUT ApYrary Noib306aTEnm.

< e

NaoeHTudnKaumMoHHble AaHHblE NOIb30BaTENS, COAEPXKALLMECS B 3anpoce Ha
cepTudunKaT OTNMYHbI OT UAEHTUPUKALUNOHHbLIX AaHHbIX 3aPErMCTPUPOBAHHOIO
Nnosb30BaTesNsl, Ha UMSI KOTOPOro TpebyeTcsl M3roToBUTbL cepTudmkaTt (Hanpumep, BbibpaH
daiin, cogepxalinin 3anpoc Ha cepTudukaTt Apyroro nosib3oBartens), nmbo npum
dopmupoBaHum danna 3anpoca bbina gonyuweHa owmnbka (HanpmMmep, HapyLlleH
YCTaHOBNEHHbIN NOPSAOK C/iefoBaHMUS KOMMOHEHT UMEHU cybbekTa).

Mpw nosiBNneHnn coobuieHns 06 owmbke B CUCTEMHBIN XYPHaI NPUNOXEHNI
(Nyck/MNporpamMmmbl/ AgMuHUcTpupoBaHue/MpocmoTpCobbiTnin/XXypHan
Mpuno)xxeHuni) 3aHocuTcs noapobHas MHDOpPMaLUUs O BO3HUKLIEN CUTyauun, aHanmns
KOTOPOM MO3BONUT TOYHO OMpeAenuTb NPUYNHY OLINGKU.
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PucyHok 31. OkHo npocMoTpa XXypHana npuaoxxeHuin

o x]
J JdevicTere  Bua |J = o= | | |@
CTPYETYPa I M vpHanN NpHMAO#EHKHA 275 cofkITHA
@ MpocHoTR cofbiTHA (NoKaneHBE) Tvn | gara | Bpema | MicTounme [faa
MovpHAN NpHNO#EHHEA aOLUHEKa 24,02, 2004 172520 MS3 AP 0|
¥ypHan Ge30NacHOCTH aOLIJHﬁKEI 24.02.2004 17:25:20 M3SoAP e
4] MovpHan cHoTemed €3 Cwnbica 24,02, 2004 17:25:20 YERUMkime ar
@'}"BE.&DMHEHHH 24,02, 2004 172222 MSDTC Client .y
@'}"BE.&DMHEHHH 24,02, 2004 172222 MaDTC oy
QOLUHEKE 24.02.2004 17:12:00 MISOAR So¢
QOmHEKa 24.02.2004 17:12:00 MSSOAR e
QOLIJHEKEI 24,02, 2004 17:12:00 WERUREime oT
@'.‘-"EFE.H,DMHEHHH 24,02, 2004 1711132 Ma0TC .y
aOLIJHﬁKEI 24,0z, 2004 16:56:53 MISOAP S0i
@Omnﬁr{a 24.0z. 2004 16:56:53 MSSOAP el
eOmHEKa 24,02, 2004 16:56:53 WERuntime oT
@'}"BE.&DMHEHHH 24,02, 2004 16:56:53 WERuntime oT
@'}"BE.&DMHEHHH 24,02, 2004 16152133 MSDTC Client M
@'.‘-"BE.&DMHEHHH 24,02, 2004 16:52:33 MaDTZ M
QOmHEKa 24.02.2004 l6:42:07 MISOAR So¢
aOLIJHEKEI 24,0z, 2004 lai4z:07 MISOAP el
aOLIJHﬁKEI 24,02, 2004 1a:42:07 WERuntime oT

(E)veeqomnerka 24.02.2004  16:42:07 WERURtime

< |

o7 -
»
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PucyHok 32. OKHO NpOoCMOTpa ONUCaHUA npousoLwieaLwiero coébbiTusa

CofemuHe |

Hara: 24022004 HMeTodHue:  WBRuntime
Bpera: 16:56 K.areropua: OToyrcTeyeT
Turm: Yeegpornenus Koo (1D 1

ol

[MonezoBaTEns HeT gaHHB
K.ornemTER: F sty

Dnucarme:;

The B Application identified by the event source logged this Application
Fieqgiztration: Thread |10 3068 Logged:
He HalineH paspewata i ACE.

ID nonezoEaTend: 1

Wraa meToga: Begistration. AcceptRequest

MatHeie: %) Baimen ) Cooea

-

[

2k, OTreHa | I'IpHmE!HHTbl

1.2.2. Pernctpauus nonb3oBaTens B pacnpenesieHHoOM pexume

Perncrpaumnsa nonb3oBaTesnisi B pacnpenesieHHOM pexuMme ocyliecrsnasieTca 6es
o653aTenbHOro NpubbITUA perncTpupytowerocs namua (UK ero ynosiHOMOYEHHOro
npeacTaBUTENS) B YAOCTOBEPSIOWMIA LEHTP, 1 yAOOHA B C/ly4yae OTAA/IEHHOr0 PacrnofloXeHUs
rnonb3oBaTenen oT YAoCToBepsaowero ueHTpa (Hanpmmep, B pa3sHbix cybbekTax Poccuiickomn
denepaumn).

Perncrpauus nonb3oBatenen B pacrnpeneneHHOM pexXmnMe MOXET OCYLLECTBIATLCS:

e nocpeactsoM APM perucrpaumm nosib3oBaTesisi, NpenoCcTaB/isieMoro
YaocToBepsowmMM LeHTPOM U Tpebyrollero HenocpeacTBEHHOM CBA3W NoJsib3oBaTens C
LleHTpom perncrtpauunm (Hanpumep, C UCMoJib30BaHMeM ceTu obLiero nonb3oBaHms
Internet)

e Ha OCHOBe 3anpoca Ha cepTuduKaT KJtoya nognmcm B Buae danna, B ciydae
aBTOHOMHOI0 YHKLUMOHNUPOBaHMNSA YA0CTOBEPSIIOLLErO LEeHTpa UM NpU OTCYTCTBUM
JIMHMI CBA3KM noJsib3oBaTesnel ¢ LleHTpoM permcrpaumu.

Mpouenypa perncrpaumu B YA0CTOBEPSAIOLWEM LIEHTPe COCTOUT U3 ABYX 3TamnoB:
3aHeceHne AeHTUPUKaLMoHHOM nHpopMaLunm perucTpupyowerocsl nua B peecrtp
rnosib3oBaTtesiert YA0CTOBEPSAIOLWEro LEHTPA U U3roTOBJIEHME NepBOro ceptTudmkaTa Ko4a
noAanucu.

Perncrtpauus nonb3oBaTens OCyLLECTB/SETCS Ha OCHOBE 3anpoca Ha perncrpaumio,
nepenaHHoOro B anekTpoHHoM Buae (1mbo npm nomowm APM perucrpaunm nosib3oBatens,
nmnbo Ha ocHoBe ¢anna 3anpoca Ha cepTuduKaT Kaya NoANUCKU, NpeaocTaB/IEHHOro
CpeAcTBaMM NOYTOBOW MM KYPbEPCKOM CBA3M). MNMoaTBEpXAeHNE AaHHbIX, COAEPXKALLUNXCS B
3anpoce Ha perncrpauuto, ocyulectenaseTcsa obs3aTesibHbiM HanpaBieHNEM B
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YpocToBepsWNiA LEHTPp 3asaBNeHNs Ha perncrtpaunto, odopMIeHHOro B COOTBETCTBUN C
MoNOXeHUsaAMU PernaMeHTa Y40CTOBEPSOLWEro LeHTpa.

M3roToBneHne nepeoro ceptudmkaTa Katoda NoANMCKM NONb30BaTENS OCYLLECTBASETCS
Ha OCHOBE 3arnpoca Ha cepTudukaTt, NnepeaaHHoro B 371IeKTPOHHOM Buae (nMmbo npm nomolm
APM perucrpauum nonb3oBartens, 1Mb6o Ha ocHoBe daina 3anpoca Ha cepTudmkaTt
K/t0o4a NoANMCK, NpeaoCTaB/IEHHOro CpeaACcTBaMmM NOYTOBOM MM KYPbEPCKOWN CBSA3N).
MoaTBepXxaeHne AaHHbIX, COAEPXaLLNXCS B 3anpoce Ha cepTudmkaT, OCyLLEeCTBSETCS
o6s53aTesbHbIM HanpaBJ1eHNEM B y,EI,OCTOBEpFIIOIJJ,VIVI LUEHTP 3asB/E€HUSA Ha N3rOTOBMIEHUE
cepTudukaTa.
3asBneHne Ha M3roToBseHMe cepTudmnkaTa Kada noanmcm, ohopMaseTcs
yCTaHOBNIEHHbIM PernamMmeHTOM 06pa3oM, 1 AOKHO COAEPXaTb:
e naeHTMdMKALUMOHHbIE AaHHble nua, Ha Ybe MMA TpebyeTcs N3roToBuTb cepTudukar;
e Habop obnacTel MCNONb30BaHMS KJIlO4A M COOTBETCTBYHOLWME 3TUM 0bnacTsaMm
obbekTHble ngeHTndukatopbl — OID'bl (coaepxaHune nons Extended Key Usage
ceptudmkaTa — HauMeHoBaHue obslacTen MCNnosb3oBaHUA);
e B cnyuyae usrotoBnenuns ceptmdunkata Ha OCHOBE NpeaoCTaB/eHHOro B Buae danna
3anpoca Ha cepTudunKaT — YCTaHOBJIEHHbIM 06pa3oM odopMeHHbIN 6naHK 3anpoca
Ha cepTudmKaT KOYa NoAMNNUCHK.

1.2.2.1. Perncrtpaumus nonb3oBaTtens B pacrnpeieneHHOM pexnme C
ucnonob3zosaHuem APM perucrpauumu nosb3oBaTens

OnucaHme npouecca perncrtpaunm nNosab3oBaTens B pacnpenesieHHOM pexunMme ¢
ucnonb3osaHnem APM perucrpauumv nosnb3oBaTens:

1. Mocne nonyyeHus 3asBNeHNS Ha PerncTpaumio YA0CTOBEPSOWWMIA LEeHTP HanpaBnseT
AOBEPEHHbIM KaHa/IoM nepeaayun AaHHbIX (HanpuMep, C UCMoJIb30BaHMEM (enbaberepckomn
MOYTOBOM UM KYPbEPCKOW CBS3M) B aapec perncrpmpytowlerocs nmua ceptudpumkar
YMNO/THOMOYEHHOro0 Nnua YA0CTOBEPSAIOLWErO LLeHTpa M akTyanbHbI CMMCOK OTO3BaHHbIX
cepTudnKaToB B 3/IEKTPOHHOM BUAE Ha MarHUTHOM HOCUTENeE,

2. Monb3oBaTesNlb YyCTaHaBMBAET Ha CBOEM paboyeM MecTe cepTudukar
YNOJIHOMOYEHHOro 1A YA0CTOBEPSIIOLWEro LeHTpa, CNMCOK OTO3BaHHbIX CEPTUGMUKATOB U C
nomolibto APM peructpauum nonb3oBartens GopMUPYET U HaNpaBiseT B
Y0CTOBEPSIOWMNIA LEHTP 3aNpoC Ha perncrpaumio.

3. lMocne oTnNpaBKyK 3anpoca perncTpupyrowmmcs amuoM B okHe APM agMuHUcTpaTtopa
LIP B nanke 3anpocCbl HA perncTpayuio NosBAsSIETCA HOBbIM 3aMpoc, OXUaaoLwmn
obpaboTku.
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4.

PucyHok 33. OKHO NPOCMOTpa 3anpocoB Ha perucTpauuio nosib3oBartesnen

"=§ APM AaMHWHWCTpaTopa LUP

J

=10l x|

|

J JdericTere  Bua

e~ B8m|B @

| =23

| B

CTRYETYPa I

EI@B UeHTp PErMCTRALLMM - Fav.cp.ru
E LLeHTp cepTHbHKaLFH
SANPOCEl HA PEFHCTRALLHRD
3anpock! Ha CEPTHDHEAT
m 3anpockl Ha OT3bIE

@ CepTHbHEATE

----- ﬁ Monbs0EaTEMM

@ HypHan

EI-E'B UeHTp PErMCTRALLMM - Fav.cp.ru
E LLeHTp cepTHbHKaLFH
3anNpockl HA PEMMCTRALLHD
3anpock! Ha CEPTHDHEAT
m 3anpockl Ha OT3bIE

_E'l_@ APM aaMHHHCTPaTOpa LiEHTPpa PErMCcTpautK ﬂ

[

Janpockl HA PErCMCTRALMHD

ID zanpoca

| Ermnail

| Aata cosaaHKA

EA1
Edz
B3
B4
U5
=7

faw@cryptopro.ru
Fav@crypkopro.ru
Fav@crypkopro.ru
ivanoswi@eryphapro.ru

petrovi@eryphopr o,y

16.02.2004 13:,
16.02.2004 13:,
19.02.2004 16:,
24.02.2004 13,
24.02,2004 16,
25.02,2004 13:,

BblgenmnTe npaBor KHOMKOW MbILLW MOCTYMNMBLUMI 3anpoc Ha perncrpaunto u B
OTKPbIBLUEMCS KOHTEKCTHOM MEHI0 BblbepnTe NyHKT CBOMCcTBA. OTKPOETCS OKHO CBOMCTB
3anpoca Ha perucrpaumio
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PucyHok 34. OKHO NPOCMOTpa CBOMCTB 3anpoca Ha perncrpauuio

3anpoc Ha PErvcTpanyHe ﬂﬁl

! MHpopriauma o zanpoce |

CocronHuqe: B osugaHmu

Cyfeekt:  1.2.840.113549.1.9.1=petrovi@cmptopra.r, 254 6=RL,
254 8=Mockea, 2.5.4.7=Mockea, 2.5.4.10=000

Dara zanpoca: 25.02.2004 130746
JaTa pACCHOTPEHE:

KDMMEHTEIFIHﬁ NoNEZ0ESTENA

¥

I«

K.orarAEHT 3pME A0MUHMCTRATOPS:

H DN

k. I OTrEHA | [l PUpEHMHTE

5. BHUMaTenbHO npoBepbTe UAEHTUYHOCTb MAEHTUMUKALMOHHbBIX AAHHbIX,
copepxawmnxcs B none Cy6beKT AaHHbIM, YKa3aHHbIM B 3asiBIEHUN Ha perncrpauuio,
HarnpaefieHHOM paHee B YA0CTOBepSOWUi LeHTp B 6yMaxHOM Buge. B cnydae nonHoro
COOTBETCTBUSA AAaHHbIX B OKHE CBONCTB 3arpoca Ha perncrpauuio HaxmmTte KHonky OK, 3atem
B okHe APM AgmuHuctpartopa LP BbiaennTe npaBol KHOMKOW MbIlLM A@HHbIM 3anpoc Ha
perncTtpaumio n B OTKPbIBLUEMCSH KOHTEKCTHOM MeHIo BbibepuTe MpUHATDL

35



XTAN.00035-01 90 07.KpunTtollpo YL. APM agMuHuctpatopa LP. lNpakTnyeckas
peanusaums pernaMmeHTHbIX npoueayp

PucyHok 35. NMpuHATHe 3anpoca Ha perncrpayuio

: APM AnMWHMCTpaTopa LLP - |EI|£|
; | =151 %]
| geiicere B || e o B ER 2R B3R 9
CTPYETYDE I 3anpockl HA PEFHCTPALHHD
_E'l_@ APM aamHHHCTPATORa LieHTpa PerkcTpaynm | | ID 3anpaca | Email | Aara cosaanma
EE LeHTp PerkcTpauks - Fav.cp.ru EA1 fawi@cryptopra, 16,02.2004 13,
E UeHTp cEpTHRMEALLFK E] 2 fav@crypkopro, U 16.02.2004 13:,
Janpockl HA PEFHCTPALMHD B3 fFawimcryphopro.ru 19.02.2004 16:,
3anpockl Ha cepThdwkaT B 4 ivanowy@cryptopro.rg 24.02.2004 1358,
-89 3anpock: Ha oT3eE F45 24.02.2004 16:,
el O R T
----- ﬂ Monb30EaTEK pr—
- OTENOHKTE
@ }K':I.-pHan CBOHCTBA 3
EI--E LeHTp PErMcTpaukm - Fav. cparu KENDPTHROBATE
E LleHTR cepTHEHEALHK Lnpasta I
3anpockl HA PErHCTPALHHD o
3anpocel Ha cepTHbHEaT
m Janpockl Ha OT3bIE j F | | _;I

6. Mpn NpUHATUM 3anpoca Ha perncTpauunio OTKPOeTCa npeaynpexaatowee okHo,
Tpebytlowee noaTBEPXAEHUS BblOpaHHbIX AeNCcTBMIA. HaxxMnute KHoNky Aa.

PucyHok 36. NMoaTBep>xaeHne AeiACTBMI NO NMPUHATUIO 3anpoca Ha
perucrpaumio

APM AaMMHKWCTpaTopa P i[

ﬂEﬁCTBHTEJ’IbHD X0THTE NPMHATE EElAENEHHEIE ZaNPpOCckEl HS FIEFHIITFIEILI,HH:I?

7. Mo OKOHYaHWM BbINOMHEHUS AENCTBUIA NO 3aHECEHUNIO perncTpaumnmoHHoOn nHdopmaunm
B PeecTp YpocToBepstoLwero LeHTpa nosiButcs coobueHmne, nHpopmupytowee 06 oKoHYaHuK
YKasaHHbIX ornepauni, U nx pesynbTar.

36



XTAN.00035-01 90 07.KpunTtollpo YL. APM agMuHuctpatopa LP. lNpakTnyeckas

peanvsaumnsi pernaMmeHTHbIX npoueayp

PucyHok 37. OKHO NpoCMOTpa pe3yJibTaTa perucrpauum nosib3oBarens

MNpYHATHE 3aNPOCOB Ha PErMCTPA

Oapatorad sanpoc 1 1z 1

MNporpece | DIJJHﬁKHI F'esganaTI

ID zanpoca | Onepauma | FPezynerar | K. orareHT apii
7 MNpuHATHE sanpoc... OFK OnepayHa YcrewH. ..
APM AAMMHUCTPATOR El
CNEpALHA 33EEPLWIEHA,
| | ]
[pepeaTe |
JaKPETE
8. B okHe APM AamuHuctpaTtopa LP Bbiaennte neBoin KHOMKOM MbIlN y3en

Monb3oBaTenun v NpPoBepbTE Ha/IMYME YUYETHOW 3arnuncu, COOTBETCTBYIOLLEN

3aperncTpMpoBaHHOMY MOJIb30BaTENIO

PucyHok 38. OKHO NpoCMOTpa 3aperucCTpupoBaHHbIX NOJib30BaTenen

£2 APM ApmuHMCTpaTopa LIP -0 x|
; IETES]
J,ﬂEﬁETBHE BMa J@#|||@J'ﬁv
CTRYKETYRS I MoNEZ0EATEH
_Iél_@ APM aAHHHMCTPATOPE LieHTpa PerncTpauy | | IDNanesosaTena | Ofwee v | Moapas,
Elﬁ LLeHTp PerkcTpaumm - Fav.cp.ru €1 ARM Cper
@ LeHTp cepTHRME ALK ﬁ z ARM Admin
Sanpockl H3 pErHCTRALHID ﬁ 3 Z_User_01
3anpockl Ha CepTHMKET ﬁ 4 MEaHoE MEaH MEaHOEHY Famuep

@ 3anpockl Ha OT3bIE

g CepThmKaThl

----- ﬁ Monbs0EATEMM

@ HvpHan

EI--E LeHTp PErMCTRALLKMM - Fav.cp.ru
E LLeHTp cepTHbHK ALK
3anNpockl HAa PEMMCTRALHAD
3aNpoCck! Ha CEPTHDHEAT
@ 3anpockl Ha OT3bIE

[ .

MeTpos MNeTp NeTposk-y

FKoMmep
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(W)

Mo OKOHYaHMM OCYLLECTBNEHNS AENCTBUIA NO CO34AaHUIO0 YHETHOM 3anncu
3aperncTpmMpoBaHHOro rnoJsib3oBaTens B Peectpe YaoCcToBepsilOWEro LeHTpa, uenecoobpasHo
OMNOBECTUTb perucTpupytowieecs nnuo o6 stoMm. Ans aTtoro Ha LleHTpe perncrpauum
Heob6xo4ANMMO HaCTPOUTb COOTBETCTBYIOLME 3a4a4YM aBTOMATMYECKOro hopMmnpoBaHMS n
OTMNpPaBKM MOYTOBbLIX cOObLLEeHNI (MOCPEeACTBOM 3NEKTPOHHOM NOYTLI) B agpec
perncrpupyroLierocs nmua.

9. MNocne nony4deHus ysenomneHns 06 yCnewHoM 3aHeCeHUM MAeHTUMOUKAUNOHHbIX
AaHHbIX B PeecTp YaocTtoBepstowero LeHTpa permncTpupyroLwmiica noab3oBaTtesb C NOMOLbIO
APM nonb3oBaTtens, obnapgarowiero MapkepomMm BpeMEeHHOro AocTtyna, ocyLwecTenseT
Ha cBoeM paboueM MecTe reHepauuto Kno4ven, GopMmMpoBaHMe 3anpoca Ha cepTudukaT
K/1t0o4a NOAMNMCK M HaMpaBsfisieT ero B YA0CTOBEPSALWMI LeHTp. JONONHMUTENbHO
PErncTpmpyroLWLMNCa NOAb30BaTENb pacneydaTbiBaeT 6/1aHK 3anpoca Ha cepTudukaT Kya
NoANNCKM Ha ByMa>KHOM HOCUTEse U B COOTBETCTBUM C PernameHToOM YA0CTOBEPSIOLEro
LeHTpa HanpasnsaeT 3asiB/ieHne Ha U3rotoBsieHne ceptudmkaTa kaoda nognmcu (bnaHk
3anpoca Ha cepTudukaTt ABMSETCS YacTbio 3asBNEHUS)
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PucyHok 39. LLla6noH 6naHka ceptucdmkarta kjrova noanucum

; Fanpoc Ha cepTvdukaT X.509 - Microsoft Internet Expl ;lglﬂ
J tdafin [paeka Ewa  MsbpanHoe Cepedc  Cnpaeka ﬁ
J 4= Hazan + = - I@ it | @nDHEK [Fe] M=BpaHHoe @Menna @ | %, =
JF'-.ﬂ.l:lEI::_ 'Ejhttps:,I',I'Fav.n:p.ru,l'ui,l'LIser,l"-.-'iewCertRequest.asp j @HEDEXDA

rY

HawmMeHoBaHWe OpraHy3auWy-¥Ao0CTOBEpAOWEro LleHTpa
BnaHk 3anpoca Ha cepTidMKaT OTEPLITOro KN4a

CeepaHMA O 2anpoce Ha cepTidmraT:
ITOT anpoc:
KemM BEbINYyWLEH:
MeTpoe MeTp NeTpoEHY
Bepcwa: 1 (010)
CybrerT 2anpoca Ha ceprdkar: CH = MNetpoe MeTp neTpoend, OU = KoMMep4eckni aTA2N,
o= oo KPMOTS-NP O, L = Mockea, 5 = Mackea, © = RU, E = perow@cryptoprao,ru
OMHPLITEIA KAKYE
ANrapHTH OTEREITOrD KNKY A
HazgaHnne: MOCT P 34,10-2001
MapameTper 2012 0607 2A85 0302 0224 0006 OT724A 8502 0202 1EOL
FHaveHne: 0440 BEEC 4BS2 D4AF 1290 986E 2052 FEZ2 4229 0B99 120B 2FS9
EFC4 8BCD DOCO O0AS DSES DDSC 9BFA SB11 904F 9407 FFE4 5292 D169 6EG2
2260 2B91 2744 0092 D05 A0TC A3DE
ATprbyTh zanpoca Ha cepTdaraT X500
1. Atpubyr 1,3.6.1,4,1,311,13,2.3
HazgaHHe! BepcHa OC
ZHadeHHe: T3.0.2199.2
2, ATpubyT 1.3.6.1.4,1.311.2.1.14
HazeaHHe: PaclWwHpeHHA cepTHdHEATOE
Pacwwvpenva cepradiraTa X.500
1, PacwHpeHne 2,5.29,15 (KpHTHYeCKoE)
HazeaHnue! MononezoeaHHe KAKHa
ZHa4eHne: Undpoeada nognuce , HeoTpekaeMooTe , WHdpoeaHHe knYed ,
WHepoEaHHe AaHHER[FO)
2, PacwHpernne 1.2,840,11323549,1,9.15 b
HazeaHue! BozmoxHocTH SMIME
ZHa4eHne: [1]BozmokHocTH SMIME MaenTndnraTop obberTa=1.2.643.2,2.21
3. PacwHpeHHe 2,529,237
HazeaHHe! ¥nyqWeHHEIR KN
2HadeHne: MonezoeaTene Uentpa ParvcTpaukn(l.2,.64323,2,2,.34,6) Mpoeapra
NoAMHHHOCTH KAHenTall,.3,6,1.5.5.7,2,2) ZaWHWeHHaA 2NekTPOHHAA No4Ta
[1.3.6.1.5.5.7.3.4)
3. ATpubyr 1,3.6.1.4.1,311,13,2.2
HazeaHnue! C5P 2aAekH
CERAEHHA 0 NpOEaHAspe
HazHaveHHe knwda t DEMEH
HazeaHHe npoeadaepa: Crypto-Pro GOSTR 24,10-2001 Cryptographic Service
Provider
MoanHce NpoEandepa 2441 FOSE 3F31 P26E 65CC 11EC TFT72 AFSE CAGd
13FR 7910 9424 5701 B46T 3AC3 25195578 0312 4BTC C4B9 CTS532 DTFF
0524 C48B FORE 7200 1509 D772 4948 2797 30F2 OFG4 2293 232374 D11C LI
A

|:Ej roToED I_ I_ E |ﬂ HaaemHelE vk

10. Mocne oTnpaBKK 3anpoca Ha U3rotossieHne ceptudmkaTa B okHe APM

aaMuHuctpaTopa LIP B nanke 3anpocbl Ha cepTudumkKaT NosBasSeTcs HOBbIN 3anpoc,
oxugatowmin 06paboTku
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PucyHok 40. OKHO NpOCMOTpa 3anpocoB Ha cepTudUkKaT Koda nognucu

'='§ APM AnMHHKCTpaTOpa LP ;Iglzl
; IETES|
oo ou || &= | 0@ B 2| PREE0E | ©v |
CTpYKTYPa I ZJanpockl Ha CEPTHDMEST
(] Kprnmo-Mpo YL - I faTa cosa8aHHA I AaTa obpafoTkH I QAWEE HMA I Moag
El@ APM aAMHHMCTRaTopa LleHTpa PErKCTRaLLHKM 1022004 1., 16022004 13:2,., ARM Oper
EIE LieHTp PErMCTRaUMH - Fav.cp.ru 16.02,2004 1... 16.02.2004 13:2... ARM Admin
B2 UenTp cepTidikaunn 19.02.2004 1... 19.02.2004 16:3... Z_lser 01
3aNpock! H PErMCTRALHHD 24.02.2004 1... 24022004 15:1... MeaHos MEa...

-2 3aNpockl Ha CEpTHEMIKAT
m Fanpocel HE OTIEIE

@ CepTHDMKATEI
----- ﬁ Mones0EaTEMM

@ MwpHan

I'_—'I--E LleHTp PervcTpaukm - Fawv.cp.ru

E LEHTR cepTHHMKALLMHM

Sanpackl HE3 PErMCTPALMHD

Janpocel Ha CEpTHEMIKAT
iy

[

Kl |

MNeTpoe MeT...

BblgennTe npaBoi KHOMKOW MbIWW MOCTYMUBLUMI 3anpoc Ha cepTudukaT 1 B

PucyHok 41. OKkHO NpOoCMOTpPa CBOMCTB 3anpoca Ha ceptudukar

3anpoc Ha cepTrdiHKaT

! IHpopranmHa o sanpoce |

CocToAHWe: B oskuaaHuu

CyfbexT:

E =petroyi@cptopro.

WenonezoeaHue knoda: Monesogarenes UeHrpa Peructpal i
[1.2643.2.2 34 6]
MNpoBsepra nognuHHoOCTH kawerta [1.3.6.1.5.5.7.3.2]

25.02.2004 15:14:00

Hara zanpoca:
JlaTa paccroTpeHMs:
Orepemed kaoy: TOCT P 34.10-2001

CH=MNeTpos MNeTp Metpoedy, OU=E.ormmepyecrii oTaen,
0=000 KPHUAOTO-NPO, L=Mockea, S=taockea, C=RL,

2l

KDMMEI—FI'EFIHI:'{ NONES0EITENA:

0440 22C2 YE&OD 253D 7YASS 0310 63AC 0232 S3C6
4ZEE CD47 18285 2C1C EDAF C7AL 2&CD 5325 FCDF
D23C Dacs 7113 FEAL 1BAL 72355 4312 F4EE &77C

L LI

K.orardeHT SpMl A0rMUHMCTRATOPS:

KA

SEII'IFIEIC HE nognH1cad

B

o |

OTrEHa | I'IpHmEHHTbl

OTKPbIBLUEMCS KOHTEKCTHOM MEHI0 BblbepnTe NyHKT CBOMCTBA. OTKPOETCS OKHO CBOMCTB
3anpoca Ha ceptudukart
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12. BHMMaTenbHO NpoBepbTe MAEHTUYHOCTb AaHHbIX, cogepXxalwmxcs B none Cy6bekxT,
Ucnonb3oBaHMe KNo4Ya 1 OTKPbITbIA KAKOY AaHHbIM, YKa3aHHbIM B 3asiBNeHUM Ha
n3rotosneHne ceptudukaTa, HanpasieHHOM B YAOCTOBEPSAOLWMNIA LeHTp B 6yMaxHoM Buae. B
c/lydae nosiHOro COOTBETCTBMSA AaHHbIX B OKHE CBOMCTB 3anpoca Ha cepTudukaTt HaxMmuTe
kHonky OK, 3ateMm B okHe APM AgMmuHuctpartopa LP BbisennTe npaBoii KHOMNKON MblLLK
AaHHbIN 3anNpoc Ha cepTUdUKAT U B OTKPbLIBLLIEMCSH KOHTEKCTHOM MeHI0 BbibepuTe MpUHATDL

PucyHok 42. lMpuHaTME NOCTYNUBLUEro 3anpoca Ha ceptudukar

'='§ APM A nMUHWCTpaTOpa LIP ;Iglll

; TS|

| geficreve Ba || & = |RW|EFH 2| PARRERS | @<

CTpYETYpa I Janpockl Ha CEpTHDHKAT

(] KpunTo-Mpo YL - | Aata cozaaHHA I fAaTa ohpafoTiH I CBWEE MM I Moag

E@ APM aamrHcTpaTopa LeHTpa PervcTpaumm 16.02.2004 1., 16.02.2004 13:2...  ARM Cper

EIE LeHTp PErHcTRAaUMH - Fav.cp.ru 16.02.2004 1... 16.02.2004 13:2... ARM Admin

B UeHp cepTidiiaumm 19,02.2004 1... 19.02.2004 16:3... Z_User 01
3&NpOCkl Ha PErHETPALMHD 24.02.2004 1., 24.02.2004 15:1... VMeaHoe FlEa...  Kowe
-3l Zanpockl Ha cepTHHEAT :

¥ Janpoce! Ha oTseE fEpesaEy 1P| [ty

COTKNOHATE
@ CepTHbHKaTE Erenfer
..... ﬁ MonNb30EaTENM SKCNOPTHPOEATE

@ MvpHan Cnpaeka |
I'_—'I--E LleHTp PervcTpaukm - Fav,cp.ru —
%3 LLeHTp cepTHHEaLHH

3anpockl Ha pErHCTPALHHD

-l Janpockl Ha cepTHDMKAT ;l Ll | LI

OnucaHHasa npoueaypa TpebyeT oT nnua, OCYLEeCTBASOWEr0 N3roTOB/IEHNE
cepTudmKaTa Ktoda NO4MNMUCU, NOBbILWEHHOrO0 BHMMaHMS, NOCKOJbKY AaHHblE, coaepXalimecs
B nosie Ucnonb3oBaHMe KJIlOUa onpeaensitoT OTHOLWEHMS, NMPU OCYLECTBeHNM KOTOPbIX
3/IEKTPOHHbIN JOKYMEHT C 3NEKTPOHHOM LUMdPOBOM NOANUCHIO ByAeT MMETb topuanyeckoe
3Ha4yeHune, n owmnbka, AonyLleHHas Ha AaHHOM 3Tarne, MOXEeT NPUBECTM K HadeNeHuIo
nonb3oBaTens AONONHUTENbHbIMM NpaBaMn u npuemnernaMmmn (K HeNerMuTMMHOMY MOBbILLIEHMWIO
ero craTtyca).

13. Mpwy NpUHATMK 3anpoca Ha cepTudukaT OTKpoeTCs npeaynpexaatollee OKHO,
Tpebytowee noaTBEPXAEHUSA BblOpaHHbIX AeACTBMI. HaxxmMnTte kHonky Aa.

PucyHok 43. OKHO noaATBep>XAeHUA AeACTBMA NO NPUHATUIO 3anNpoca Ha
ceptudukar

APM AnmuHucTpaTopa P il

AEACTEMTENEHD ¥OTHTE NEMHATE BEIAENEHHEIE SANPOCk HE CEQTHRMICATY
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14. Mo OKOHYaHWM BbINOMHEHUS AENCTBUIA NO N3rOTOB/IEHNIO CcepTMdMKaTa Kto4da

noanucu NosiBUTCSA coobllieHne, MHbopMupytollee 06 OKOHYaHUKN yKa3aHHbIX onepauui, n ux
pesynbTaT

PucyHok 44. OKHO NpOCMOTpa pe3ysibTaTa NPUHATUA 3anpoca Ha cepTudukar

in‘IHﬂTHE JanpocoB Ha Cep

Dapatorad sanpoc 1 1s 1

Mporpecc | EIUJHﬁKHI F'esganaTI

D zanpoca | Onepata | PezuneTar | K.orrEHT AP
G MprHaATHe sanpoc... 0K nepala YchewH. ..

APM A AMHHACTPATO x|

4| ONERALHA 3EEEPLIEHE, | ]

o

SaKpETE

15. B npason obnactn okHa APM AamuHuctpaTtopa LP BbigenuTte eBoi KHOMKOM
MbiwKn y3en Monb3oBaTtenu, 3aTeM B NpaBol YaCTW OKHa BblAENNTE NPaBoO KHOMKOM MbILUN
YYETHYIO 3anncCb 3aperncTpupoBaBLLErocs Nosib30BaTesNS U B OTKPbIBLUEMCS KOHTEKCTHOM
MeHI0 BbibepuTe NyHKT Bce 3apgaum -> NMokasatb -> CepTudmkartbl

PucyHok 45. Bbi60op npocMoTpa cepTndmMKaToB 3apermcTpupoBaHHOro

noJib3oBaTtens
£2 APM ApMuHMCTpaTOpa LIP =] S
; IETES|
|J AeficTEHE  BHA |J<1=-P|||@“'ﬁv |
CTRYETYRS I Mones0EaTENH
|:| KprnTo-Mpo YL, & | | ID nones0EaTENA | CIAWEE MMA MoapazaeneHHe | CIpraH:
E@ &PM aamMmHMcTpaTopa LedTpa ﬁ 1 ARM Oper KpHnT
EIE LLEHTPp PEMHMCTRALKH - Fav.o ﬁ 2 AR Adriin K pHATE
E LLeHTp CEpTHHEELHK ﬁ 3 Z_User_01
% 3anpockl Ha PErHCTRAL ﬁ 4 MBaHoE FEaH MEBaHOEHH FoMrepHeckni a,,, D00 K
£l 3anpockl Ha CepTHDME: ﬁ
m 3anpockl Ha OT3EIE Bre saaaqH Mokasate W FANpock! HA PErHCTRALHHD
[P CepThdmkaTel . CozaaTe *  3anpockl HA cepTHhHKET
CBOHMCTEA
..... ﬁ MoALZ0EaTENH ¥ AANHTE 3anpock! Ha OT3k0IE

4} Wypran o M CepTHHEATE

EI--E LeHTp PervcTpautm - Fav.c
E UEHTR cepTHEHIEILLMK

g 3anpockl HA PETHCTPAL,
1] | ARl | i
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16. OTKPOETCSi OKHO NMPOCMOTPa M3AaHHbIX CEPTUDUKATOB 3aperncTpMpoBaBLLErocs
nosib3oBartens

PucyHok 46. OKHO npocMoTpa n3faHHbIX CepTVICI)VIKaTOB noJjib3oBaTtens
; . APM AnMUHACTpaTopa LIP

_|o] x|
; ISETES|
J JeficTEME  BHA J = = | B | | | E%
1D cepTHMEATA | CEQHAHEIA HOMERD | JaTa ECTYNNEHHA B CHIY | fAaTa oKoHYaHHA ASACTEMA | ik
@4 20DZ5CA4000000000038  24.02,2004 14:36:00 24.02,2005 14:45:00 24
1| | i
| |

17. BblaennTte M3roToBJ/IEHHbLIN CEPTUMUKAT KtoUa NOAMNMUCU ABONHBLIM HaXKaTUeM JIEBOW
KHOMKW MbILIM M MPOCMOTPUTE €ro B CTaHAAPTHOM OKHEe NMPOCMOTpa CepTUdUKATOB

43



XKTAM.00035-01 90 07.Kpuntollpo YU. APM agMunHuctpatopa LP. NpakTuueckas
peanusaums pernaMmeHTHbIX npoueayp

PucyHok 47. CTaHnapTHoe OKHO NpoCcMOTpa cep‘rmlmxaTa KJ1l0O4a noanucu

DB HE |C|:||:TaB I My TE CEpTHEHEAUHH I

O

=1 Ceenenvd o cepTrdrkaTe

IToT ceprrduKaT:

*TOATEEDH AET ¥ AANEHHOMY KOMIBHTEDY MAEHTHDMKALHHD
BaLUErD KOMNEHITERS

*3alHWLEET CO0BULEHMA 3NEKTPOHHOR NOYTE
#[lonez0eatene UeHTpa PervcTpaukq

KoMy Beigad:  [eTpoe MeTp NeETpoEHY

KeM Bb1gaH: Fay2004 Ca

AeWcTEMTENEH © 26,02.2004 no 26.02,2005

W CTAHOEMTE cepTHd:uHKaT...§| ZJAABNEHHE NOCTABLLHKS |

(W
10 OKOHYaAHUU Ocyu.l,eCTBJ'IeHMFI ﬂ,eﬁCTBMﬁ Mno N3roToBneHmro CepTMdJMKaTa
K/1l0o4a noanmcuy, u.enecoo6pa3Ho onoBeCTUTb BJ1aaesibLla M3rotoBaeHHOro CepTMCbVIKaTa 06
3TOM. 1114 3TOro Ha LleHTpe permcrpaunm HeobxoanMMo HaACTPOUTb COOTBETCTBYHOLWME 3a4a4n
aBTOMaTU4eCcKoro CbOpMI/IpOBaHMFI n OTI'IpaBKI/I MO4YTOBbIX C006I.Ll,eHMl71 (I'IOCpe,CI,CTBOM
3)'IeKTpOHHOl7I I'IOl-ITbI) B a,qpec Bagesnbla cemechKaTa KJTl04a noanucu.

1.2.2.2. Perncrpaumsa nonb3oBatensa B pacrnpeieneHHOM pexunMme Ha OCHOBe
3anpoca Ha ceptudukaT B Buge darna

[aHHbIA METOA perncTpaumm rnonb3oBaTeNns UCNOJIb3YETCA B TOM Cllydae, Koraa
reHepauust KtoUYel nonb3oBaTess AOJ/IKHA OCYLLECTBAATLCA TOJIbKO Ha ero paboyeM MecTe, a
YHKUMOHMpPOBaHME YA0CTOBEPSIIOLENO LEHTPa OCYLECTBASETCS aBTOHOMHO MM KOHEYHbIN
Nnonb30BaTe/lb HE UMEET NIMHNI CBA3K C LIeHTpOM perncTpaumm YAoCTOBEPAIOLLEro LEHTpa.

dopMUpoBaHKME MOJIb30BATENEM 3aMNpoca Ha cepTUdUKAT OCYLLECTBASETCS C
NCMONb30BaHUEM crneLmanbHo pa3pabaTbiBaeMoro nNporpaMMHoro obecnedeHus,
OCYLLECTB/MISAIOLIErO BbIMO/IHEHNE CNeayoWmX QyHKLUMIA:

e [eHepauus 3aKpbITOr0 U OTKPbITOro Kjto4Ya Nnoanucu;

e (dopMupoBaHMe 3anpoca Ha cepTUdUKaT KoYa NOANUCH;

e ®dopMupoBaHuMe 6naHKa 3anpoca Ha cepTuduKaT Ka4da NoAnNucK;
e YCTaHOBKa M3roTOB/IEHHOro cepTudmKaTa Ka4da Noannucu
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OnuncaHme npouecca perncrpauum rnosb3oBatens B pacnpenesieHHOM pexuMe Ha
OCHOBe 3anpoca Ha cepTudukaT B Buge danna

1. Perncrtpupytoweecs nnuo Ha cBoeM paboyeM MecTe reHepupyeT 3aKpbITbil U
OTKPbITbIN KNO4Y, (POPMUPYET 3anpoc Ha cepTuduKaT Kjoya noanncu B emae danna,
pacne4yaTtbiBaeT U opopmaseT 6aaHK 3anpoca Ha cepTuduKaT Kaoya NoaMUCK U AOBEPEHHbIM
KaHaJZIoM CBSi3W MpenocTaBisieT yKasaHHble AaHHble B YA0CTOBEPSAIOLWMIM LIEHTP.

2. Mocne npenocTaBneHMsl Nosb30BaTeNEM HEOOXOAMMbIX AaHHbIX B OKHE APM
aaMuHuctpaTtopa LUP npasoii kHonkon Mblww BbigenuTte ysen Monb3oBartenu 1 B
OTKPbIBLUEMCS KOHTEKCTHOM MeHIo Bbibepute Co3pgaTb -> HoBOro nonb3soBarenst

PucyHok 48. Bbl60p NyHKTa MEHIO CO34aHUSA HOBOIO NnoJsib30oBaTens

'="§ APM AAaMyHHMCcTpaTopa LIP ;IEIEI

; =181 x]
|J AsAcTEHE  BHA |J¢|‘P‘|||@|J'ﬁv |
CTRYETYPA I Mones0EaTENM
|:| KpunTo-Tpo ¥, & | | ID nonezoEaTena | DAWEE MMA |
Eﬁ APM aAMMHMCTRAaTORa LeHTRa PervcTpaumr ﬁ 1 ARM Oper
EIE LleHTp PerkcTpaumH - Fav.cp.rud ﬁ z ARM Admin
ﬁ LeHTp cepTHgHE ALK ﬁ 3 Z_User_01
3aNpock! HA PErHCTPALLKHD ﬁ 4 MeaHos MeaH MeaHoBHY
3anpockl Ha cepTHdMKaT ﬁ 3 MeTpos MNeTp NETPOEMY
m 3aNpockl Ha OT3LIE
@ CepTHRMKaTEI
I'_—'I--E UeHTp Pe Era
&3 UERTI Hogoe okmo OTCHIAS
Sanpc
Janpc  ZKCNOPTHPOEATE CAMCOK. ..
| - 3anpe c J
4 Npagka 3
3. 3anyctutcs Macrep permcrpaumm nosb3oBaTens, HaXxXMmnTe KHonky fanee
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PucyHok 49. NepBoe okHO MacTtepa perucrpauum nosibsoBartens

MacTep pervcTpawyH NoAL3oEaTens

MacTep perucTpauum
nonb3oBaTens

dror M3CTED NOMOr3eT 33pErHCTPHMpOESTE HOEQMO
NONEZ0ESTENA.

[T MponycTuTe 3ToT WAar NpM CASLYMLEM Sanycke

JnA npogonkeHHA HamkuTe kHonky ' Oanes’.

< Hasan Danee » OTtreHa

[ns oTKoUYeHUs BbiBOAA NepBOro okHa Macrtepa perucrpauum
NoJib30BaTeNA YCTaHOBUTE «rasky» MponycTuUTb 3TOT WIAr Npy criefyouleM 3anycke.

4, OTkpoeTcs okHO UcTouHMK nHdopMaumm o cosgaBaeMoM nosibloBarene, B
KOTOpOM BbibepuTe nepeknoyatens YrteHne 3anpoca Ha ceptudukar us dainna u c
NOMOLLbIO KHOMKM O630p yKkaxute nma danna, cogepxaliero 3anpoc Ha ceptTudmkaTt Ka4a
noanuvcu dopmata PKCS#10. HaxxmnTte KHONKy [flanee
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PucyHok 50. Bbi6op cnocob6a nosnyvyeHmsa mHpopMaLuum O nosib3oBarese C
ncnonb3oBaHMEM 3anpoca Ha cepTudukar

MacTep peErvcTpalk NonbL3oEaTens

HeToyHue HHPOpMAlUHH 0 CO3NaB3aEMOM NOAbL30BATENS
BblﬁEDHTE Cnocod NONYHEHKWA MHPOPRALMK O COS0AE3EMOM N0 NES0ESTENE

BLISEpITE UCTOMHME WHPOPMALMK 0 COS0AEAEMOM NONES0EITENE W HaxmuTe ' danee"

" Beoa 0aHblX 0 NONbS0EATENE BRYYHY

BrISepuTE 3TOT NApSMETR, ECIM #HENJETE BESCTH AAHHEIE O PEMHMCTPMPYEOr
NoNbS0EATENE CAMOCTOATENEHD © MOMOLLEBH POpHEL.

{* YTeHWe 3anpoca Ha CepTHEMKAT WE Palina

BrISepITE 3TOT NApatETR, BCIM #ENAETE BSATE PEMMCTRALMOHHYKD MHPOPRMALMID W3
CYLL ECTEYOWOND SANP0Ca HA CERTHEMEAT M3 alina, NpenocTaENEHHOrD NONES0ESTENE.

MraA pakina:

| C:\Sidiroed p10 Ofiaop... |

[nA NpogonkeHHa HaskmuTe EHonky ' Oanee’’,

£ Hazan | Danee » | OTrena |

5. B oTKpbIBLLEMCS OKHE MHC'JOpMaLIVIH O noJjsib3oBaTtesie BHMMaTEJ/IbHO CpaBHUTE
YKa3aHHble VI,CI,eHTVI(bVIKaLI,VIOHHbIe AaHHbIE C M,D,eHTVI(bVIKaLI,VIOHHbIMVI AAdHHbIMU,
cofepxawmmMmncsa B 3asiBNEeHNN HA perncrtpaumio, U B criydyae MAEHTUYHOCTM 3TUX AaHHbIX
HaXXmMuTe KHONKy Adanee

PucyHok 51. OkHO MHdopMaymm o0 nosb3oBaTene

MacTep peErvcTpalkH NonL3oEaTens

“HmDDMEll.HFI 0O NoAB30BaATENE

MNpoBEpETE AAHHBIE 0 NONE30EATENE CHCTEMB! HEnfxNOmMkEIR 108 3aN0IHEHMA NOS
MoMEYEHE! ZHaKOM [7].

p |O6wes uaa] Cugopog CHaop CHooposdy
MNogpasgensHue K.oredEpyeck Wi oToen
O praHyzaunua oo KFMNTO-NPO
[opog, M ockEa
DénacTe Mockea
CTpaHa/perioH RU
AnekTpoHHaA noyTa | sidorowiSerptopro.

[nA NpogonkeHa HaskkuTe kHonky ' Oanee’’,

< Hazan, Danee » OTrena

47



XTAN.00035-01 90 07.KpunTtollpo YL. APM agMuHuctpatopa LP. lNpakTnyeckas

peanvsaumnsi pernaMmeHTHbIX npoueayp

6. B okHe OKOHUaHMEe perucTpauum nosib3oBartens sBeeante KnoueByto ¢pasy
noJib30BaTensa, Npy He06XO0AMMOCTM HAMULIUTE KOMMEHTapUIA N HaXMUTE KHoMKy [lanee

PucyHok 52. BBoa kntoueBoi ppasbl Nosib3oBaTeNsl U KOMMEHTapus

agMMHUCTpaTopa

MacTep peErvcTPalH NonbL30EaTens

OxOHYaHWE PErMCTPalMK NOAL30EaTENA
BEeAMTE KAKYEEYHD PPaSY NONES0BATENA M KOMMEHT 30MHE adUHHCTDATORA.

F.niouesan Ppaza NoNES0EITENA:

CexpetHoe cnoed

K nioyeEan $paza NoNES0ESTENA MOKET SETE MCNONEZ0BSHA 409 OTSHIES
NoNbS0EATENBCEME CEETHRWEATOE NP HEBOSMOKHOCTH OTNPAEMTE Sanpoc
Ha OT3LIE [HAMPHMER, MPM YTPATE K1ko4a].

K.ardreHT apMiA A0MUHUCTRETORE K Sanpocy Ha PErHeT palHg:

[nA coz0aHHA NOAB30ESTENA HaskMTe kHonkY ' Hanse'.

< Hazan Danee » OTreHa

7. B 3aBepwaruwem okHe MacTtepa perucrpaumm nosib3oBaTesis YCTAaHOBUTE «rasky»

3anycTuTb MacTep co3aaHusa ceptudmkKarta 1 Haxmute KHonky FoTo

PucyHok 53. 3aBepuwiatoujee okHO Mactepa permcrpaumm nosibsoBartens

MacTep perycTpawnqd NoNL30EaTEensd

MacTep pervcTpauum

none3o0BaTend

PEFHE‘TPE“HH noAbL30DBATENA YyocnewHo 3asep

SEFIEFHCTFIHFIDBEHHI:-II?{ NoONEZ0EITENE HE HMEET

¥ (3anycTuTh MacTep cosnaHuA CepTHRMEATS

[nA sakpemua macTepa Hasm9Te kHonky ''Totoeo'.

BO

eHa.

CERTHRHE AT OE. [nA cozgaHua CEPTHPUEATa NONBS0ESTENA
BOCMONbIYHTECE MACTEPOM COS0AHHA CEpPTHRMEATA.

< Hazan [oToen

rrieHa
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CHsATME nepeknoyaTens 3anycTuTb MacTep co3aaHusa ceptudukara
3aKaH4YMBaET npoueaypy perncrpaunmn nonb3oBaTtens. B 3ToM cnyyae nosnb3oBaTesb He
ABNSIETCA BNaAenbLeM HM ogHOro ceptudmkaTta kiatoda noanvcu. MNocneaytouee
N3roToBfiEHWNE cepTUdMKATA OCYLLECTBASETCA C NMOMOLLbIO 33/1a4 KOHTEKCTHOrO MEHIO
3aperncTpmpoBaHHOro Nosib30BaTess.

8. 3anyctutcs Macrtep co3pgaHmsa cepTuduKaTa nosib3oBaTesisl, HAXXMUTE KHOMKY
Oanee

PucyHok 54. NepBoe okHO MacTtepa co3paaHusa ceptudumkarTa nosb3oBartens

MacTep Co3 A aHWA CepTUhHMKATa NoNbL30EaTENsA

MacTep coznaHva cepTUguKara
nofb3oBaTens

Mactep
CO3/1aHUS
cepT“¢“KaTa dror M3CTER NOMOr3sT ERl0STE HOEBIA CERTHHHEAT

SAPErHMCTPHMPOEAHHORY NONES0EITE.

e,

.

[ MNponycTuTe 3TOT War AP CASIYOLEM SaNYcKe

[nA NpogonkeHHa HaskmuTe EHonky ' Oanes’.

¢ Haszan Danee » OTrena

[na oTkNoYeHns BbiBOJAa NepBOro okHa Macrepa co3paHua ceptudmkara
nonb3oBaTenNs yCTaHOBUTE «ranky» MponycTUTb 3TOT War npu cieayloweM 3anycke

9. B oTkpbiBEMcS okHe UCTOUHMK 3anpoca Ha cepTudukar BbibepuTte
nepeksyaTtens YreHne 3anpoca Ha ceptudukar n3s cdaina 1 seeamte umsa daiina,
MCNo/b30BaBLUEecs Npu perucTpauum nonb3osatens (¢ nomowbio MacTtepa perncrpaumm
nosib3oBaTenNf), N HaXMuTe KHoMNKy [lanee
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PucyHok 55. Bbi6op cnoco6a nosyueHus 3anpoca Ha ceptucdukar ms
cyuwectByouwero dgaina

MacTep Co3 A aHWA CepTUhHMKATa NoNbL30EaTENsA

McTouHME sanpoca Ha CEPTHOMOMEAT
BriGepuTe cnocof NOAYYEHWA SaNpoca Ha CepTHDKEAT

BLIGEpMTE UCTONHME 3aNp0Ca HA CEpTHRMEAT M HamkmWTE KHonky ' Hanee''.

" [eHEQAUMA HOBOMD SANpOCa HA CRpTHEMKaT

BrISepuTE 3TOT NApaMETR, BCAM #EN3ETE CrEHEPHPOESTE NARY KADYEN W
CO30ETE SANPOC HA CERTHEMKAT 007 HOBOMD OTEDETOMD KAKYa.

{* YTeHWe 3anpoca Ha CepTHEMKAT WE Palina

BrISepMTE 3TOT NApatETR, BCAM HENAETE ESATE CULLECTEYILW A SaNpoc Ha
CENTHRMEAT MS $aling, NPSl0CTAENEHHOMD NONES0EATE NS,

MraA pakina:

| C:\Sidoro p1 00 Ofiaop... |

[nA NpogonkeHHa HaskmuTe EHonky ' Oanee’’,

£ Hazan | Danee » | OTrena |

10. B okHe MpocMoTp 3anpoca Ha cepTuduUKaT BHUMATE/IbHO NMpoBeEpbTe
MAEHTUYHOCTb AaHHbIX, YKa3aHHbIX B nonsix Cy6bvekT, Mcnonb3oBaHue KJKo4a,
OTKPpbITbIA KAOY [aHHbIM, coAepXalluMmcs B 3asiBNeHUn Ha cepTudukaT (61aHKe 3anpoca
Ha cepTudumKaT). TONbKO B C/lydae NOJIHOIMO COBMNAAEHMS 3TUX AaHHbIX HAXXMUTE KHOMKY
Aanee

PucyHok 56. OKHO npocMoOTpa 3anpoca Ha cepTtucdpukar

MacTep Co3AaHWA CepTHHKATa NoNL30BEaTENA

lNpocwoTrp 3anpoca Ha cepTUgHEaT

MpocraoTpUTE BRISPAHHEIN S3NPOC HA CEPTHMEMKAT M YABAHTECE, YTO 3TO SaNp0oc Ha
CEPTHPRMEST NONBS0ESTEAA.

CyfbekT: 1.2.840.113549.1.9.1 =zidorowigicryptopro.w, 2.5.4.6=RU,
254 8=Mockea, 25.4. F=Mockea, 25.4.10=000 KPHUNTO-NPO,

MocnonezoEaHke  [poEepka nogaMHHOCTH Kauenta [1.3.6.1.557.3.2]
K4S Jal MW EHHAA 3 nekTpodHad novta [1.3.6.1.5.5.7.3.4]

Orepemred koo TOCT P 34.10-2001

0440 BCYE 7E02 0292 BDCE 7ARD 07AB SECE D222 9800 C154 D285
DBFA 96BS 46EC 5EAS 8DEF ED70 BB 43 48374 8115 0618 3113 2704

Ona COXPAHEHUA COZAAHHOND 3AMPOCA B PaiN HIKMUTE Co¥paHHTE. . |
kHoMkY 'CospaHdre'.

,D,EII'IEI.I'IHH'I'E.I'IbHaFl HWHPOpRALMA:

=)
[

[na npogon#eHida Hasmume kHoney ' danee"

< Hazan Hanee » | OrtraeHa |
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OnucaHHas npoueaypa TpebyeT OT Mua, OCYLLEeCTBAAKLWErO U3roToB/IEHNE
cepTudmKaTa Kjr4da nognmncu, NoBbILULEHHOrO BHUMaHUS, NOCKOMIbKY AaHHble, coAgepXalimecs
B nose Acnosib3oBaHMe KAKOUA ornpesenstoT OTHOLWEHWUS, MPU OCYLLECTBIEHNUM KOTOPbIX
3NEKTPOHHbIN AOKYMEHT C 3NEKTPOHHOM UM pPOBON NoANUCLID BYAET UMETbL OPUANYECKOE
3HayeHue, n owmnbKa, AONYLLEHHAs HA AAaHHOM 3Tane, MOXET NPMBECTU K HaAe/IEHUIo
nonb3oBaTtesia AONOJIHUTE/IbHbIMU NMpaBaMn N NPpUBUNETNAMA (K HENErMTMMHOMY NOBbILWLEHNIO
ero crartyca).

11. OTKpoeTCcs OKHO YCcTaHOBKa cepTudukarta nosnb3oBarens, MHGopMupytowee o6
YyCNEeLWHOM U3roTOBNEHUN cepTUdmMKaTa Koya noanmcm n nos3sonstoulee:

e OCYLECTBUTb MPOCMOTP U3rOTOBNEHHOIO cepTudmKaTa, HaXaTMeM KHOMKMU
MpocmMmoTp...

e COXPaHMUTb M3roTOBNEHHbIN cepTudmKaT B Bnae danna dopmata PKCS#7, HaxaTnem
KHOMNKN COXpPaHUTb...

e YCTaHOBUTb cepTuduKaTt B XxpaHuauuie (OCyLLeCcTBSEeTCS YCTaHOBKOM
COOTBETCTBYIOLLEro nepekaoyaTens)

e aBTOMATUYECKW NMOATBEPAMTL 3anpoc (OCYyLLECTBAAETCA YCTAaHOBKOW
COOTBETCTBYIOLLErO Nepek/toyaTens)

OcyuwecTeuTte yCTaHOBKY NepektovaTenei, nponsseante Heobxoanmble 4eNCTBMS U
HaXXMuTe KHonky fJanee

(W)
Mopagok NpenocraBaeHns NOAb30BaTEeN0 U3rOTOB/IEHHOIO cepTudmKaTa
KJKo4a nognucu onpeaenseTca PernaMeHToOM YA0CTOBEpSAOLWEro ueHTpa. B cnyJdae
npenocTaBfeHns nonb3oBaTento ceptmdumkaTa Ha CMEHHOM MarHMTHOM HocuTene (Hanpumep,
NocpeAcTBOM MOYTOBOW CBA3KM) yAOHHO BOCMNOb30BaTbCA KHOMKOM COXPaHUTb... AAHHOIO
OKHa

Bbibop nepeknoyatens YCTaHOBUTb cepTUdUKaAT B XpaHUAMLLE NPUBOAUT K
WHCTaNnsunMmn n3gaHHoro ceptudmrkaTa B xpaHunue Ceptudukartbl/Tekywmin
nonb3oBartesib/[Apyrme nonb3oBartenu Ha N2BM APM AgMmuHucrtpartopa LP.
Ncnonb3oBaHWe gaHHOro nepeknivarens yaobHo Ans opraHmsanunm 3ameHHoro
NoO4YTOBOro 06MeHa Mexay NpUBUAErMpoBaHHbLIM MOJIb30BATENIEM M MOSIb30BATENSAMMU
YpoctoBepstowero ueHTpa (HanpmMmep, € UCNOJSIb30BAaHUEM MOYTOBbLIX KMEeHTOB Microsoft
Outlook, Microsoft Outlook Express)

Bbibop nepekntoyaTtens ABToMaTUYECKM NOATBEPAUTb 3anpocC yCcTaHaBAvBaeT
CTaTyC AaHHOro 3anpoca B COCTossHWE 3aBepLueH N He TpebyeT NoATBepXKAEHUS
nonb3oBaTesieM yCTaHOBKM M3roTOBAEHHOro ceptudunkarta Ha cesoel NIBM. MoaTeepxaeHue
rnonb3oBaTesieM YCTAaHOBKU OCYLWECTBIAETCS C ucnosab3osaHnem APM 3apernctpnpoBaHHOro
rnosib3oBaTtens, asnstulerocs web-npunoxeHuem LleHTpa Perncrtpauunm Yaoctosepstowero
LleHTpa, U TpebyeT 0653aTeNnbHOr0 CETEBOr0 COeAMHEHMs Mmexay NMDBM nonb3oBaTtensa u
LleHTpoM Permnctpaumun. PekoMeHayeTcsa NCNob30BaTb YKa3aHHbIN NepekvaTesib B cnyyae
aBTOHOMHOIro pyYHKUNOHMPOBAHUS YAOCTOBEPSIOLLEro LeHTpa.
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PucyHok 57. OKHO yCTaHOBKMU cepTudukaTa nosb3oBarens

MacTep Co34aHWA CepTHdHKATa NoNL30EaTENA

Ycravoeka CEPTHPHEATa NoAbL3DBaTEnA

MpOCHOTEMTE BRIGAHHEIN CEQTHgMKAT, COXPAHMTE M yoTaHOBMTE ero. [pu9 yocTaHoBke
CEpTURMEATA OH Yl eT 3aNUcaH B KOHTEHHED CeKpETHOMD KKHa.

CepTHRUEST Mo Ballety Sanpocy BeilaH Ll eHTpora CepTrdukauny. JnA npoctoTpa aToro

CERTHRUEATa Hasba9Te kHonky 'Tpocrorp... "
MpocroTp... |

[T YeraHosime CEpTUEHEET B ROHTERHER CEREETHOMD KaHa

[T YeTaHoBUTE CERTHOMEAT B XpaHMIHLLE

[T ABTOMATWYECKM NOATEEQAMTE Sanpoc
J1nA COXPAHEHWA BEINYWEHHOMD CEPTHEMEATS NONES0BATENA B COMpaHITE... |
halin HasruTe KHonky "CoxpaHuTe'.

JnA npogonkeHHA HaskkuTe kHomky ' danes’’,

< Hasan | Danee » | OTtreHa |

12. OkHO CoxpaHeHue uenouyku ceptudpukartoB LleHTpa CepTucdmkaumm nossonsert
COXpaHUTb BCe cepTuduKaTbl n3gaTtenen n CNMCKM 0TO3BaHHbIX CepTUdUKaTOB,
obecneuunBaloLne NpoOBEPKY CTaTyca CeEpTUDMKATOB, N3AAHHbIX YAOCTOBEPSIOLUM LEHTPOM.
Mpn Heob6xoAMMOCTU, yCTaHOBUTE nepeknoyaTen CoxpaHUTb LLEeno4YkKy cepTudukaTos
LleHTpa Ceptudmkaunm 1 BknovaTtb B pe3ynbTtaTt cooTBercrByrowme COC n seeaute
NOJIHBIN NYTb A5 pa3MeLlleHns yKasaHHbIX AaHHbIX. HaxxmuTe kHonky [Aanee.
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PuUcyHok 58. OKHO COXpaHeHUA Lenoykn cepTuduKaToB U CIUCKOB
OTO3BaHHbIX cepTUPUKATOB

MacTep Co3 A aHWA CepTUhHMKATa NoNbL30EaTENsA

CoxpaHeHue nenoykH ceptHpuraroe lledrpa CeprHpUEaHM

Heamure pacnonoxeH9e $alina 0na coXpaHeEHHA LENoYEM CepTMpMKaToE LLeHtpa
CERTHDMEALMM.

dror FMACTEQ MMEET AON0NHMTENEHYKD BEOSMOHOCTE COXPIHEHIA LEMOYE I
CEPTHPRHET ATOE LI.EHTIZIEI EEDTH¢HKEMHH 0NA Nepe0ayH e2 NONBS0EITENKD,
HaNpMriep, Ha QHCEETE, Ecnit Bel senaeTe BOCNoNe306aTECA 3TOM BOSMOMHOCTERD,
OTHETETE PAIK0K HHHE.

[v CoxpanuTe ueno4ky ceprudukaros L eHTpa CepmHauranmm
MraA thafina:

Ia: hzacer.p?b Dazop... |

P oprat Palina sanpoca
{* Paine & Bazebd-kogupoeke PECSH10 ¢ saronoskorm

" Painel & Bazebd-rogupoeke PECSH10 Sez saronoek.a

v BrnouaTte B pesyneTar cooTeeToTEYowme COCG

[nA NpogonkeHHa HaskmuTe EHonky ' Oanee’’,

¢ Haszan Danee » OTrena

(W)

B cnydyae npegocTtaBneHUs Nosib30BaTeN0 U3roTOBNIEHHOrO cepTudmrkaTta
KJlloua noAnucuM Ha CMEHHOM MarHMTHOM HocuTene (HanpuMmep, NOCpeACTBOM MOYTOBOM
CBA3M) UenecoobpasHoO 3anmcaTb Ha 3TOT Xe HOCUTENb U aKTyasNbHbI CMMCOK OTO3BAHHbIX
cepTUdnKaToB.

13. Mocne ycnewHoro ocyLwecTBNEHUS ONUCAHHbIX AEACTBMIN OTKPOETCS OKHO,
nHpopmupytoLlee 06 ycrnewHoM U3roTosseHnn ceptndukarta. Haxmure kKHonky FoToBo
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PucyHok 59. 3aknountenbHoe OKHO Mactepa co3aaHumsa ceptucgukara

nonb3oBaTtens
Mamep MacTtep co3znaHuva cepTu@ukara
none30Bartend
CO3/aHuA
CospaHue CEpPTHPHEATA YCcnewHo 3agepleHo.
ceptudumkara

[nA 5akpeMHA MACTEpa HakMWTE KHoNKY 'ToToen’

¢ Haszan [omoeo OrtieHa

14. B neson yactn okHa APM agmuHucrtparopa LP Boigenute y3en NMonb3oBatenu v B
NnpaBoOM 4acTU OKHa NPOBEpbTE HaNM4Me y4EeTHON 3anmucu, COOTBETCTBYIOLLEN
3aperncTpnupoBaHHOMY MOJib30BaTes0

PucyHok 60. NMpocMOTp y4yeTHbIX 3anucei 3apermcCTpupoBaHHbIX

nonb3oBaTenen
£3 APM ApmvHucTpaTopa LIP =10] x|
: PRETE|
J,.;Leﬁu:TE:HE EBHa J<1=-P|||@J'ﬁv
CTpYKTYPa I MNonNb30EaTENH
|:| KprnTo-Mpa ¥ & | | ID nanezoEaTena | OALES HMA |
El@ LPM aaMHHHCTRATOpa LleHTpa PErHETpaum: E 1 ARM Cper
Elﬁ LLeHTp PerkcTpaumH - Fav.cp.ru [ 5 ARM Adrnin
E UeHTp cepTHEHE ALK ﬁ 3 Z_User_01
3aNpackl HA PEMHCTRALLHKD ﬁ 4 lgaHoE lEaH MeaHoENY
-2 Fanpockl Ha cepTHDMEAT ﬁ & MeTpos MNETR NETPOEHH

m 3anNpockl Ha OT3LIE

[P CepThinkaTel

----- ﬁ Mane30EaTENM

@ MypHan

EI--E UeHTp PErHcTRalmH - Fav.cp.ru
E LLeHTp cepTHbHK ALK
3aNpOCEl HA PErMCTRAELHHD
3anpock! Ha CEpTHDHEAT

- 3anpockl Ha oTsRE _ILI
al [ > | i

CHAOPOE CHADD CHAODOEHY
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15.
MeHto BbibepnTte Bce 3apgaun->MNokasatb->CepTtudukarbl

I'Ipa|30|71 KHOMKOW MbILIWN BblAENNTE CO34aHHYIO YYETHYIO 3alnnCb U B KOHTEKCTHOM

PucyHok 61. NMpocMOTp M3aaHHbIX cepTUPUKATOB 3apErMCTPUPOBaAHHOIO

nosnb3oBaTensa
£2 APM A anunucTpaTopa LIP =10 x|
; JEEE
“ JeficTene  Bua |J = = | E | | | E% |
ID cepTHbKKaTa | _EpHAHEIM HOMED | AaTa BECTYNNEHHA B CHIY | fAaTa OKoHHaHMA AEHCTEMA | AaTa okony

2004 10:00:00 oy 2005 10:09:00

i

16.

KHOMKM MbILIWX M NPOCMOTPUTE €ro B CTaHAapTHOM OKHe NMpocMoTpa cepTudurkaToB

BblaennTte U3roToBJIEHHbIN CepTMd)MKaT KJ1toda NOANMCKM ABOMHbBIM HaXKaTUEM NeBOM
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PucyHok 62. CraHgapTHOe OKHO NpocMoTpa cepTtudmkara

DB HE |C|:||:TaB I My TE CEpTHEHEAUHH I

“.eu-@.‘i-.-
=1 Ceenenvd o cepTrdrkaTe

IToT ceprrduKaT:

*TOATEEDH AET ¥ AANEHHOMY KOMIBHTEDY MAEHTHDMKALHHD
BaLUErD KOMNEHITERS

*3alHWLEET CO0BULEHMA 3NEKTPOHHOR NOYTE
#[lonez0eatene UeHTpa PervcTpaukq

KOMY BEIQAH: CHAOPOE CHAOR CHAOPOEHY

KeM Bb1gaH: Fay2004 Ca

AeWcTEMTENEH © 27.02.2004 no 27.02.2005

W CTAHOEMTE cepTHd:uHKaT...§| ZJAABNEHHE NOCTABLLHKS |

1.2.2.3. Haunbonee yacTto BCcTpeydatowmecs owmnbkm, BO3HUKAOLWME Npr
perncrtpaumm nonb3oBaTens B pacnpeaesieHHOM pexuMe

1. Mpwn NpuHATMKM 3anpoca Ha perucTtpauunto (APM AgMmuHucrtpartopa LIP —> 3anpochl

Ha perucrpauuio -> 3anpoc -> Bce 3apgaum -> NMPUHATDB) B OTKPbIBLLEMCSH OKHE,
nHpopMupytoeM 06 OKOHYaHMKN NMpoaesiaHHbIX onepaunii, nossaseTcsa coobuieHme o6

owmnbke
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PucyHok 63. Owunbka npmu BoinosiHeHun Metoaa Registration.AcceptRequest

MNpYHATHE 3aNPOCOE HA PErWCTPALMHD

fpatdoTk.a SaEEpWEHa

Mporpecc | |:|LIJHI5KHI F'esyanaTI

1| | B

[pepeaTe |

Jakpemb

MpYHATHE 3ANPOCOE HA PEMMCTPaLMHD

@patoTka saEepWweHa

Mporpece | OWMiKA I PesganaTI

.........................

Dwmdka Horep: -2147 2205991
Weoroynue: RegiztrationCenter
Onucanue: Joctyn sanpewed noaumueol LLP. [Reagistration. AcceptRequest)

JaKpETE

Y npuBunernpoeaHHoro nonb3osatens (Oneparopa win AgMMHUCTpaTopa),
NpoOU3BOASLLErO PEerncTpaunto Nonb3oBaTeNs B YA0CTOBEPSAIOLLEM LLeHTpe, HeAOCTaTOuYHO
npas Ha BbinosiHeHMe MeToaa Registration.AcceptRequest.

Ha LleHTpe Peructpaumm Heo6xoaMMO OCYLLECTBUTL HACTPOIKY MOAUTUKMN
6e30MacHOCTM, NO3BOSIOLLYO OCYLUECTB/IATL BbIMO/IHEHWE YKa3aHHOIro MeToAa.

2. Mpu NnpuHATUMK 3anpoca Ha cepTudukat (APM AaMuHuctpaTtopa LIP —> 3anpochl
Ha ceptudukaT -> 3anpoc -> Bce 3agaum -> NMpUHATb) B OTKPbIBLLUEMCSI OKHE,
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MHpopMupyloweM 06 OKOHYaHMKM NMpoAenaHHbIX onepaunii, nosasnaeTcs coobueHmne o6
owmnbke.

PucyHok 64. Owunbka npu BbINOJIHEHUM MeToAA
CertRequest.AcceptFirstRequest

MNpYHATHE 3aNpPOCOE Ha CepTWhMKAT

fpatoTk.a SaEeplIEHa

Mporpece | EIUJHﬁKHI F'esganaTI

PesuneTar | ForrdeHTapLHA

[pepEaTE:

Jakpere

MNpYHATHE 3aNPOCOE Ha CepTWhMKAT

fpatdoTk.a SaEeplIEHa

MNporpeco U I PesyneTar I

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter

Onucanye: Joctyn sanpewed nomvmueol LLP. [CertR equest AcceptFirstA equest]

JakpETE

Y npuBunernpoeaHHoro nonb3osatens (Oneparopa win AgGMMHUCTpaTopa),
MPOM3BOASLLErO perncTpaunto Noab3oBaTens B YA0CTOBEPSAOWEM LEeHTpe, HeAOCTaTOYHO
npas Ha BbinosiHeHMe MeToaa CertRequest.AcceptFirstRequest.
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Ha LleHTpe Peructpaumm Heo6xoaMMO OCYLLECTBUTL HACTPOIKY MOAUTUKMN
6e30MacHOCTM, NO3BOJSIIOLLYHO OCYLLECTBASATh BbINOSIHEHNE YKA3aHHOIr0 MeToAa.

3. lMocne HaxaTusa Ha KHonky [lanee B OKHe OKOH4YaHue perncrpaumm
noJsib3oBaTesia NosBiseTcs coobueHme:

PucyHok 65. Owunbka npu BbINOJIHEHMN MeToAa
Registration.CreateRequestByAdmin

APM AAMWHKWCTpaTOpa LIP 5[

B Bpera BEINOAHEHKWA oNEpAaLHK NpoMSowWna owktka. 18 nonyyeHHa
NOAPOAHOE MHPOPRALMK HakaTe kHonEY ' Tlokazare nogpoSHoCTI' .

JakpeTE | << CKpbMTb NOAPOAHOCTI |
Horepe 2147220955 ]
MoTouHME: Regsterllzer
OncaH9e; MNpouzoWwna oWKGKa B0 EpErA 0OPAGOTEK SaNp0ca Ha PErWCTPALMID.

OprruHaneHan owmdka; Number=-2147220991 Bource=FegistrationCenter Description="m

.
1| | b

APM AaMMHKWCTpaTopa LIP 5[

Q B0 EperA BEINOAHEHKWA ONEpALMHK NPoOMSOLWNE owkEka. 108 nonyyeHHa

NOAPOAHOM MHPOPMELHK HaskWTe kHoNKY ' Tlokasare nogpoSHOCTH' .

JakpeTe | << CrpeTe NogpogHOCTH |

=4

1CE HA PEMMCTPALMIO,
enter Dezcrption=locTyn sanpewed noaurueol UP. [Reagistration. CreateR equestB w.dmin]

< o

Y npuBunerMpoBaHHoOro nonab3osartens (Onepartopa wav AAMMHUCTpaTopa),
NMpou3BOASILLErO PErnMCTpauUnto Nonb3oBaTeNs B YAOCTOBEPSAIOLWEM LIEHTPe, HEAOCTAaTOYHO
npas Ha BbinosiHeHMe MeToda Registration.CreateRequestByAdmin.

Ha LleHTpe Perncrpaumm Heo6xo0aMMO OCYLLECTBUTb HACTPONKY MOSIUTUKMN
6e30MacHOCTM, NO3BOJISIIOLLYHO OCYLLECTBASAThL BbINOJIHEHWE YKA3aHHOIro MeToaa.

4. lMocne HaxaTus Ha KHOMKy [lanee B okHe OKOHYaHUe perncrpauyum
nonb3oBaTens nosBnseTcs cooblieHme:
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PucyHok 66. Owunbka npu BoinosiHeHun Metoaa Registration.AcceptRequest

APM AaMMHKWCTpaTopa P ﬂ

Bo BpErA BRINONHEHKA ONEPALMM NPOKMZ0WNE owKGka. [0 nonyyeHus
MNOGPOSHOM MHPOPRAaLHK Hask|TE kHoMkY ' Tlokasate nogpoaHocTH .

JakpeTe | << CrpbTe NogpofHOCTH

Horep: 2147220957 =]
MoTouHME: Reqisterllzer
QnMcaHme:; Mpouzowna owKaka B0 BPErA NPMHATHA Z3NPOCa HE PErHMCTPALLMID.

OpriHaneHan awktka: Humber=-2147220997 Saurce=ReaqiztrationCenter Dezcription=om

o
1| | b

APM AnmuHucTpaTopa LIP ﬂ

Q B EperA BEINDAHEHKWA ONERALMM NPOMSOLWNG owMEka. 108 nonyyeHHa

NOGPOAHOA MHPOPRALHM Haskk|Te kHonkY 'Tlokasarte nogpofHocTy',

JaKpETE |

=)

| 3ANPOCa Ha PEFMCTRaLMI.
strationCenter D escription=JocTyn 3anpewed nonuTakoi P, [Fegistration AcceptB equest]

< e

Y npuBuaernpoBaHHoro nosib3opatens (Oneparopa niv AGMMUHUCTpaTopa),
NMPOM3BOASLLErrO PErMCTPaLMIO Nosib30BaTeNs B YAOCTOBEPSIIOWEM LIEHTPE, HEAOCTAaTOUYHO
npae Ha BbinosiHeHMe MeToaa Registration.AcceptRequest.

Ha LleHTpe Perncrpaumm Heob6xoanmMo OCyLLEeCTBUTb HACTPOMKY NOAUTUKHN
6e30MacHOCTM, NO3BOSIOLLYIO OCYLLECTB/ISATb BbIMNO/IHEHWE YKAa3aHHOIO MeToaa.

Mpw nosiBNneHnn coobuieHns 06 owmbke B CUCTEMHBIN XYPHaI NPUNOXEHNI
(Nyck/MNporpamMmmbl/ AgMuHUcTpupoBaHue/MpocmoTpCobbiTnin/XXypHan
Mpuno)xxeHuni) 3aHocuTcs noapobHas MHDOpPMaLUUs O BO3HUKLIEN CUTyauun, aHanmns
KOTOPOM MO3BONUT TOYHO OMpeAenuTb NPUYNHY OLLINMOKU.

1.3. WUsrotoBneHune ceptudumnkaTta Koya noanmcm nonb3oBaTens
YpaocTtoBepstowero LeHTpa

M3rotoBneHue ceptudukaTa Kao4va Nnoanncu B Y0CTOBEPSIOLLEM LiEHTpE
ocyllecTBNsieTCS AAMMHUCTPATOPOM (MNpuU NUCMOJIb30BaHMM HAaCTPOEK MO YMONYAHUIO) U

60



XKTAM.00035-01 90 07.Kpuntollpo YU. APM agMunHuctpatopa LP. NpakTuueckas
peanusaums pernaMmeHTHbIX npoueayp

MOXET 6bITb OCYLLECTB/IEHO B IBYX PEXMUMaXx: LEHTPaM30BaHHOM U pacrnpeaeneHHoM.
Bbi6op pexunMa U3roToBIEHUA cepTUdMKaTa ONpeaenseTcs BlajesblLeM Y10CTOBEPSIOLWErO
LEeHTpa u ycTaHaBnMBaeTcsi PernamMeHToM YA0CTOBEPSIOWEro LeHTpa.

LleHTpanu3oBaHHOe M3roToBAeHUe cepTudMKaTa Ktoua Noanmucu oCyLLecTBasieTcs
npu TNYHOM NpUbBBLITUM Nonb3oBaTensa (MMbo ero ynosHOMOYEHHOr0 NpeacTaBuTens,
AeNCcTByloLero Ha OCHOBaHMM COOTBETCTBYOLEN JOBEPEHHOCTMN) B YAOCTOBEPSAIOLNI LEHTP.
PacnpepeneHHoe, HaNnpoTMB, NO3BOJISIET OCYLLECTBUTb M3rOoTOBIEHME cepTudmKaTta Ki4a
noanucm 6e3 NpubbiTnsa B YAOCTOBEPSAIOLWMNA LLeHTP, YTO yA06HO, HanpuMep, npu
3HAYMTENbHON TEPPUTOPUANBHOWN yAANEeHHOCTU YAOCTOBEPSIOLErO LeHTPa N KOHEYHbIX
nonb3oBaTesnen.

1.3.1. I3roToBneHune ceptudmkaTa Kada nognmucu B LeHTpasn30BaHHOM
pexume

M3roToBneHue ceptudukaTa Ktova Nnoarnnucu B LEHTPAIM30BaHHOM pexuMme
OCYLLECTBNISIETCA NPU NIMYHOM NPUBLITUM Nonb3oBaTens (IM60 ero yrnosIHOMOUYEHHOI O
npeacTtaBuUTeNs) B YA0CTOBEPSOLWNIA LEHTP

N3roToBneHne ceptudumkaTa Katoda NoANMCK B LLEHTPASIM30BAHHOM PEXUME MOXKET
OCYLLECTBNATLCS KaK C reHepaumen Koueln B YA0CTOBEPSIOLWEM LIEHTPE, TaK U Ha
OCHOBaHMK 3arnpoca Ha cepTudUKaT, NpPeaoCTaBIsSEMOro Nosib3oBaTesieM B YA0OCTOBEPSIOWNIA
LeHTp B BUAe daiina (B NoCneaHEM C/lydae reHepaumio Kyen oCcyLwecTBNseT cam
nonb3oBaTenb).

OcCHOBaHMEM A/ U3rOTOBJIEHMSA cepTudUKaTa Ktova Nnoanunucu sBnsetcs 3asBeHne
Ha M3roToBfieHne cepTudmkaTa.

3asBfieHne Ha M3roToBfieHne cepTudmrkaTa, ohopMASeTCS YCTAaHOBNEHHbIM
PernameHTOM 06pa3oM, 1 AOKHO coaepKaTb:

e MAEHTMUKALMOHHbIE AaHHble N1Ua, Ha Ybe UMS TpebyeTcsl U3roToBUTb cepTudmKar;

e Habop obnacrei ncnoab3oBaHUSA KJtloUa M COOTBETCTBYOLWME 3TUM obnacTsam
06bekTHble naeHTudmkaTopbl — OID'bl (coaepxxaHue nonsa Extended Key Usage
cepTndmkaTa — HaumeHoBaHmne obacTten NCcnonb3oBaHNNA);

e B cnyuyae usrotoBneHus ceptmdumkaTa Ha OCHOBE NMpeaoCcTaB/ieHHOro B Buae ganna
3anpoca Ha cepTudunkaTt — yCTaHOBIEHHbIM 06pa3oM odopMAeHHbIN 6n1aHK 3anpoca
Ha cepTuduMKaT KYa NOANUCH

1.3.1.1. N3rotoBneHne ceptudukarta Kaoya NoANnCU B LEHTPAIM30BAHHOM
pexuMe C reHepaumen Ktoyen B Y40CTOBEPSIIOWEM LieHTpe

OnuncaHue npouecca U3roToBsieHMs cepTudmKaTa Kaova noanucu B
LEHTPaIM30BaHHOM PEeXNMe C reHepaumen KoYeli B Y0CTOBEPSAIOLLEM LIEHTPE:

1. B okHe APM AgMuHuctpartopa LP BbiaennTe NpaBort KHOMKOW MbIlUM YYETHYHO
3anucb Noab30BaTesns, Ha UMA KOTOporo TpebyeTcsa 3roToBUTb CepTUdMKAT Koda NOAMUCH,
B OTKPbIBLUEMCS KOHTEKCTHOM MeHI0 BbibepuTe Bce 3agaum -> Co3paTtb -> HoBbI#
cepTudukar
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PucyHok 67. Bbi6op nyHkTa MeHio HoBbIi cepTucdukar

'='§ APM AnMuHKUCTpaTopa LIP ;Iglzl
; | =131 x|
|J AericTere  Bna |J¢“P‘|||@“'ﬁv |
CTRpYKTYpa I MonesoEaTEH
|:| KprnTo-Mpo Y1 - ID nones0EaTENA | QbLWeEe HMA | MNoapaz
E@ APM aamHrcTpaTopa LenTpa Peru €1 ARM Oper
Elﬁ LLeHTp PErvcTpalkK - Fav,cparu ﬁ 2 AR Adrnin
Eﬂ LeHTp cepTHDMKAULHH ﬂ 3 Z_User_01
% 3anpockl HA PEMHCTRALMID ﬁ g MNeTpos MNeTp NeTpOEHY Fammer
& 3anpocel Ha cepTHdmkaT ﬁ 9 CrAOpOE CHAop CHADROEKY K.ommep
m 3anpockl HA OT3kRIE
~fEP CepTrdmkaThl Bre sagaqyn # Mokasate

----- ﬁ ManesoEaTenH

@ HwpHan

m Janpockl Ha OT3BIE

EI--E LigHTR PErMCcTRaUMHH - Favcparu |

ﬁa LEHTP CepTHDMEALHH

g 3anpockl HA PErHCTRALMHD
3anpockl Ha CepTHDMKKAT

CBOHCTEA

Co38aTE
¥aanuTe

HoBeiF cepTHgHEaT
Makpep BpeMEHHOMD A0CTyNa K ¥L,

Cnpaeka I

a

2. 3anyctutca MacTtep co3paaHmsa cepTudmukarta. Haxmmrte KHonky [lanee

PucyHok 68. NepBoe okHO MacTtepa cospaHua ceptudmkarta

MacTep Co3faHyA CepTUdHKaTa NoNbL30BaTEns

Macrep
CO30aHus

L

ceptudumkara

MacTep coznaHva cepTUgukara
nofb3oBaTens

Aror MACTED NOMOrasT EbllaTh HOBIA CEQTHRMHEET
SAPErHWCT PHPOEAHHORMY NOABZ0ESTEAK.

[ MponycTuTe aToT War NpM CASAYMLLEM SanYCke

1A npogonkeHa HaskeuTe EHonky ' Oanee’.

< Hazan

Danee »

OTreHa

Ons oTkNoveHUsa BbiIBoAa NepBoro okHa Macrepa co3naaHna ceptudukarta

nonb3oBaTenNs yCTaHOBUTE «ranky» MponycTUTb 3TOT War npu cieayloweMm 3anycke
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3. B okHe UCTOUYHMK 3anpoca Ha cepTUUKaT YCTaHOBUTE NepeksodaTesnb B
nonoxxeHue FeHepauusi HOBOro 3anpoca Ha cepTudUKaT 1 HaXXMUTE KHOMKY Aanee

PucyHok 69. Bbi60op reHepaumm HOBOIro 3anpoca Ha ceptudukar

MacTep Co3AaHWA CepTHhHKaTa NoNb30BaTEnA

HcToyHuk sanpoca Ha cepTHdHEaT
Brifepure cnocod nonyyeHHA 3anpoca Ha CepTUdMHKET

BrifepuTe MCTOYHME 3aNpoca Ha CEPTHRMEAT M HasmuTe kHomky ' danee'.

% T eHepalMa HOBOro ZanNpoca Ha CEpTHgMEAT:

BriSepuTe 3TOT NApaMETR, SCAM #EN3ETE CrEHEPHPOESTE NaRY KADMEN W
COZAATE 33N00C HA CERTMMMKAT 407 HOBOMD GTEPEMard Kakya.

" YTeHue 3anpoca Ha CepTHEMKAT W3 dalina

BriSepuTE 3TOT NApaETR, BCAM #EN3ETE BSATE CYLWECTEYWMA SaNpoc Ha
CEPTHRUEAT W3 Ralina, NpeLocT AENEHHOM O NOES0EATENER.

[na npogon#eHida Hasmume kHoney ' danee",

< Hazan Hanee » OrtreHa

4, OTkpoeTcs okHO MapaMeTpbl KAK4a, B KOTOPOM Bbibepute Heobxoanmblin
KpuMnTonpoBanaep U yCTaHoBUTE/CHUMUTE «ranky» MOMEeTUTb KJII0UM KakK
aKcnopTupyemblie. Haxmnte kHonky fanee

PucyHok 70. HacTtpoiika napaMeTpoB reHepauum Karuen

MacTep Co3AaHWA CepTHHKATa NoNL30BEaTENA

MNapameTpu Kmova
HeTaHoBuTe NapareTpil Kioya

BrifiepuTe KpUMTONpOBaHLEp MS NPMBEAEHHOrD crMcka. Heamme TpetyekIi
PASHED KADYE M AArOpMTH HELUMPOEaHUE.

C5P

IEr_I,Iptu:u-F'ru:u GOST R 34.10-2001 Cryptographic Service Provider j
Fazrep knioya Mue 513

IE-I 2 j Makec: 512

AAropuTe $ElLMPOEaHIA

|GOST R 34.11-34 =l

[T BrAHMTE YoHASHHYM SEWMTY SaKpBTOrD KAYS

v TIOMETUTE EKINM KAaK 3 KCNOPTHRYEMbIE

[na npogon#eHida Hasmume kHoney ' danee"

< Hazan Hanee » OrtraeHa
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(W

YctaHoBKa nepekntoyatens MoMeTUTb KJII0UM KaK 3KCNoOpTUpPyeMble
NO3BOJINT B Aas/IbHENLLIEM MOJIb30BaTENIO CKOMMPOBATb 3aKPbITbI K/IHOY HA MHOW HOCUTESb.
CHsTMe 3Toro gnara NpMBOAMT K HEBO3MOXHOCTU KOMMPOBAHUS KKOUYEBOI0 KOHTEMHepa
wTaTHbIMK cpeactBaMmu CK3W n onepaunoHHON cucTeMebl. MepekntoyaTenb BKAOUYNTD
YCUIEHHYIO 3aLlUMTy KJ1HoUa NMPUMEHSIETCS K 3aKPbITbIM K/to4aM, chOPMUPOBAHHbIM
NnpeayCTaHOBJIEHHbIMM B CUCTEME KPMMATOMpPOBanaepaMm MHOCTPAHHOIO NPOM3BOACTBA
(Hanpumep, Microsoft Base Cryptographic Provider).

5. B okHe BBoa nHdopMaunm o ceptudukaTte nosib3oBartens Bbibepurte
Heobxoanmbln WwabnoH ceptudukarta. LabnoH ceptudukaTta coaepxut obnactu
MCMOSIb30BaHMsA Kito4ya, KoTopble TpebyeTtcs 3aHecTn B cepTudukaTt. Boibop ykazaHHOIo
wabnoHa OCyLEeCTBISETCA B COOTBETCTBMU C NONOXEHUAMU PernamMeHTa YaocToBepstowero
LeHTpa 1 Ha OCHOBAHMWM NOAAHHOIO 3asB/IEHUS Ha U3roTOBNEHWE cepTuduKaTa Ka4ya
noanucu. MNocne Bbibopa Heobxoanmoro wabnoHa cepTudukaTa HaxXmMmTe KHomnky [Aanee

PucyHok 71. Bbi6op wabnoHa ceptudumkara karoya noanmcm

MacTep Co3faHyA CepTUdHKaTa NoNbL30BaTEns

Beon HHPOpMAILHH O CEPTHPHEATE NOAL30BATENA
Heamume NapardETpel 33NPOCa Ha CEPTUPMEST NONEI0ESTENA.

BblﬁEpHTE! THN ZaNP0Cca HA CERTHPMEAT NONES0ESTENA. E':I.El.bTE! EHHMATENEHE, TN
SANpOCca oNpeaedcsT Npasd NoNbk3INEITENA B CHCTERE.

Tun sanpoca Ha CepTHRMKAT

EQTHPUEAT NonesosaTend S

[nA NpoaonkeHHa HaskkuTe kHonky ' anee’,

< Hazan Danee » OTreHa

OnucaHHasa npoueaypa TpebyeT oT nnua, OCyLEeCTBASOWEr0 U3roToB/EHNE
cepTudumkaTa Ko4da noanmcu, NoBbILLEHHONO BHMMaHUSA, MOCKOSbKY AaHHbIe, cogepalimecs
B WabnoHe cepTndukata onpeaenstoT OTHOLWEHWUS, NMPU OCYLLECTBJ/IEHMN KOTOPbIX
3/IEKTPOHHbIN AOKYMEHT C 3N1IEKTPOHHOM UM@POBO NOANMUCBHIO ByAEeT MMETb topUanyYeckoe
3HayeHue, 1 ownbka, AoNyLWeHHas Ha AAHHOM 3Tane, MOXET NPUBECTU K HAAENEHNIO
nonb3oBaTens AONONHUTENbHbIMK NpaBaMn K npuemnernamMmn (K HeNerMTMUMHOMY MOBbILLIEHMWIO
ero crartyca).
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6. OcyLiecTBmUTe reHepaumio 3aKpbITOro Kjto4a Ha MCNOJIb3YEMbIA K/TIOUEBOW HOCUTESb
(Hanpumep, Auckety 3,5” unn eToken) n opMmpoBaHme 3anpoca Ha cepTudukaT Ktoua
noanucu. MNocne ocywecTBNeHNs YKa3aHHbIX AeNCTBUA B OKHe MpocMoTp 3anpoca Ha
cepTtndukaT NpoBepbTe NPaABMIbLHOCTb YKa3aHHbIX MAEHTUPUKALMOHHbBIX AaHHbIX (None
Cyb6bekKkT) 1 obnacrei ncnonb3osaHma knwda (none UcnonbsosaHue knto4a). Mpu
Heo6XxoANMMOCTN BBEAUTE AOMNONHUTENbHYO CNPaBOYHYIO MHPOPMALUIO O 3aNpoce U HaxXMuTe
KHoMky Aanee

Haxxatne kHonkn COXpaHUTb MO3BOJISEeT COXPaHUTb CHOPMUPOBAHHbIN
3anpoc Ha ceptudmkaTt B danne dopmata PKCS#10

PucyHok 72. OKHO NpOoCMOTpa 3anpoca Ha ceptudukar

MacTep Co3faHyA CepTUdHKaTa NoNbL30BaTEns

lNpockMoTp 3anpoca Ha CEPTUMdMEAT

MpocoTEUTE BRISPAHHEIN 3aN00C Ha CERTMMMKAT M YAEAMTECE, YTO 3TO 3aNp0C Ha
CEQTHRMEST NOME306STENA,

CyfeekT: 1.2.840.1135459.1 9.1 =ivanov@cmptaproo, 2.5.4.6=RU,
254 8=kockea, 254 7=Mockea. 254.10=000 EFUNTO-MPO,

Mononesoeanke  [NonesoEarente L eHTpa Pervcrpaumy [1.2.643.2.2. 34 6]
K4S MNpoeepka nogaMHHOCTI kakenta [1.3.6.1.5.5.7.3.2)

Orepemeli kaoy:  TOCT P 34.10-2001

0440 34CA 3532 DCFO £433 2410 9218 4DB2 BRAT AEET 7FED 53CE
1780 85BF 3377 EFGC 30CE B3297 3540 2E4E 2884 FE0A A2CT 34C3

Ona COXPAHEHUA COSAAHHOND 3AMPOCA B AN HIKMUTE COXpaHMTE. . |
kHonky 'CoxpaHure".

HonoaHKTenEHaA HHPOPRSLMA

-
[~

[nA NpoaonkeHHa HaskkuTe kHonky ' anee’,

< Hazan Danee » | OTreHa |

7. OTKpoeTcs OKHO YCTaHOBKa cepTudukarta nonb3oBaTtens, MHpopMumpytouiee 06
yCNewHoOM U3roToBaeHun cepTudunkaTta Kaoda nognmcm n no3sonstoLlee:
e OCYLLECTBUTb MPOCMOTP U3roTOB/IEHHOrO cepTudmMKaTa, HaXXaTUeM KHOMKKU
MpocmMmoTp...
e COXpaHWUTb U3rOTOBJIEHHbLIN cepTudmkaT B Bnae danna dopmata PKCS#7, HaxaTnem
KHoMkn CoOXpaHUTb...
e YCTAHOBUTb U3rOTOBNEHHbIN cepTUdMKAT B KOHTENHEP CEKPETHOro Kjto4a
(ocywecTBnsieTcs YCTaHOBKOW COOTBETCTBYHOLWEro nepeksdarens)
e YCTAHOBMUTb cepTUdMKaT B XpaHunuuie (0CyLLECTBSETCS YCTaHOBKOMN
COOTBETCTBYIOLLErO nepekstoyartens)
e aBTOMATMYECKM NOATBEPANTbL 3anpoc (OCYLLEeCTBISETCS YCTaHOBKOMN
COOTBETCTBYIOLLErO nepekstoyartens)
OcylecTBnTe YCTaHOBKY NnepektodaTesnien, nponsseante HeobxoanmMbie 4ENCTBUS U
HaXXMUTe KHonky Aanee.
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KoHKpeTHas CTpyKTypa KJlo4eBOro Hocutens onpegensietca PernameHTomMm
YpaocroBepstowero LeHTpa. PekoMeHAyeTCs Ha Klo4YeBOW HOCUTENb, MOMUMO COBCTBEHHO
KOHTEeNHepa CeKpETHOro Kit4ya, 3anucbiBatb dain M3roToBNeHHOro cepTudmkaTa Ko4a
noanmcn (kHonka CoXpaHUTb...) U AONOJIHUTENIbHO COXPaHSATb CEPTUMUMKAT Kto4a NoANUCH
B KOHTENHEP CEKPETHOro katya (ycraHoBka diara YCTaHOBUTb cepTudukar B
KOHTEeMHep CeKpPeTHOro KJjr4a).

Bbibop nepekntoyatens YCTaHOBUTb cepTUdUKAT B XPaHUAMLLE NPUBOAUT K
WMHCTaNNsUMM M3aaHHoro ceptudmkata B Xpanmnunwe Ceptudpukarbl/TeKywmin
nosnb3oBartesib/[Apyrne nonb3oBartenu Ha N2BM APM agMmuHucTpartopa LP.
Mcnonb3oBaHue AAHHOro nepeknyvarensd y;I,O6H0 Ansa opraHndaumm 3alllneHHoro
no4YToBOro obMeHa Mexay NMpuUBMNErMpoBaHHbIM NOMb30BaTENEM M MNONb30BaATENSMU
YpocrtoBepsiiowero ueHTpa (HanpuMmep, € MCNOb30BaHWUEM MOYTOBbLIX KIMEHTOB Microsoft
Outlook, Microsoft Outlook Express)

Bbibop nepekntoyaTtens ABToMaTU4E€CKM NOATBEPAUTDb 3anpoc yCTaHaBAvBaeT
CTaTyC AaHHOro 3anpoca B COCTOSiHME 3aBepLueH 1 He TpebyeT NOATBEPXKAEHUS
MoJsib30BaTes/IEM YCTAaHOBKM M3rOTOBIEHHOrO cepTudunkaTta Ha ceoen MIBM. MNoaTeepxaeHne
rnonb3oBaTesieM YCTaHOBKUM OCYLWECTBASAETCS C ucnosnb3osaHnem APM
3aperucTpupoBaHHOIO NnoJsib3oBaTesis, aBnsalLwerocs web-npunoxexHunem LleHTpa
Pernctpauumn Yaoctosepstowero ueHTpa, n Tpebyet oba3aTtenbHOro CeTeBoro coeanHeHms
mexay N2BM nonb3oBaTtens u LleHTpoM Perncrpaunn. PekomMeHAyeTCcs NCnonb30BaTth
YKasaHHbIl nepekntyaTtesb B c/lydyae aBTOHOMHOINo yHKLUMOHMPOBaHMSA YA0CTOBEPSIOLWEro
LeHTpa.

PucyHok 73. OKHO NPOCMOTpPa U YCTAaHOBKMN U3[aHHOro ceptudukara
nonb3oBartens

MacTep Co34aHWA CepTHdHKATa NoNL30EaTENA

Ycravoeka CEPTHPHEATa NoAbL3DBaTEnA

MpOCHOTEMTE BRIGAHHEIN CEQTHgMKAT, COXPAHMTE M yoTaHOBMTE ero. [pu9 yocTaHoBke
CEpTURMEATA OH Yl eT 3aNUcaH B KOHTEHHED CeKpETHOMD KKHa.

CepTHRUEST Mo Ballety Sanpocy BeilaH Ll eHTpora CepTrdukauny. JnA npoctoTpa aToro

CERTHRUEATa Hasba9Te kHonky 'Tpocrorp... "
MpocroTp... |

v YcTaHoBMTE CERTURMEAT B KOHTEAHED CEKQETHOMD K4a

[T YeTaHoBUTE CERTHOMEAT B XpaHMIHLLE

[ ABTOMATHHECKM NOLTEEQOMTE SaANpoc
JnA co¥paHeHkA BRINYWEHHOMD CERTHEMEATa NONb30BATENA B CoMpaHTE. . |
halin HasruTe KHonky "CoxpaHuTe'.

JnA npogonkeHHA HaskkuTe kHomky ' danes’’,

< Hasan Danee » | OTtreHa |

8. OkHO CoxpaHeHMe Leno4vyku ceptudmkKkaToB LeHTpa cepTtudunkKaLmm no3Bonser
COXpaHUTb BCe cepTudunKkaTtbl nsgatenem u CNMCKnU OTo3BaHHbIX cepTUMKaTOB,
obecneumBalLme NpoOBEPKY CTaTyca cepTUdUKaToB, N3A4aHHbIX YAOCTOBEPSIOWMM LIEHTPOM.
YcTraHoBuTe nepekntovateny CoxpaHUTb Leno4vky ceptudpukaros LleHTpa
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Ceptudpmkaumm 1 BkarouaTb B pe3sysibTat cooTBeTcTBytowme COC n BBeanTe MNOJHbIN
nyTb ANA pa3MeLlleHns yKkasaHHbIX AaHHbIX. HaxxMuTe kHonky [Aanee.

9.

PucyHok 74. OKHO COXpPaHEeHUA LHeno4vykumn CepTMCI)VIKaTOB N CNUCKa

OTO3BaHHbIX cepTUdUKaToB

MacTep Co3faHyA CepTUdHKaTa NoNbL30BaTEns

CoxpaHeHWe uenoukH cepTHPukaTos llenrpa CepTHRMEAILHK
Heamure pacnonoskeHHe $alina Ana coxpaHeHUA LENoYkd cepTdukaTos LleHtpa

CEpTHDMEALMM,

dror FACTER MMEET AON0DAHMTEAEHYKD BEOSMO¥KHOCTE COXPaHEHIA LENOYEI
CEPTHHRHET ATOE LI.EHTDEI EEDTH':F'HK.EILI.HH 0NA NEpPEQSYH EE NONEI0EITENKD,
HanNpMriep, Ha QHUCEETE. Ecnit Bel senaeTe BOCNoNe306aTECA 3TOM BOSMOMHOCTERD,

OTHETETE PAIKOE HHHE.

[v CoxpaHuts uenouky ceprudukaros L eHTpa CepmuduranmHug
Mraa thalina:

Ia: hcacer.prb

P oprdaT palina sanpoca
{* Paline & Bazebd-rogHposke PKCSH10 ¢ saronoskar

" Paine & Bazebd-rogupoeke PECSH10 Sez saronoek.a

[ Brmouate B pesynsTaT cooTEeToTEYOWME COC

[nA NpoaonkeHHa HaskkuTe kHonky ' anee’,

Ozop... |

< Hazan | Danee »

OTreHa

lMocne ycnewHoro ocyLwecTBNeHUS ONNUCaHHbIX AEACTBUIN OTKPOETCS OKHO,
nHdopMmmpytouee 06 yCrnewHoM U3rotosneHnn ceptudunkarta. Haxmumrte kHonky FotoBo

PuUcyHok 75. 3aknuutenbHoe oKHO MacTtepa nsrorossnieHusi ceptudunkara

MacTep Co3AaHWA CepTHHKATa NoNL30BEaTENA

Mactep

—
—
k
1
i

[nA sakpemua macTepa Hasm9Te kHonky ''Totoeo'.

MacTep coznaHua cepTUgUkaTa

none3oeartend
CO3aHn4A
EDSJ].EHHE CEPTHPHEATA YCcNewHo 3aBeplWeH0.
ceptudumkara
M

< Hazan

[oToen

rrieHa
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10.

11.

B neson yactn okHa APM agMmuHucrpartopa UP suigenute ysen NMNonb3oBatenm un B
NpaBoi YacTM OKHa HanguTe y4YeTHYHO 3anncb Nnosib3oBaTtess, Ha MM KOTOPOro 6bin
M3roTOB/IEH cepTudukar

PucyHok 76. MpocMOTp y4yeTHbIX 3anncei 3apermcTpMpoBaHHbIX

nonb3oBaTteneu
'='§ APM AnMWHWCTpaTopa P ;IEIEI
) TS|
Jgeﬁn:TBHe Bua J@-P|||@J"ﬁ"'?’
CTRYETYRS I MNonE30BaTENK

|:| KprnTo-Mpa ¥L « | | ID nonezoEaTERA | DAlEs HMA | Moaps:
EI@ APM agmMHMcTpaTopa LleHTpa PerkcTpaumim € ARM Oper

EIE LieHTp PervcTpaumk - Fav.cp.ru ﬁ 2 ARM Adrmin

E LeHTp cepTHEMEALHK ﬁ 3 Z_User_01

-3 3aMpockl HA PEFMCTRALHHD
-l 3anpockl Ha CepTHDMEAT
m Zanpocel Ha OT3kRIE

-~ CepTrdmkaTl
----- ﬁ Mone30EaTENM

@ WwpHan

EI--E'B LeHTp PErMcTpaUkH - Fav, cp.ru

E UeHTp cepTHBMEALHH

3ANPOCEl Ha PErMCTPALMHD

Sanpockl Ha cepTHgMKAT
Ay

=1

MeaHoE FEaH FlIEaHoEHY F.amm

i

[MpaBoi KHOMKOWM MbIWK BblAENMUTE YYETHYIO 3anncb Nosib3oBaTesss U B KOHTEKCTHOM
MeHto BbibepnTe Bce 3apgaun->MNokasatb->CepTtudunkarbl

PucyHok 77. OKHO NPOCMOTpPa M3aaHHbIX cepTU(PUKATOB NoJsib3oBaTesNs

"='§ APM ApmwHucTpaTopa LIP ;|g|5|

. ISETES]

J JeficTene  Bua J = =) | g | | | @

ID cepTHibHEaTa | _EPHAHEIA HOMER | AaTa BCTYNNEHHA B CHAY | faTa oKoOHYaHKA AEHCTEHA | Hdatan
: F9303567000000000040  27.02,2004 14:135:00 27.02,2005 14:22:00 Z7.05,

47C1 1ESEQDOOO0O00004 1

01,03, 2
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12.

BblgenmTe U3rotoBiIEHHbIN cepTUduUKaT Kaoda nognmcm BONHBLIM HaXKaTueM 1eBOWn

KHOMKW MbIWX U MPOCMOTPUTE €ro B CTaHAAPTHOM OKHE NMPOCMOTpPa CepTVI(bl/IKaTOB

PucyHok 78. CtaHgapTHOE OKHO NpocMoTpa cepTudukara

OB e |Cu:u:TaB I My Th CEpTHBHEELHH I

O.,-..-gs..-

=1 Ceenenvda o cepTvdrkaTe

ItoT ceprrduKaT:

+TOATEEDHASET Y AANEHHOMY KOMIBHTEDRY HAEHTHDMK LMD
BALUED KOMNEHITERS

*3alHWLEET CO0BULEHMA 3NEKTPOHHOR NOYTE
#[lonez0eatene UeHTpa PervcTpaukq

KoMy BelgaH: FeaHos Mead MEaHoEHY

KeM Bb1gaH: Fay2004 Ca

AercTEMTENEH © 01.03.2004 no 01.03.2005

W CTAHOEMTE cepTHd:uHKaT...§| ZJAABNEHHE NOCTABLLHKS |

1.3.1.2. N3rotoBneHune ceptmdmkaTa Katoda NoaAnNMCuM B LLEHTPasN30BaHHOM

pexuMe C reHepaumen Kayen cammMm nonb3oBaTenen

OnuncaHue npouecca U3roToBsieHMs cepTuduKaTa Ka4va noanuncu B

LEHTPAaIN30BAHHOM peXnMe C reHepau,Me|71 KJloUer caMuM MoJsib3oBaTeNnem:

1.

dopMUpoBaHUe Nosb30BaTeENEM 3anpoca Ha cepTUdUKaT Kao4va NoAnNUcCK

OCYLLECTBASETCA C UCMOSb30BaHMeM chopMupoBaHHOM html-cdopMbl Ansa aBTOHOMHOM
paboTbl, peann3yroLmnX BbIMOSHEHNE cneaywmx GyHKUMNA:

FeHepauns 3aKpbITOr0 U OTKPbLITOrO K/koua NnoAnucu;
dopMMpoBaHMe 3anpoca Ha cepTUdUKaT KitoUya NoANUCU U ero CoxpaHeHue B daline;

dopMunpoBaHMe 3anpoca Ha cepTudukaTt ka4da nognmcu, noanuce LM 3anpoca Ha
OENCTBYOWEM 3aKpbITOM KJllOUe M CoOXpaHeHue noanmncaHHoro UM 3anpoca B dann;

YCTaHOBKa U3roTOBMEHHOr0 cemechKaTa KJ1l04a noAanmcu.
Ana narotosneHus cemechKaTa KJ1lo4a noAnmcu nosib3oBaTeslb NpeaoCTaBNdeT cba17|n

3anpoca Ha ceptudukaT kntoda noanmcu dopmata PKCS#10 n yctaHoBieHHbIM 06pa3om
odopM/IeHHOE 3asBreHMe Ha U3roToBneHne ceptTudmkaTa Kaoda nognucu, nmbo dann,
coaepXalwun noanmcaHHbii DLIMN 3anpoc Ha nlrotosneHne ceptTudurkata Kardya nognucu
¢dopmaTa PKCS#7.
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2. B okHe APM AgMmuHuctpartopa LP BbiaennTe npaBoit KHOMKOW MbILIU YUYETHYHO
3anucb NONb30BaTenNs, Ha UMA KOTOPOoro TpebyeTcsa U3roToBUTb CepTUdMKAT Koda Noannucy,
B OTKPbIBLUEMCS KOHTEKCTHOM MeHI0 Bbibepute Bce 3agaum -> Co3gaTtb -> HoBbii
ceptudpukar

PucyHok 79. Bbi60op nyHkTa MeHio Co3aaHue HOBOro ceprtucpumkara

£2 aPM ApMUHKWCTpaTOpa LIP =10] x|

. TS|
|J JedcTene  Bha |J<}=-P|||@|J“Ev |
CTpYETYPa I MNonesoEaTeny

|:| KpnTa-Mpo YL o | | ID nonezoEaTENA | QbW Ee HMA | Moapaz:
El@ &PM agmMmHrcTpaTopa LleHtpa Pern ARM Oper
EI&B LleHTp PerMcTpaukm - Fav.cp.ru BRI Adrnin
ﬁa LEHTP cEpTHDMEALMH Z_User_01

% Sanpockl H3 pErHucTRAaLKH MeTpos MNeTp NETPOEMY KomMMefp

£l Janpockl Ha cepTribHEaT

m 3anpock! Ha OT3LIE

[P Ceprrdmkatil

----- ﬁ Monbz0EaTEnH . pTHdHEST
CBOHCTEA

@ HypHan ¥AanHTE Makpep BPEMEHHOrD A0CTYNS E YL,

H--ﬁ UeHTp PervcTpaumm - fav.cpra | CNpaeka I

ﬁa LleHTp cepTHdiHkaLm

g 3anpackl Ha PErHCTRALMHED

CHAOPOE CHAOP CHAOPOEHY

Janpockl Ha CepTHBMEST

- {P Sanpock! Ha oTsRE _lﬂ
| | Eee | i

3. Mocne 3anycka Macrtepa cospaHna ceptudmkKaTa B OTKPbIBLUEMCS OKHE HaXXmuTte
KHonky Oanee

PucyHok 80. NepBoe okHO MacTtepa co3pnaHusa cepTucdmkarta nosibzoBartens

MacTep Co3 A aHWA CepTUdHKaTa NonsL30EaTEns

Macrep MacTep coznaHuAa cepTU@UKaTa

none3opartend
CO3AaHUS
CEDTH¢HKaTa ITOT MACTER NOMOrAeT ERINATE HOELIA CERTHEUEET

SAPErHWCTPHPOEAHHORMY NOABZ0ESTEAK.

[ MponycTuTe 3TOT War NP9 CASIYLEM SarycKe

[nA NpogonkeHa HaskeuTe kHonky ' Oanes’

< Hazan Danee » OTrena
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[na oTkNoYeHMs BbiBOJAa NeEpPBOro okHa Macrepa co3paHua ceptudmkara
nonb3oBaTenNs yCTaHOBUTE «ranky» MponycTUTb 3TOT wWar npu cieayloweM 3anycke

4, B oTkpbiBLIEMCS OkHe UCTOYHMK 3anpoca Ha cepTudukar Bbibepute
nepeksoyaTtens YreHue 3anpoca Ha cepTudukar u3s cdaina 1 seeamte umsa daiina,
coAeprkawero 3anpoc Ha cepTudurKaT Kao4va NoAMUCU N HaXXMUTE KHOMKY Aanee

PucyHok 81. Bbi6op cnoco6a nosiyueHus 3anpoca Ha ceptucdukar us daina

MacTep co3 A aHqA CepTUdHKaTa NonbL30EaTEns

McTouHME 3anpoca HA CEPTHOMOMEAT
BriGepuTe cnocof NOAYYEHWA 3aNPOca Ha CepTHDKEAT

BRIGEpTE UCTOMHME 3aNp0ca HA CEpTHRMEAT M HakmWTE kHonkY ' Hanes'.
{~ eHEpAUMA HOBOMD SANPOCE HE CEpTHERMKET

BrISepMTE 3TOT NApakETR, BCAM HEN3ETe CrEHEpHPOESTE NaRY KAKYEN W
COZ0ATE SAMP0C HA CERTHMMMKAT ANA HOBOMD OTKPEMOrD KAk4ya.

{* UreHWe zanpoca Ha CepTHEMKAT WE Paling

BrIGEpUTE 3TOT NApAMETR, BCAM HEN3ETE BESATE CULLECTEYKILW WA SaNpoc Ha
CERTHRMEAT MS $aling, NPSLOCTSENEHHOMD NONES0EATE NS,

MraA aina:

IE:HIhanDV.p'I 1] Oazop... |

[nA NpogonkeHa HaskkuTe kHonky ' Oanee’’,

< Hazan, | Danee » | OTrena |

B TOM cnyyae, ecnm npefoCTaBNEHHbIN 3anpoc Ha U3rotoBsieHne ceptudunkarta
noanuncaH 3N nonb3oBaTens, TO OTKPOETCS OKHO rnposepkn 3L 3Toro 3anpoca.
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PucyHok 82. OKHO NpoBepKM NoanucK 3anpoca Ha ceptudumkar

MacTep Co3A4aHWA CepTHdHKaTa NoNL30EaTENA

MpocwMoTp nognycu $afina sanpoca

MpocroTpHTE NOOAMCE $aMNa SaNP0ca HE CERTHMEMEAT M YOEIMTECE, YTO OHa
OEHCTEMTENEHS

PezyneTar npoBepEM;  NOQMMCE EEPHA

Hara nognuci; HEMZEECTHO

— CEpTHPMEAT NOGNHEHHES
Pesyncrar npoeepkd:  AefCTEMTENEH
CyteekT: CH=MEaHoe MeaH MeaHoewy, O=000 EPUOTO-NPD, L=Mockea, C=
HWaparent: CH=hFAk 2005 Ch, O=CroptoPro, L=tMoscow, C=RL

MenonezoBaHue kaoda: [Monesoearens Ledrpa Peructpawin, HTTR, TLS
knHeHT(1.2.643 2 2 34.6]

HefcTerTENEH C; 07102005 12 46:00

DefcTEWTENEH Ao 07102010 125500
MpocroTp |

¢ Hasan, | Danee » | OTtreHa |

Ha>katne Ha kHomnky MpPOCMOTpP NO3BOASET MPOCMOTPETL CepTUdUKAT Nnonb3oBaTens,
noanucaBLLEero 3anpoc B CTaHAAPTHOM OKHe NpocMoTpa cepTudukaTa. MNpuHaTne peleHus
Mo yKasaHHOMY 3anpocy AO0/HKHO NPOU3BOAUTLCA B C/lydae O4HOBPEMEHHOIMO BbINOJHEHUS
cnenyrowmx ycnosuii: PesynbtaTt npoBepku LM nonb3oBaTtens — aeAcreuteneH, Pesynbtar
npoBepKkn cepTudunkaTa noagnnucymka — AeMCTBUTENEH.

(W)

MoAnuCaHHbIM 2N1eKTPOHHON LMbPOBOM NOANUCHIO 3aNpoC Ha U3roTOB/EHME
cepTudukaTta K4da noanmcu npm cobnogeHn BCcex NoSIOXeHUN pernamMmeHTa
YaocTtoBepsowero LeHTpa MOXET paccMaTpuBaThCs Kak 3asB/ieHne Ha U3rotoBrieHne
cepTudukaTa Kaya noanncK B 3/IeKTPOHHOM Buae. HeobxoanmMocCcTb NpesocTaBneHuns
3agaBneHus B 6yMakHOM BuAe no 3TOMYy 3anpocy oTnajaert.

5. B okHe MpocMoTp 3anpoca Ha cepTudmuKaT BHMMATENLHO NpoBepbTe
WAEHTUYHOCTb AaHHbIX, YKa3aHHbIX B Nonsax Cy6bekT, Mcnonb3oBaHue KJtoua,
OTKPpbITbIA KJAKY [aHHbIM, COAep)XaLMMCS B 3asBJIEHUN Ha U3rOTOBJIEHME cepTUdMKaTa
(6naHke 3anpoca Ha ceptTnduKkaT). TONbKO B C/lydae NMOJIHOMO COBMaAeHMs 3TUX AaHHbIX
HaXXMuUTe KHoNKy Aanee
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PucyHok 83. OKHO NpocMOTpa 3anpoca Ha cepTtudukar

MacTep Co34aHWA CepTHdHKATa NoNL30EaTENA

MNpocwMoTp 3anpoca Ha CEPTUdHKEaT

MpoCHOTEMTE BRISPAHHEIN S3NP0C HA CERTHEMKAT W YABOHTECE, YTO 3TO SaNPOC Ha
CERTHDMEAT NONB306ST A,

CyteekT: 1.2.840.11:3549.1 9.1 =ivanoy@cyptoprooru, 2.5.4.6=RU, 25 4.10=000
FPANTOMPO, 2.5.4. 3=Meanoe Hean MeaHosm

MocnonezoeaHke  [poEepka nogaqHHOCTH Kadenta [1.3.6.1.55.7.3.2]
K.NHOME: JawMi eHHanA 3 nekTpoHHaA novTa [1.3.6.1.5.5.7.3.4]

Orepemei Kooy TOCT P 34.10-2001

0440 8337 6¥EE B433 BAFD FFCS AA70 3467 0561 5BA3 DESE 47F2
B724 533C 5030 A7IF CICI E4BC CAAC 1244 4453 2001 COE2 74FE

Hna CO#PAHEHMA COZAAHHOND 3aNPOCA B Pain HaKMUTE CoMpaHMTE. . |
tHoMky 'Coxpanure".

HonoaHuTenEHaA HHPOPFSLMA

=
[~

JnA npogonkeHHA HaskkuTe kHomky ' danes’’,

¢ Hasan, Danee » | OTtreHa |

(W)

OnucaHHasa npoueaypa TpebyeT oT nnua, OCYLEeCTBASOWEr0 N3roToB/IEHNE
cepTudmKaTa Kto4a NOAMNMUCHU, NOBbILWEHHOro0 BHMMaHMS, NOCKOJbKY AaHHble, coaepXxalimecs
B nosie Ucnosnb3oBaHMe KJIl0Ua onpeaensitoT OTHOLWEHMS, NMPU OCYLECTBeHNN KOTOPbIX
3/IEKTPOHHbIN JOKYMEHT C 3NEKTPOHHOM UMdPOBOM NOANUCHIO ByAeT MMETb topuanyeckoe
3Ha4yeHuMe, u owmnbka, AonyleHHas Ha AAaHHOM 3Tane, MOXEeT NPUBECTU K HaAeNeHunto
nonb3oBaTens AONONHUTENbHbIMM NpaBaMn u npuemnernamMmn (K HeNerMuTMMHOMY MOBbILLIEHMWIO
ero craTtyca).

6. OTKpoOeTCcs OKHO YCcTaHOBKa cepTtudukarta nonb3oBartens, nHdopmupytowee 06
yCnewHoOM U3rotoBaeHmmn CepTVIdJVIKaTa KAK4Ya noanmcm v no3songdroLwiee:

e  OCYLLECTBUTb MPOCMOTP U3rOTOB/IEHHOIO CcepTUdUKaTa, HaXXaTneM KHOMKU
MpocMmoTp...

e COXPaHUTb U3roTOBNEHHbIN cepTUdMKaT B Bnae danna popmata PKCS#7, HaxaTnem
KHOMKN COXpaHUTDb...

e YCT@QHOBWUTb CepTUPUKAT B XpaHunuLle (OCyLLeCTBASETCA YCTAaHOBKOM
COOTBETCTBYIOLLErO NnepekoyaTens)

e aBTOMATMYeCKW NOATBEPAUTL 3anpoc (OCYLLEeCTBASETCS YCTaHOBKOM
COOTBETCTBYHOLLEro nepekntoyartens)
OcyuwecTBuTe yCTaHOBKY Nepek/yaTenei, nponsseante Heob6xoanmble 4ENCTBUS U

HaxxmMuTe KHONKy Janee

Mopsagok NpeaocTtaBaeHNs NONb30BATEN0 U3rOTOBJ/IEHHOIO cepTudmKaTa
K/o4Ya nognucu onpegensetca PernaMeHTOM YA0CTOBepSAOLWEro ueHTpa. B cnyJdae
npeaocTaB/ieHNs NoNb3oBaTento ceptTmdmkaTa Ha CMEHHOM MarHUTHOM HocuTene yaobHo
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BOCMOJ/1b30BaThbCA KHOMKON COXPaHUTb... IaHHOINO OKHA, N COXPaHUTb U34aHHbIN
cepTndUKaT Ha YKasaHHbIA HOCUTENb.

Bboibop nepekntoyatens YCTaHOBUTb cepTUdUKAT B XPaHWIMLLE NPUBOANT K
WHCTannsuuMm nsaaHHoro ceptudukarta B xpaHunuuie Ceprtucdpukartbl/Tekywnm
nonb3oBartenb/Apyrue nonb3oBartenu Ha N15BM APM AgMmuHucTtpaTtopa LP.
Mcnonb3oBaHMe AaHHOro nepeksvatens yaobHo Ans opraHmsaummn 3aWwmweHHoro
Nno4YTOBOro ob6MeHa Mexay NMpuBMAErMpoBaHHbIM NOSb30BaTENEM M MONb30BaATENSIMU
YpocTtoBepstowero LeHTpa (HanpuMmep, C UCNOb30BaHWUEM MOYTOBLIX KNMeHToB Microsoft
Outlook, Microsoft Outlook Express)

Bbibop nepekntovatens ABToMaTUM4YeCKM NOATBEPAUTb 3anpocC yCcTaHaBAMBaeT
CTaTyC AaHHOro 3anpoca B COCTOsSHME 3aBeplueH 1 He TpebyeT noaTBEpXAeHUS
nonb3oBaTeneM yCTaHOBKUM M3rOTOBJ/IEHHOro cepTudmkaTta Ha cesoen MNIBM. MNoaresepxaeHne
nofib3oBaTeNeM yCTaHOBKM OCYLLECTBAAETCS C UcnosibaoBaHneMm APM 3apernctpupoBaHHOro
nonb3oBaTtens, asastowerocs web-npmunoxexHnem LleHTpa Perncrpaumm YgoctoBepsitowero
LeHTpa, n TpebyeT obs3aTenbHOro ceTeBoro coeanHeHns mexay N2BM nonb3oBaTtens u
LleHTpom Perncrtpaunmn. PekomeHayeTca MCNONb30BaTh YKa3aHHbIN NepektovaTesib B cnyyae
@BTOHOMHOIO PYHKLMOHNUPOBaHMA YAOCTOBEPSIOLLEro LeHTpa

PucyHok 84. OKHO NpOCMOTpa U YCTAaHOBKMU cepTudmkaTa nosb3oBaTens

MacTep Co3AaHWA CepTHhHKaTa NoNb30BaTEnA

Ycravoeka CEpPTHPHEATa NOAL3IDBATENA

MpoCroTpUTE BEGAHHEIFN CEPTHMMKAT, COXPAHMTE M yoTaHoBMTe ero. [pu9 yoTaHoeke
CETHRMEATA OH SYLET ZaNMCaH B KOHTERHED CRKPETHOMD KH4a,

CepTudukaT o Eawerdy anpocy seaH Ll edtpora Cepridukaumy. [Jna npocrotpa sToro

CEPTMPUEATE HakMTe KHomkY ' Tpocrorp... '
MpocraoTp... |

[T YcraHoEuTs CRETHEMEAET B ROHTEAHER CEREETHAN, KAHa

[T YeTaHoBWTE CERTHEMEAT B SpaHHIHLLE

[T ABTOMATUMECKM NOATEERAMTE SaMpoc

1A GOXPAHEHHS ERINYWLEHHOMD CERTHEHEATS NOBS0ETENS B
a r 5 ey CoxpaHuTe. ..
haiin HamrTe KHanky ' CoxpaHiTe"

[na npogon#eHida Hasmume kHoney ' danee",

< Hazan | Hanee » | OrtreHa |

7. OkHo CoxpaHeHMe Huenovykun cepTudukaToB LeHTpa cepTudukaymm nossossieT
COXpaHWUTb BCe cepTudunKaTbl n3gatenen U CNMCKMU OTO3BaHHbIX CeEpTUPMKATOB,
obecneuunBarLLme NpoBepKy cTaTtyca cepTuduUKaToB, U34aHHbIX YAOCTOBEPSIOWMM LLEHTPOM.
YctaHoBuTe nepeknyaten CoxpaHUTb Leno4vyky ceptudpukaros LleHTpa
Ceptundumkauum 1 Bkarouyatb B pesysibTat cooTBeTcTBYytlowme COC 1 BBegnTe NoHbIN
NyTb AN pa3MeLWeHns yKasaHHbIX AaHHbIX. HaxxMnTe kHonky [Aanee.
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PucyHok 85. OKHO COXpaHeHUA Lenodykn cepTuduKaToB U CNUCKa
OTO3BaHHbIX cepTUPUKATOB

MacTep Co3 A aHWA CepTUhHMKATa NoNbL30EaTENsA

CoxpaHeHue nenoykH ceptHpuraroe lledrpa CeprHpUEaHM

Heamure pacnonoxeH9e $alina 0na coXpaHeEHHA LENoYEM CepTMpMKaToE LLeHtpa
CERTHDMEALMM.

dror FMACTEQ MMEET AON0NHMTENEHYKD BEOSMOHOCTE COXPIHEHIA LEMOYE I
CEPTHPRHET ATOE LI.EHTIZIEI EEDTH¢HKEMHH 0NA Nepe0ayH e2 NONBS0EITENKD,
HaNpMriep, Ha QHCEETE, Ecnit Bel senaeTe BOCNoNe306aTECA 3TOM BOSMOMHOCTERD,
OTHETETE PAIK0K HHHE.

[v CoxpanuTe ueno4ky ceprudukaros L eHTpa CepmHauranmm
MraA thafina:

Ia: hzacer.p?b Dazop... |

P oprat Palina sanpoca

{* Paine & Bazebd-kogupoeke PECSH10 ¢ saronoskorm

" Painel & Bazebd-rogupoeke PECSH10 Sez saronoek.a

v BrnouaTte B pesyneTar cooTeeToTEYowme COCG

[nA NpogonkeHHa HaskmuTe EHonky ' Oanee’’,

¢ Haszan | Danee » OTrena

8. Mocne ycnewHoro ocyLeCTB/IEHUS ONMUCAHHbIX AEACTBUA OTKPOETCSA OKHO,
nHdopmMupytolLlee 06 YyCreLWHOM U3roTOBNEHMN cepTudmkaTa. Haxmmnte kHonky FoTtoBO

PucyHok 86. 3aknountenbHoe OKHO Mactepa co3aaHusa cepTucgpukara

nosnb3oBaTensa
Mamep MacTtep co3znaHuvsa cepTugukara
none30Batend
COo31aHuA
CospaHue CEPTHPHKEATA YCcNeWwHo 3ageplWeHo.
ceptudumkara

InA 3akpeMUA MacTepa HaskKTE kHonkY T oToea’

< Hazan [omoen [OTteHa
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9.

B neson yactn okHa APM agMmuHucrparopa LP Boigenute y3en NMonb3oBatenu 1

B NpaBOW 4aCTW OKHa HalAWTe YYETHYI0 3anucb Nosb30BaTesNs, Ha MMS KOTOPOro 6bin
M3roToB/fIeH cepTudukar

PucyHok 87. IpocMOTpP y4yeTHbIX 3anucei 3apermcTpupoBaHHOro

noJjib3oBaTtens
'='§ APM AnMWHWCTpaTopa P ;IEIEI
; =181 ]
Jgeﬁ-:TBHe Bma J®#|||@J‘ﬁv
CTRYETYRS I Manes0EaTENM
(] KpmnTo-Mpo YU « | | ID nonezoEaTERA | DBWee HMa | Moap:
EI@ APM agmumcTpatopa LlenTpa PerkcTpaumn LR ARM Oper
EIE LleHTp PervcTpaue - Fav.cp.ru ﬁ z ARM Admin
E LeHTp cepTHEMEALHK ﬁ 3 Z_User_01

3anpockl Ha PErMCTRALHHD

3anpocel Ha CepTHgMKAT

m 3anpockl Ha OT3bIE

@ CepTHHKATEI

----- ﬁ Manes0EaTEnH

@ WwpHan

I'_—'I--E LleHTp PErMcTpaumm - Fav.cp.ru o—
E UeHTp cepTHBMEALHH

3anpockl Ha PErMCTRALHHD

MeaHoE FEaH FlIEaHoEHY F.amm

g Fanpock! HAa CEpTHRMKAT ;I 4 | | _;I

10.
MEH!I0 Bb

MpaBol KHOMKOWN MbIWKX BblAeNMTe YYETHYIO 3anmncb NOAb30BaTeNs N B KOHTEKCTHOM
1I6epuTe Bce 3apaumn->lokasarb->CepTucdmkarbl

PucyHok 88. OKHO npocMoTpa cepTudmKaToB 3apermcTpmpoBaHHOro
noJjib3oBaTtens
'='§ APM AaMuHucTpaTopa LIP - |EI|5|
; ISETES|
“ AeAcTEHME  Bua |J = = | E | || E% |
ID cepTHhHEaTA | _EpHAHEIM HOMEQ I SlaTa BCTYNNEHHA B CHIY I AaTa 0KOHYEHKA AEACTEMA I faTan
el 393085B7000000000040  27.02.2004 14:13:00 27.02,2005 14:22:00 27.05,

47C11ESEQOOOOOOO0041 01, 4 10:05:00 05 10:14:00 01.06
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11. BblaennTte n3roToBneHHbIN CepTMCbMKaT KJ1to4a NOANMCKM ABOMHbBIM HaXKaTUEM NeBOM
KHOMKW MbIWK U MPOCMOTPUTE €ro B CTaHAApPTHOM OKHE NMPOCMOTpPa CepTVI(bVIKaTOB

PucyHok 89. CraHgapTHOe OKHO NpocMoTpa cepTtudmkara

Sl me |C|:||:TE|B | myre ceprrdiicam |

O.,-..-gs..-

| Ceepenva o cepTrdmrare

IToT ceprudukaT:

+TOATEEDHAAET ¥ AANEHHOMY KOMOBHTEDY MASHTHDMKALHHD
BALUED KOMNEHITERS

* 3AWMWLEET CO0OULEHMA 3NEKTPOHHOR NOYTE
*[lonez0EaTene UeHTpa PervcTpankH

Komy Boipgan:  eaHos FeaH MEaHosk4

KeM Bkl aH: Fay2004 Ch

AercTEMTENEH © 01.03.2004 no 01.03.2005

Y CTAHOEMTE cepTHd:uHKaT...§| ZaABNEHHE NOCTABLHES |

1.3.1.3. Haunbonee yacTto BCcTpeydatowmecs owmnbkm, BO3HUKAOLWME Npr
N3roToBJSIEHUM cepTudmKaTa Ko4va noanmcu B LLEHTPasIM30BaHHOM pexmnme

1. Mocne HaxaTnsa Ha KHonky [lanee B okHe NMpocMOTp 3anpoca Ha cepTudukar
nosiBnsieTcs coobuieHne
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PucyHok 90. Oumbka npu BbinonHeHn meroaa CertRequest.
SubmitFirstCertRequest

APM AAMWHKWCTpaTOpa LIP 5[

B Bpera BEINOAHEHKA ONEpaLHK NpoMSowWna owkeka. 108 nonyyeHHa
NOAPOAHON MHPOPRALMK Hask9Te kHoNKY ' Tlokazare nogpoSHoCTI .

JaKpeTE | << CEpBMTE NOAPOAHOCTI |
Horepe  -2147220954 ]
MoTouHME: YiewR equesthdoveM ext
OncaH9e; MNpouzoWwna oWKEK.a B0 BEperA OSPAGoTEM SaNp0ca Ha CEpTMRMKAT.

OpuruHaneHan owkdka: Humber=-2147220997 Source=CertRequest. SubmitFirstCernt R eque:

.
1| | b

APM AaMMHKWCTpaTopa LIP 5[

Q B0 EperA BEINOAHEHKWA ONEpALMHK NPoOMSOLWNE owkEka. 108 nonyyeHHa

NOAPOAHOM MHPOPMELHK HaskWTe kHoNKY ' Tlokasare nogpoSHOCTH' .

JaKpETE | << CKpbMTE NOAPO&HOCTH |

=4

1K ST
=R equest Dezcription=3Ta onepauka He MOXKET ObME BEINDAHEHA HA 3TOM CEPTHRUEATE.

< o

MpuBMnerMpoBaHHbIn Nonb3osaTtesnb (OnepaTop an AGMUHUCTpaTOp),
Npou3BOASLUNIA N3rOTOBNEHME cepTUdUKaTa Nonb3oBaTens B YA0CTOBEPSIOWEM LIEHTPe, He
MMeeT NpaB Ha M3roToBJ/ieHMe cepTudmKkaTa, cogepxawero o61acTn ncnosb3oBaHus,
yKa3saHHble B WwabnoHe Ha cepTudukar.

Ha ueHTpe Permcrpauum ocywectsute HacTponky MNonutnkmn obpaboTtkun
HenoAnucaHHbIX 3anpocoB n gobasbTe HeobxoaMMbIe 06n1aCcTM NCNoNb3oBaHUA cepTudmkara.

2. Mocne HaxaTusa Ha KHonky [lanee B okHe NMpocMoOTp 3anpoca Ha cepTudukar
nosiBnsieTcs coobuieHme
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PucyHok 91. Owmnb6ka npm BbINOJIHEHUM MeTOoAA
CertRequest.AcceptFirstRequest

APM AAMWHKWCTpaTOpa LIP 5[

B Bpera BEINOAHEHKA ONEpaLHK NpoMSowWna owkeka. 108 nonyyeHHa
NOAPOAHON MHPOPRALMK Hask9Te kHoNKY ' Tlokazare nogpoSHoCTI .

JaKpeTE |

Horepe  -2147220953 ]
MoTouHME: YiewR equesthdoveM ext
CrcaHme; MpoMsowna owMeka B0 BPErA NPMHATHA ZANPOCa HA CEpTHEMKAT.

OpuruHaneHan owkdka: Humber=-2147220997 Source=ReqiztrationCenter Dezcription=1m

.
1| | b

APM AaMMHKWCTpaTopa LIP 5[

Q B0 EperA BEINOAHEHKWA ONEpALMHK NPoOMSOLWNE owkEka. 108 nonyyeHHa

NOAPOAHOM MHPOPMELHK HaskWTe kHoNKY ' Tlokasare nogpoSHOCTH' .

JaKpETE |

=4

POCE HE CERTMOKET.
anCenter Descrption=loctyn sanpewed nomdmueoi UP. [CetReguest AcceptFirstRequest]

< o

Y npuBunernposaHHoro nonb3osatens (Oneparopa win AgMMHUCTpaTopa),
Npou3BOASILLErO M3rOTOB/IEHME CEpPTUdMKATA NMob3oBaTens B YA0CTOBEPSIOWEM LIEHTPE,
HeaoCTaToOYHO npaB Ha BbiNnosiHeHMe MeToda CertRequest.AcceptFirstRequest.

Ha LleHTpe Perncrpaumm Heo6xoaMMO OCYLLECTBUTb HACTPONKY MOSUTUKMN
6e30MacHOCTM, NO3BOJISAIOLLYH OCYLIECTBATh BbINOJIHEHUE YKA3aHHOIr0 MeToaa.

3. Mocne HaxaTua Ha KHonky [lanee B okHe NMpocMoOTp 3anpoca Ha cepTucdukar
nossnseTcsa coobuweHune
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PucyHok 92. Owumnbka npn o6pabotke 3anpoca Ha ceptudukar LileHTpom

Ceptndmkaumn

APM AAMWHKWCTpaTOpa LIP 5[

e Bo Epera BEINOAHEHKA ONEPALMM NPoMSOWNa owkka. 1108 nonyyeHHa

NOAPOAHON MHPOPRALMK Hask9Te kHoNKY ' Tlokazare nogpoSHoCTI .

JaKpeTE | << CEpBTE NOAPOAHOCTH

Horepe  -2147220953 ]
MoTouHME: YiewR equesthdoveM ext
CrcaHme; MpoMsowna owMeka B0 BPErA NPMHATHA ZANPOCa HA CEpTHEMKAT.

OpuruHaneHan owkdka: Humber=-2147195234 Source=COM+ npunosenue LC D escriptior

w
1| | b
]

Q B0 EperA BEINOAHEHKWA ONEpALMHK NPoOMSOLWNE owkEka. 108 nonyyeHHa

NOAPOAHOM MHPOPMELHK HaskWTe kHoNKY ' Tlokasare nogpoSHOCTH' .

JaKpETE |

vkl et _I

H8K.3 B0 BPEMA NPUHATIMA 3aNpOca Ha CEpTMgMK AT,
147195294 Source=C0M+ npunosenue LLC Dezcnption=hogyne noauTuEK oTEepr sanpoc

< o

Moaynb nonutukun LleHTpa cepTudurKaumnm oTBepr 3anpoc — Hanbonee BeposiTHas
npuynHa - Ha Bknaake Ucnonb3oBaHue knUa okHa CBoincTBa Moayna NosiMTUKU
LleHTpa CepTndmkaumm B cnncke paspelleHHbix obnacrter ncnonb3oBaHus ceptudunkaTa
oTcyTCcTBYET X0TH 6bl 0gHa 06nacTb, cogepXxalwascsa B 3anpoce Ha ceptudukaTt

4. Mocne HaxaTusa KHomnkn [lanee B okHe UCTOUYHMK 3anpoca Ha cepTudumkar, B
cnydae Bblbopa nepeksnoyaTess UreHmne 3anpoca Ha ceptudukar us danna nossiseTcs

coobLlieHue:
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PucyHok 93. Ounbka cooTBeTCTBUA MAEHTU(PUKALMNOHHDbIX AAHHbIX
nonb30BaTeNifl, COAEPALNXCA B 3anpoce Ha cepTudKaTt yyeTHOW 3anucum
nonb3oBaTens

APM AaMMHKWCTpaTopa LIP 5[

B0 EperA BEINOAHEHKWA ONEpALMHK NPoOMSOLWNE owkEka. 108 nonyyeHHa
NOAPOAHOM MHPOPMELHK HaskWTe kHoNKY ' Tlokasare nogpoSHOCTH' .

JaKpETE | << CKpbTE NOAPOAHOCTH

Horep: 2147220985 =]
MeTouHME: LetRequestSrobd ovel ext
DrcaHme: 3anpoc HE MOKET BEME MCNONBI06aH, TAK K&K NEMHA0NEHMT Opyrok

w
4| | b

APM AaMvHKWCTpaTopa P ﬂ

Q B EperA BEINOAHEHMA ONERALMK NPOMSOLWNE owkEka. 108 nonyyeHHA

NOGPOGHOMN MHPOPRALHMY Haskk|Te kHoMkY 'Tlokasate nogpodHocTy',

JakpeTh |
20936 =]

etRequestSrchd ovel ext
2anpoc He MOMKET ObME MCODEZ0EaH, TAK KaK NPHHALNEHMT GPYrory NobS0BaTENH,

<< CrpbTe NogpofHOCTH

< o

NaeHTudurkaumMoHHblie AaHHbIE NOMIb30BaTeNs, CoAepXalluecs B 3anpoce Ha
cepTndukaTt, OTNUYHbI OT MAEHTUDUNKALMOHHbBIX AAHHbIX 3aperncTpmpoBaHHOro
rnosb3oBaTesnisl, Ha UMSA KOTOpPOro TpebyeTcs n3rotoBuTb ceptudukaTt (Hanpmmep, BbibpaH
dann, coaepxalmi 3anpoc Ha cepTudukaTt Apyroro nonb3oBaTens), NMbo npwu
dopMupoBaHum ganna 3anpoca bbina gonyuweHa owmnbka (Hanpumep, HapyLUeH
YCT@HOBNEHHbIV NOPSAOK Clief0BaHUSA KOMMOHEHT MMeHn cybbekTa).

Mpn nosiBneHmnn coobuweHns o6 owmnbke B CUCTEMHLIN XYpPHaN MPUIOXEHUN
(Myck/MNporpammbl/ AgaMuHucTpupoBaHue/MpocmoTpCobbiTnii/XXypHan
Mpuno)xxeHunin) 3aHocuTcs noapobHass MHPOPMaLUUs O BO3HUKLLEN CUTyauun, aHanms3
KOTOPOM MO3BOSIUT TOYHO OMpeaenuTb NPUYNHY OLINOKM.

1.3.2. N3rotoBneHne ceptndukarta Kaoya noanucu B pacnpeneneHHom
pexume
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N3roTtoBneHune ceptudmrkaTa Kao4a NoANUCK B pacnpeaeneHHOM pexunme
ocylwectBnsetcs 6e3 ob6g3atenbHoro NpubbiTna nonb3oBaTens (UK ero YnosHOMOYEHHOro
npeacrtasuTens) B YA40CTOBEPSOWNI LEeHTP, 1 yA06HO B cyyae oTAaNeHHOro pacnosioXeHus
nosnb3oBaTenen OT YA0CToBepsLero ueHTpa (Hanpumep, B pa3sHbix cybbekTax Poccuiickom
denepaumn).

N3roToBneHne cepTmdmKaToOB MoJib3oBaTeNIeN B pacnpeiesieHHOM pexuMe MoXeT
ocylwecTenaTeca nocpeactsom APM nonb3oBaTens € KJIOYMEBbIM AOCTYNOM,
npeaocTaBnsieMoro Y4oCToBepsowWwmM LeHTPOM n Tpebyowero HenocpeacTBEHHOM CBA3MU
nonb3oBatens c LleHTpom perncrpauum (Hanpumep, C UCMOAb30BaHMEM CeTU 0b6Lero
nonb3oBaHus Internet)

M3rotoBneHme ceptudukaTa rnosib30BaTeNs OCYLLECTBNSETCS Ha OCHOBE 3anpoca Ha
n3rotoBneHue ceptudmkaTa, NepeaaHHOro B 3N1eKTPOHHOM BUAe. 3anpoc Ha U3roToBfieHUe
ceptndukaTa, nepegatowmiica npu nomMowmn APM nonb3oBaTtens C KJOYEBbIM AOCTYNOM,
noanuCbIBaeTCs 31EKTPOHHOM LUMDPOBON MOAMNUCKLID, KOTOopass GOpMUPYETCS Ha
OENCTBYIOLWEM 3aKpbITOM KJIlOYE MOSIb30BaTENS U pacCMaTPMBAETCS Kak 3asB/ieHNe Ha
n3rotoBneHue ceptudurkaTa.

Ecnu YoocTtoBepsaowmnin LEHTP 3KCNyaTUpyeTcsi B aBTOHOMHOM pexuMme,
WM NoNb30BaTeNb HEe COEANHEH NIMHUSAAMWU CBSA3M C LleHTpOM perncrpauum YAoCToBEPSOLEro
LLeHTpa, BO3MOXHa OpraHM3auns pacnpeneneHHoro n3roToBieHnsa ceptudukarta Kawda
noanmcu Ha ocHose danna 3anpoca Ha cepTudukaTt. B aaHHOM cnydae, nNpu
npeaocTaB/ieHnn yKasaHHoro danna B Y40CTOBEPSIOWNIA LEHTP A0/IXHA rapaHTMpoBaTbhCs
LeNoCTHOCTE dalina 3anpoca Ha cepTudukaTt, 1 AAMMHUCTPATOP YA0CTOBEPSAIOLWEro LeHTpa
AO/HKEH MMeTb BO3MOXHOCTb 04HO3HAYHO YCTAaHOBUTb aBTOpa NepeAaHHoOro 3anpoca Ha
ceptudmkar.

Hanpumep, nepegaya nognncaHHOro No4ToBOro e-mail coobuweHmnsa (nonb3oBaTtenb
0653aTenbHO AO/MKEH 6bITh BNagenbUeM AencTByoWero ceptudmkaTa Kaoda NoAnNUcKU, u
3NEKTPOHHasa uMdpoBas noanncb coobLleHNs OCyLLECTBISETCS Ha 3aKpbITOM KJIloYe,
COOTBETCTBYHOLWEM YKa3zaHHOMY cepTudunkaTy), cogepxkallero B Kayecrse BAOXeHns dann
3anpoca Ha cepTudukaT Ka4da nognmcu, obecrneymT BbiNOSIHEHNE NPUBEAEHHbIX B
npeablayLieM nyHkte TpeboBaHnn.

1.3.2.1. MN3rotoBneHne cepTudmkaTa Karda noannucK B pacnpeseseHHoM
pexume (c ucnonb3oBaHnem APM nonb3oBaTtens C KJHOYEBbIM AOCTYNOM)

OnucaHme npouecca n3rotosneHns ceptudmkaTa Kao4a Nog4nNnucK B pacnpeaeneHHoM
pexunme (¢ ncnonbszosaHnem APM nonb3oBaTenis C KJIOYEBbIM AOCTYNOM)

1. Monb3oBaTenb YAOCTOBEPSAOLWErO LEHTPA, ABNAOWMNIACA BlaaenbLeM ceptudukaTa
KJ1t0Ya noanmcu, ¢ nomouwbio APM nonb3oBaTens € KJAO4YEBbIM AOCTYNOM OCYLLUECTBNSET
Ha cBoeM paboyeM MecTe reHepaumio KJYen, co3gaHme 3anpoca Ha ceptTudumkaT Ko4a
noanumcm, hopMmpoBaHMe 3/1IEKTPOHHO-LUMEPOBOMN NOANMCK 3anpoca Ha cepTuduKaT Ha
OENCTBYIOLWEM 3aKpbITOM KJHOUEe M HanpaBaseT NoANMMCaHHbIA 3anpoc B YAOCTOBEPSIOLWNI
LEeHTp.

2. lMocne oTnpaBku 3anpoca Ha U3rotoeneHne ceptudukata B okHe APM
aaMuHucTpaTopa LP B nanke 3anpocbl Ha cepTuduUKaT NosBAseTcs HOBbI 3anpoc,
oxungawowmm 06paboTkm
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PucyHok 94. OKHO NpoOCMOTpa 3aNpocoB Ha U3rotoBJsieHMe cepTudukara
KNo4Ya noanucu

£2 APM A anunucTpaTopa LIP -0 x|
; [ =lo x]
| geiree 8u || & = AW B R 22E529 | 99 |
CTRpYETYpa I Janpockl HA CEpTHRMKAT
L3 3aNpackl Ha DErHETRALMID ﬂ ... | £aTta cosaaHHA | fdata ... | AL EE HMA
Janpockl Ha CEpTHMEST Bl 16.02,2004 13:20:00  16,02... ARM Oper
¥ Zanpockl Ha OT36IE Bz 16022004 13:23:00  16.02... ARM Admin
[P CepThdmraTel 93 19.02.2004 16:31:00 19,02, Z_User_D1
""" ﬁf MonE30EaTENM b“fa 7 26022004 13:27:00  26.02... MeTpos MeTp NeTpoEH4
@ Hypran E 8 27.02.2004 10:09:00 27.02... CHMADPOE CHAOP CHAODOEM!
=13 Uenp Perncrpauni - Fav.cpuru B0 27.02.2004 14:22:00  27.02...  MeaHos MeaH MeaHOEHY
[ Uewp cepruducanm Bl 01032004 10:15:00  01.03...  MeaHos MeaH MeaHoEHd
=l clipicelhiGloE ST SUHS Gz 01.03.2004 11:11:00  01.03... Meavos Mea MeaHoend
W= T O S G313 01.03.2004 11:21:00  01.03... MeaHos MeaH MeaHosH
m Fanpockl Ha OT36IE 004 11:50:00 e ——————
-5 CepThiHkaTel D e R
----- ﬁ Mones0BEaTEMM
@ HypHan |
< | of |« | ol

3. BbliaennTte npaBoi KHOMKOW MblWKW MOCTYNMUBLUMIA 3aNpocC Ha cepTUduKaT 1 B
OTKPbIBLUEMCS KOHTEKCTHOM MEHI0 BblbepnTe NyHKT CBOMCTBA. OTKPOETCS OKHO CBOMCTB
3anpoca Ha ceptudukart
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PucyHok 95. OKHO NPOCMOTpa CBOMCTB 3anpoca Ha cepTudukar

Janpoc Ha cepTHipWKaT ed A

WMHpopraLWa o sanpoce |

CocromAnde: B osmgaHmu

CyfbekT: CH=lNeTpoE MNeTp neTpoeny, OU=K.amrepyeckuii atasn.
0=000 KPMNTO-NPO, L=Mockea, S=Mockea, C=RU.,
E =perow@cyptopro. i

Heononezoeanue knova: MNonesoearente Uedtpa Perkcrpauim
[1.2643.2.2 34 E]
MNpoEepka No0AMHHOCTH KakeHTa [1.3.6.1.55.7.3.2]

Dara zanpoca: 01.03.2004 11:50:00
JaTa paccoTpeHHa;
Orepemed kg FTOCT P 34.10-2001

0440 22E4 EEZF ReS:2 9ES0 2AE0 F&79 CDES ZAFC
eel? FFZC 54E1 C35F C93E 3AD0 OCEQD AEDA 3246
DEE& ABFS 46A1 Z1D0 CEEE CelF DAEA AIES SA4Cd

L LI» |

KDMMEHTEIFIHﬁ NoNEZ0ESTENA

Ll

K.orarAEHT 3pME A0MUHMCTRATOPS:

S

CepTUDHEAT NogNHCaELLErD I [CEMTHRHRLAT, aLatpHELErD

k. I OTrEHA | I'IpHMEHHTbl

4, B okHe 3anpoc Ha cepTudumkaT HaxkMuTe KHonky CepTudumkar noanmcasLuero,
OCYLLECTBNAOLWYO NPOCMOTP cepTudurKaTa 3aperMcTpupoBaHHOro nosab3oBaTens,
HanpaBMBLUEro B YAOCTOBEPSIOWMNIA LEHTP AaHHbIN 3anpoc
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PucyHok 96. MpocMoTp cepTucdmukaTta nosib3oBaTesisa, NnognMcasLUero 3anpoc

Ha M3roTtoBJieHue cepTudukara

Ofwme COCTAE ||_|':.-'Tb CEPTHHRHEALHH I

2l

MokazaTe: I-::B.:e:a- j
Mone 3HA4EHHE =
EEEDEHH W3
ECepHﬁHblﬁ HOMER 330E Fz7 4 0000 0000 003E
E.ﬁ.nrnpnm Mo AMHCKH MoCT P34,11)34, 10-2001
EHDETEBLLI.HK Fav2004 Ca, CryptoPra, Mosc,,, =
E,ﬂ,eﬁcTBHTEHEH C 26 thespana 2004 r, 13:19:00
E,ﬂ,eﬁcTBHTEHEH no 26 theepana 2005 r, 13:23:00

MeTpoE MeTp NETPOBHM, FKoHM., .
Eorkpemei knrou FOCT P 34,10-2001 (512 Bits) |

_M = MeTpos MNeTp NeTpoOEHY
DI = KomMMepYecki oTaen
2= Q00 KPHOTO-NPO

L = Mockea

5 =Mockea

_=FRU

E = perovi@cryphopro,ra

CEOHCTES, .. KonvpoBaTe B u:]:-aﬁn...l
5. BHuMaTenbHO npoeepbTE MAEHTUYHOCTb AaHHbLIX, COAEPXALLUNXCA B Nnose Cy61:eKT

OKHa 3anpoca Ha cepTU(MUKAT, [aHHbIM, YKa3aHHbIM B cepTUdUKaTe, Ha KOTOPOM
noAnucaH AaHHbl 3anpoc. B cnyyae nofiHOrO COOTBETCTBUS AAHHbIX B OKHE CBOWCTB

HaxMuTe kHonky OK, 3atem B okHe APM AgMuHucrtpartopa P Bbigenvte npaBon KHOMKOM

MbILLIW AAHHbIN 3anNpoc Ha CepTUMUKAT U B OTKPbIBLUEMCS KOHTEKCTHOM MEH0 BbibepuTte

MpuHATL
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PucyHok 97. MpuHATHe 3anpoca Ha U3roTtoBsieHue cepTudukara

£2 APM ApnmvnvcTpaTopa LIP -0 x|
; TS|
R EEE SR IEEEEE R |
CTpYETYRa I Janpockl Ha CepTHHHEAT
(] KprnTo-Mpo ¥U - | JaTa cosAaHA | Aata obpaboTkK | QBLWEE HMA | MoAf
E@ APM aAMHHHCTpaTopa LieHTpa PerkcTRalkm 16.02.2004 1... 16.02.2004 13:2... ARM Oper
Elﬁ LleHTp PErMcTpaukm - Faw.cp.ru 16.02.2004 1... 16.02.2004 13:2...  ARM Admin
B8 UeHTp cepTdmianim 19.02.2004 1.., 19.02,2004 16:3... Z_User_01
% 3anpock! HE PEMHCTPALMHD 24,02,2004 1., 24.02,2004 15:1... MeaHos Mea... Eowk
& 3anpock! Ha cepTHbHEAT 75 0z, 20
P 3anpoce Ha oT3bie
Y CepThimkaThl CRONCTES OTKNOHHTE:
..... € Nonssosaten T SKONOpTHMROBATh
@ ¥ypHan Cnpaska |

I'_—'I--E LleHTp PervcTpaukm - Faw,cp.ru _—
E LEHTP CepTHEMEaLHK
3anpockl HA PEFHCTDALMHD

= Sanpockl Ha cepTHHEAT LI LI | ﬂ

PekoMeHAyeTCs NPUBUNErMPOBAHHOMY MOJIb30BaTENO, OCYLLECTB/IAIOLEMY
N3roToBfieHNe cepTudmKaTa, yA0CTOBEPUTLCSA B TOM, YTO MOJIb30BaTENb, HA UMSI KOTOPOro
N3roTaBNMBAETCA CEpPTUDMKAT KJTtoUa NoAnUCKU, MOXET BbiTb BNaenbLeM cepTudurkaTa,
coaepialiero o61acTu ucnonb3oBaHus (none Ucnonb3oBaHUe KJIlOUA OKHA 3anpoc Ha
cepTudMKaT), yKasaHHble B 3anpoce Ha cepTuduMKaT (XOTS yKasaHHas npoBepka
aBTOMaTUYECKM ocyllecTBNnsieTcss Ha APM nonb3oBaTens C KJIlDYEeBbIM AOCTYMNOM).

6. Mpn NpUHATMM 3anpoca Ha cepTudunKaT OTKPOETCS npegynpexaatowee oKHo,
Tpebytowee noaTBEPXAEHNA Bbl6paHHbIX AeACTBMn. HaxxMnTte kHoNKy Aa.

PucyHok 98. OKHO noATBep>XAeHUA NPUHATUA 3anpoca Ha cepTudukar

APM AnmuHucTpaTopa P il

AEACTEMTENEHD ¥OTHTE NEMHATE BEIAENEHHEIE SANPOCk HE CEQTHRMICATY

7. Mo OKOHYa@HWUK BbIMOJIHEHNA AENCTBUI MO U3FOTOBMIEHUIO cepTUdUKaTa Kio4da
noanucu nosiBUTCA cooblieHne, MHhopMupytollee 06 OKOHYaHUN yKa3aHHbIX onepauuii, u
pesynbTaT

nx
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PucyHok 99. OKHO NpoCMOTpa pe3yJibTaTa U3rotoBsieHnsa ceptudukara

MNpYHATHE 3aNPOCOE Ha CEPT

Oapatorad sanpoc 1 1z 1

MNporpece | DIJJHﬁKHI F'esganaTI

ID zanpoca | Onepauma | FPezynerar | K. orareHT apii
B MNpuHATHE sanpoc... OFK OnepayHa YcrewH. ..
APM A AMUHACTPATO x|
1| CINEPaUKA 3aEEPIUEHE, |ﬂ
JaKPETE
8. B npason obnactn okHa APM AaMmuHuctpaTtopa LP Bbiaennte neBoin KHONKOM

MbilwKM y3en Monb3oBaTtenum, 3aTeM B NpaBol YacTu OKHa BblAeMTe NpaBoOil KHOMKOM MblILUN
YUYETHYIO 3anmcb NOAb30BaTesNs, Ha MM KOTOPOro 6bin M3roToBneH cepTnudukaTt, u B
OTKPbIBLUEMCS KOHTEKCTHOM MeHI0 BblbepuTe NyHKT Bce 3apgaum -> Nokasartb ->
CepTtndmkarbl

PucyHok 100. Bbi60op nyHKTa MeHIO ANs NpocMoTpa ceptucdpmnkaTos

noJjib3oBaTtens
'='§ APM AamuaicTpaTopa LIP = |EI|5|
X | =131 ]
|J AercTene  Bua |J¢'-||||@|J'ﬁv |
CTpYETYPa I MoNeES0EaTENM
D KprnTo-Mpo YL, & | | ID nones0EaTENA I CAWes MMA I Moapasasnedme I JpraH:
El@ APM agamuHkcTpaTopa LeHTpa ﬁ 1 ARM Oper KprnT:
EE LeHTp PervcTpaumi - Fav.c ﬁ 2 ARM Adrmin KpHnT:
&3 UeHTp cepTHdHEALHKH ﬁ 3 Z_User_0O1
3anpockl Ha perHCTRAL, ﬁ 4 WMBaHoE KigaH FsaHoEHY KoMMepueckki o,,, Q00 K
Janpocel Ha CepTHEMIC ﬁ
m 3anpockl Ha OT3HIE Bce 3aaa4qm MNokasate Janpockl HA PEMHMCTPELHHD
P CepThdmkaTel - CozaaTe  * 3anpockl Ha cepTHdMEST
CBOHCTEA
..... ﬁ MonE30EATENH ¥AanHTE 3anNpackl Ha OT3EIE
£33 WypHan M CepTHRHEATE
EI--E LLeHTp PervcTpaukm - Favw.:
E LeHTR cepTHBHIKALHH
g SaNpackl HA PEFHMCTPAL,
| | ANRE] | i

9. OTKpoeTCs OKHO, cogepiKallee CNMCOK cepTMdUKaToB Nosib3oBaTens
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PucyHok 101. MpocMOTp U3roToB/IEHHbIX CEPTU(PUKATOB MNoJib30BaTens

=TS
; PETET|
“ JeficTEME  BHa |J = = | E | | | E% |

ID cepTHhHEaTA | _EpHAHEIM HOMEQ I faTa BCTYNNEHHA B CHAY I AAaTa OKOHYAHKA ABHCTEMA I faTa okoHY
el 33DEFZ7AD0000,,,  26.02.2004 13:19:00 26.02,2005 13:28:00 26.05,2005

4359C4EFO00000,,, 01.0 4 12:52: 05 13:01:00

01.06. 2005

i

10. BblaennTte n3roToB/IEHHbLIN cepTUdUKAT Ktoya NogNMCU ABOMHBLIM HaXKaTUeM J1IEBOW

KHOMKW MbIWN U NPOCMOTPUTE €ro B CTaHAApPTHOM OKHE NMPOCMOTpPa CepTMq)VIKaTOB

PucyHok 102. CraHaapTHOE OKHO nNpocMoTpa ceptudukarta

bW HE |C|:u:TaB I MyTh CERTHEHEALHH I

&

=] Ceepenun o cepTidrkaTe

IToT ceprvduKaT:

+MoATEEPH AAET Y AANEHHOMY KOMOEHTEDRY HASHTHDMKALHHD
BALUEr0 KOMNBHITERS

*3aWHWEET CO0DWLEHMA 3NEKTPOHHOR NOYTE
*[onezo0eatens UeHTpa PervcTpauki

KoMy Boigad: [eTpos MeTp NeTposH4

KeM Be1aH: Fayz004 Ca

AefctemTensd ¢ 01.03.2004 no 01.03.2005

W CTAHOEHTE cepTHd:lHKaT...§| FaAENEHHE NOCTABLLHIS |
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Mo OKOHYa@HMM OCYLLECTB/IEHMS AENCTBUIA NO U3rOTOBMEHUIO cepTudukaTa
Kfo4Ya noanucu, uenecoobpasHo ONoBECTUTL BriagesbLa N3roToBJEHHOIo cepTudukara ob
3ToM. [ns aToro Ha LleHTpe perncrpaunm Heob6xoAMMO HAaCTPOUTbL COOTBETCTBYOLME 3a4a4mn
aBToMaTM4yeckoro ¢bopMMpOBaHMA M OTNPaBKKM MOYTOBbLIX coobuieHnii (MocpeacTsoM
3NEKTPOHHOM NOYThl) B aApec Brajesnbla cepTudukaTa Ktoda rnoarnmcu.

1.3.2.2. Haubonee 4yacto BCTpeYalolmMecs oWnbKN, BO3HMKAOLWME NpK
N3roToB/IEHUN cepTuduKaTa B pacnpeaenieHHOM pexume

1. Mpw NpuHATUM 3anpoca Ha cepTudumkat (APM AaMuHucTpaTtopa LIP —> 3anpochbl
Ha ceptudukaTr -> 3anpoc -> Bce 3agaum -> MNPUHATB) B OTKPbIBLLEMCSH OKHE,
nHdbopmMumpyoLem 06 OKOHYaHUM NpoaenaHHbIX onepaunii, nosenaeTcs coobweHne o6
owmnbke

PucyHok 103. Owwubka npv BbINOJIHEHUU MeTOoAA
CertRequest.AcceptRequest

MNpYHATHE 3aNpPOCOE Ha CepTWhMKAT

fpatoTk.a SaEeplIEHa

Mporpece | EIUJHﬁKHI F'esganaTI

[pepEaTE:

Jakpere
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MNpYHATHE 3aNpOCOE Ha CepTHbHKAT

(@patoTka saeepweHa

Nporpece | O

Dwmdka Horep: -2147 2205991
Weorounue: RegiztrationCenter
Onucanue: Joctyn zanpewed nondmueoi P, [Cert equest AcceptRequest]

Jakpeme

Y npuBunerMpoBaHHoOro nonab3osartens (Onepartopa wav AAMMHUCTpaTopa),
Npou3BOASILLErO U3rOTOBNIEHME CEPTUdUMKATA B YAOCTOBEPSAIOLLEM LIEHTPEe, HEAOCTAaTOUYHO
npas Ha BbinosHeHne MeToaa CertRequest.AcceptRequest.

Ha LleHTpe Perncrpaumm Heo6x04MMO OCYLLECTBUTb HACTPOMKY MOSUTUKMN
6e30MacHOCTM, NO3BOJISIOLLYHO OCYLLECTBASATh BbINMOJIHEHWE YKA3aHHOIro MeToAa.

2. Mpwn NpuHATMM 3anpoca Ha cepTudukat (APM AgMuHuctpaTopa LIP —> 3anpochl
Ha cepTtudumkar -> 3anpoc -> Bce 3agaum -> MNPUHATD) B OTKPbIBLUEMCS OKHE,
MHpopMupyoweM 06 OKOHYaHMKN NMpoAesiaHHbIX onepaunii, nosBaseTcs coobuieHmne o6

owmnbke

PucyHok 104. Owumnbka npm o6paboTke 3anpoca Ha cepTudukar Ha LleHTpe
Ceptucdmkaummn

APM AaMMHKWCTpaTopa LIP 5[

B0 EperA BEINOAHEHKWA ONEpALMHK NPoOMSOLWNE owkEka. 108 nonyyeHHa
NOAPOAHOM MHPOPMELHK HaskWTe kHoNKY ' Tlokasare nogpoSHOCTH' .

JakpeTe | <+ CKpBTe NOgpoaHOCTH

Horep: 2147220953 =]
MeTouHME: WiewR equesthd ovel ext
DrcaHme: MpouzoWwNa oWKAKS B0 BEPEMA NPHMHATYA 3aMPOCa HA CERTHpMKET.

Dpurunanenas owrdka: Number=-2147135294 Source=C0M+ npunosenue LT Dezcnptior

w
4| | b
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APM AaMMHKCTpaTopa P ﬂ

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWNE OWKAKkaE, L1089 nonyyeHHa
NOGPOAHOA MHPOPRALHM Haskk|Te kHonkY 'Tlokasarte nogpofHocTy',

JaKpETE | << CEpbTE NOAPOAHOCTH

[
wehlext
0K BO BOEMA NEMHATHA 3aNP0Ca Ha CEpTHUdMKAT.
147195294 Source=C0OM+ npunoseHue LLC Description=k ooune nonuTHEM oTEEpr Zanpoc

< e

Moaynb nonntmnkn LleHTpa ceptudmnkaumm oTeepr 3anpoc — Hanbonee BeposTHas
npuynHa — Ha Bknaake Ucnonb3oBaHue knUa okHa CBoMMcTBa Moayna NOsIMTUKKU
LlenTpa CepTtndmkaumm B cCnmcke paspeLleHHbIXx 06nacTten ncnonb3oBaHmsa ceptmdukarta
OTCyTCTBYET X0TAa 6bl 0AHa 061acTb, coAepx)allascsa B 3anpoce Ha cepTudukaT

1.4. ®opmMmupoBaHue bnaHka cepTuduKaTa Kaoda noannucu Ha
byMaxHOM HocuTene

CtpykTtypa n dopmaTt bnaHka ceptudmkaTa Karo4da nognucm onpeaensieTcs B
cneumanbHoM danne — wabnoHe 6naHka cepTudukarta kaya noanmcun. B coctas APM
aaMuHucTpaTtopa LP BxoanT ctaHaapTHbIM wabnoH 6naHka ceptudunkaTa Kaoya noanmcu,
Ha OCHOBa@HMM KOTOPOro MOXHO copMMpPOBaTb HEOHX0AMMbIN WABMOH, yAOBNETBOPSAOLWNMN
TpeboBaHMaM (B TOM yuncrie 1 TpeboBaHUSAM K AN3ANHY), YCTAaHOBNEHHbLIM B KOHKPETHOMN
OpraHusaumun. CtaHgapTHbIM wabnoH 6naHka cepTudmkaTa Katoda No4NMCKM MO YMONYAHUIO
pacrnonaraetcsa Ha N12BM APM AamuHuctpartopa LP no agpecy
% SystemDrive% \Documents and Settings\All Users\Application Data\Crypto
Pro\RA\Inetpub\1\UI\Cert.xsl.

OnucaHune npouecca dopmmpoBaHuns bnaHka ceptudukaTa ka4va nognucu

1. B okHe APM aaMmuHuctpaTtopa LIP Bbiaennte npasBon KHOMKOW Mbiwun y3en APM
aAMUHUCTpaTopa LleHTpa Pernctpaunm v B OTKPbIBLLEMCS KOHTEKCTHOM MEHI0 Bbibepute
CBoucTBa
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PucyHok 105. 3anyck okHa npocMmoTpa cBoicte APM aamuHuctpaTtopa LP
'='§ APM AaMHHHMCTpaTopa LIP = |EI|5|
: | =5 x]

|J AercTene  Bra |J e o= | ||@ |J |

CTRpYETYPpa I APM aaMHMHMCTRpaTopa LleHTpa PervcTpatkm

I:l KpunTo-Tpo ¥,

Aapec (URL) LIeHTpa PErHMCTRALHH | ID LleHTpa PErHCTpaumHH |

E"@ AP &1MMHMC TRATEERS Pkt IFav.cp.rufrafra.wsdl RAConnection-45529F1c...
= UeHTp Per  C0343TE P liifa.cp.rufrafra.wsdl RAConnection-fasaSaia, .,
E Uentp  Besasaum J
Sanpo o »
Janpoc

HoBoe okHO OTCHAE
m Janpo:

@ CEPTHI  BKEMOpTHPOEATH CAMCOK.. .
----- ﬁ Mone3st
@ WypHz CEOMCTEA
I'_—'I--E LeHTp Per e —
E LlEHTpeprrrreprmorerre

JaNpoce Ha PEMHCTPALMID
Janpockl Ha CEPTHRHKAT

m 3EI|'|I:I|:I|:bI Ha OTSBIE
4 | b

|0TK|:II:ITHE CTRaHHUEI CEONCTE BELAENEHHOMD 0bbeKTa, | |

2. B okHe CBoicTBa: APM agMuHucTpartopa LleHTpa Perncrpaumm c noMoLlbto
KHoMkK “..."” Bbibepute Heobxoanmbl dann wabnoHa 6naHka ceptTudukaTa KaK4da nognucu
B nose Main wabnoHa neyatn ceptudukatos (XSLT):
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PucyHok 106. OkHo CBoiicTBa: APM agMuHucrpartopa LleHTpa Perncrpauyum -

Bbl6op cdaina wabnoHa 6naHka ceptudukara

CeoilcTEa: APM aaAMWYHWCTpaTopa LlenTpa Per

CDawme |

9 alin WatnoHa NeYaTH cepTHhHKaTos 50T

Irs"-.-'i‘-.pplicati-:un DatasCropto Prob Pt netpubt 11 OriginalCert. =z) |

b akc. EpertA oMaaHKA SOAP-BRIZ0EDE [CeKYHO]

|EIZI

[V Paszpewure xifop CSP

2l

— C5F no yronyaHmm

[ MoMETHTE KAKYK Kak 3 KENopTHRYEEIE

CSP:

IEr_I,Iptu:u-F'rn:u GOST R 34.10-2000 Cryptographic Service Provider
F'E:ZMEp ) Mu 512

I J Makc: 512

ANrOpUTH ¥3 WMDOESHHA:

[GOST R 34.11.94 =l

[T BrmyMTe YCHABHHYK ZALLMTY SaKpRTOrd Kakya

=~

Bepcua npooykTa: 1.03.0280

k., I [ pHMEHHT E
3. B okHe APM AgMmuHuctpartopa LIP BbiaennTe npaBoit KHOMKOW MbILIU YUYETHYHO

3anncCb Nosib3oBaTesiad U B OTKpPbIBLLEMCA KOHTEKCTHOM MEHIO Bbl6epV|Te Bce 3apaumn ->

MokasaTtb -> CepTudukartbl
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PucyHok 107. Bbi6op nyHKTa MEHIO ANiA NpocMoTpa cepTtucdukatos
3aperucTpMpoBaHHOro noJsib3oBaTtens

: =101 x|
; TS
JQEHETBHE EMa J@-}|||@J'ﬁv
CTRYKTYPS I Monks0EaTEenH
L34 JanpOckl Ha pErMCTDALMKD LI 1D nonEs0EaTENS | OELLES KA | Moapaz
3anpock! Ha CEpTHgMEAT ﬁ 1 ARM Oper
m Sanpockl HA OT3LIE ﬁ 2 ARM Admin
@ CepTHEMEATEI ﬁ 3 Z_User_0O1
""" ﬁ Monb30ESTENH ﬁ a MNeTpos MeTp NETPOBMY KomMmeR
@ HypHan € Craopos Craop CHACPOEHY Kommep

I'_—'I--E UeHTp PervcTpauku - Fav.cp.ru ﬁ

E LleHTp cepTHEHIK LMK

Sanpock! Ha DEFMCTOALMID - Cozgate b Janpock! Ha CepTHRHEST
R R pau CBOHCTEA

3anpockl Ha CepTHbHEAT _  ¥iamMTe Sanpockl Ha OTSEIE

m 3anpockl HA OT3kIE Cnpagta | CEpTHRHEATE
P CepTrdmraThl
----- ﬁ Mones0BaTENH

42 Nypran |
-
4 | r | 4| | _’I

Bce zagaqn  F Mokazate 3anpockl Ha PErHCT PALLHHD

4, BblagennTte npaBoi KHOMKOW MbllW cepTUdMKaT Ka4Ya noanucu, Anst KOToporo
Heobxoanmo chopMmupoBaTb 6n1aHK cepTudumkaTa, U B KOHTEKCTHOM MeHK BbibepuTe Bece
3apaum -> HanevartaTtb.

PucyHok 108. Bbi6op NnyHKTa MEHIO ANIA neyaTtu ceptudukara

':'E APM AaMHHKWCTpaToOpa P ;Iglﬁl
; JAETES]
JQEHETBHE Ema Ji--i| E.||@

ID cepTHdHKEaTa | CEQHHHBIA HOMER | AaTa BCTYNNEeHKWA B CHAY | JaTa oKoHYaHHA AEHCTEMA | )

Ea L F9308567000000,,,  27.02.2004 14:13:00 27.02,2005 14:22:00

15 Bre zanaud bk OTO3EaTE
SECNOPTHROESTE

0z.03.2005 13:23:00

CBOHCTEA
Hanedatate

[MPHACT AHOEHTE AEHCTEHE

CMpaeka

5. OTkpoeTcs oOkHO 6naHka cepTudmkaTa Karoda nognmcum
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PucyHok 109. bnaHk ceptudumkaTa Ko4ya nognmcu

; CeptwvdukaT X.509 - Microsoft Internet Explorer

=10 x|

J Main  [pagka Bwa  sOpaHHoe  CepeMc  CrNpaBka

J d=Hazag -~ = - £} ot | ‘QNowek G Msbpanroe  ElMeana ®| By S -

J Aapec: @ uhDocuments and SettingsiFay, CPLocal Settings) TempiradDo163. tnp. hkm j f)I'IEDEXD.ﬂ.

HaWMeHOBaHWeE OpraHWzauvy-¥aocToeepAwowero LieHTpa
bnaHk cepTHdHKaTa OTKPLITONO KNKO4YAa

Y

Ceenenna o cepTidiraTe:

Fror cepradrkar:
MoaTEep#aaeT YAINEHHOMY KOMOEKTEPY HASHTHOHEALHK EAWEro KoMNEKTERA
SawHwaeT coobWeHHA 3AeKTPOHHOR NoYTE

KoMy BbILAH:
e aHoe MeaH MEaHoBHY

KemMm EpIaH:
Favzood Ch

BepcvAa: 3 [0x2)
CeprANBIA HoMep: 2902 2CA4 0000 0000 Q03ZR
ARropyTH NOANKCA:
Hazeanne: MOCT P 34,11/34,10-2001
Maeutndueatop: 1.2,643,2,2.3
MapameTper: 0500
MzaaTens cepradukara: CH = FANVZ004 CA, O = CryptoPra, L = Mascaw, © = RU
Cpox AeRCTEMA:
HedcTenTenen ¢ 24 deepana 2004 r, 1 113600 UTC
AedcTenTened noi 24 deppana 2005, 11:45:00 UTC

EPMOTS-MNPO, L = Mockea, 5 = Mockea, © = BRU, E = ivanow@cryptopro,ru
OTHPBITHIA KAKY!
ANropHTHM OTEPEITOMD KAKMYa:
HazgaHne: MOCT P 34,10-2001
Masutndreatop: 1.2,6432,2,2,19
Mapamerper 23012 0607 2485 02302 0224 0006 OVZ2& 8503 0202 1EO1

4Z1F Z0BF 74FD OFCE
Pacwwvpenna ceptvibviaTa X509
1. PacwHpeHne 2,5.29.15 (kpHTHYeckae)
HazeaHWe! Mcnonezoeadie Enmda

(Fo)
2, PacwwHpeHne 2,5,29,37
HazeaHHe! ¥YNydWweHHEIR KAy

knuenTall1.3.6.1,5.5.7.3.2] ZaWwHWeHHaA 3NekTPOHHAA novTall.3.6.1.5.5.7.3.4)
2. PacwHpeHne 2,3.29.14

HazeaHne: MasHTHgHEATOp KNKYa cybeerTa

SHadeHne: AFO4 SDBC DCD2 SFAS S0OD 1276 DFD4 75BE B200O ADSF
4, PacwHpeHHe 2,3,29,35

AedcTEnTeneH ¢ 24 deepana 2004 r, 1 1:36:00 UTC no 24 deppana 2005, 11:45:00 UTC

Bnapeney ceprrkarta: CH = Meadoe Mead Meadoeny, O = KaMmepqeckui oTaen, O = OO0

SHadedne: 0440 34CA 8532 DCFD 449332 2410 9218 4DBS 5649 Acsl TFED S3CEB 1780 S5BF
Q37T EFSC 90CE B397 9540 ZE4E 2AA4 FS0A AZCY 3AC3 ECOE 63B9 9995 4421 9EFB

2Ha4eHHe! Undpoeaa noankce , HeoTperaemocTe , WHGpoeande knwded , WHdpoeaHHe SaHHEIR

SHaveHHe: MonezoeaTene UenTpa PerdcTpaumn(l.2,643,2,2,34,6) Mpoeepka NoANHHHOCTH

|£Ei| [oToED l_ I_ l_ |@. MoH KoMNEHITED

=
/4

6. B okHe CepTtudukart X.509 BbibepuTe MeHo Pan/Mevartb... M pacneyaTanTe

6naHk cepTudukarta Koya NoANNCKU B 2-X 3K3eMnasipax

BnaHk CepTMCbVIKaTa KJTlo4a noannmcm MOXHO pacnedaTtaTb U3 y3Jl1a

CepTtndmkarol okHa APM AgMmuHucrpartopa LP. B aTom cnyyae B npaBoi 0651acTn oKHa
APM AamuHuctpatopa LP sbigennte yszen Ceptudukartbl, B pacKpblBLUEMCSH CNMUCKE
BblbepuTe HeobxoanMmblin cepTndukaT Kaoda noanncu (ybeamtbcs B NpaBuUabLHOCTU Bbibopa
cepTudmkaTa MOXHO ABOMHbLIM Ha)XaTUEM NIEBOM KHOMKM MblWK Ha cepTudurkaTe) npasom
KHOMKW MbILIN U OCYLLECTBUTE AENCTBUS, ONUCAHHbIE B NYHKTaX 4-5 HacToswero pasaena.
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HeobxoanmocTtb hopMUpOBaHNS 61aHKOB CepTUMDUKATOB KJOUYEN NOoANNUCU
(v nx nocnepytouwee BU3MpoBaHMe) BbidBaHa NYHKTOM 3 ctatbh 9 ®3 N21 «O6 aneKTpoHHOM
umdposon nognmcu» ot 10.01.2002: «Mpwn narotosneHmn ceptudmrKaToB KIKOHEN nognucen
YAOCTOBEPSIOWMNM LIEHTPOM 0hopMNAtoTCS B popMe AOKYMEHTOB Ha ByMaXKHbIX HOCUTENAX
ABa aKk3emnnspa ceptudumkaTa Kao4a NoANUCU, KOTOpble 3aBePSA0TCA CO6CTBEHHOPYYHbIMU
noanucsiMm Bnagensua ceptudmkaTa Ko4a NoANMUCU U YNOSHOMOYEHHOrO nua
yAOCTOBEPSIOLWEro LeHTpa, a TakXe nevaTblo yAoCTOBepstowero ueHTpa. OanH ak3eMnnsp
cepTudurKaTa Kno4da NOANMCK BblAaeTCs BAagesnbly cepTudukaTa Kida noanmcm, BTOpon -
OCTaeTCH B YAOCTOBEPSIOLLEM LIEHTpE>.

1.5. OT3bIB cepTudmkaTta Kao4a nognmcu rnosb3oBaTens

OT3bIB cepTMdmMKaTa Kto4a NOAMNMCK OCYLLECTBASETCS Ha OCHOBaHWM 3anpoca Ha
OT3bIB cepTudMKaTa K4ya NoANMcK. 3anpoc Ha OT3bIB cepTudMKaTa Kaoda NoANMCU MOXeT
6bITb chopMmpoBaH AgMUHUCTpaTpoMm Ha APM AaMmuHucrpartopa LIP
(ueHTpann30BaHHbIA peEXNM - B JaHHOM C/lydae OCHOBaHMeM ans GopMmnpoBaHms 3anpoca Ha
0T3bIB cepTudunkaTta asnseTcsa 3asBeHne Ha OT3bIB cepTudmKaTa, HanpassieHHoe
nosib3oBaTtesieM B 6yMaxHOM Buae B YAOCTOBEPSAIOLWEM LEHTP), MO0 Nosib30BaTEsNIEM Ha
cBoeM paboyem mecTe € ucrnonbzosaHmem APM nosb3oBaTtens € KJAo4YeBbiM AOCTYNOM
(pacnpeaeneHHblii pexxnm — 3anpoc Ha OT3bIB cepTudmKaTa NOANMUCLIBAETCHA Ha 3aKpbITOM
K/toYe Nosb3oBaTesNns U pacCcMaTpPMBAETCA YAOCTOBEPSAIOLWMM LIeHTPOM, KakK 3asBfeHne Ha
OT3bIB cepTudukaTta Ktoda noanmcum).

1.5.1. OT3bIB CcepTudumKaTa Kaoda nognucu nonb3osatens (3anpoc Ha OT3bIB
ceptTndukarta knoda nognmcm dopmmpyetcs Ha APM AgMuHucrtpartopa LP)

OnucaHune npoueaypbl 0T3biBa cepTudmMKaTa Kao4a No4NUCK Monb3oBaTens npu
dopmMmpoBaHMn 3anpoca Ha oT3biB cepTudmkata Ha APM AamnHucrtpartopa LP.

1. B okHe APM AaMuHucrtpaTtopa LP Bbigennte npaBon KHOMKOM MbILUW YYETHYHO
3anucb NOnAb3oBaTens, cepTuduKaT Kao4Ya NoANUCU KOTOporo TpebyeTcs oTo3BaTh, B
OTKPbIBLUEMCS KOHTEKCTHOM MEeHI0 BbibepuTe Bce 3apgaum -> Mokasatb -> CepTudmnkarbl
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PucyHok 110. OkHO BbI6Oopa NyHKTa MEHI0 AN NPOCMOTpa cepTuduKaTos

noJsib3oBaTtens
':'% APM AaMWHWCTpaTopa LIP ;Iglﬂ
. | =1=1 ]|
|J Aefictene  Bra |J¢“P|||@|J'ﬁv |
CTEYETYPa I MonesoEaTENH
|:| KpmnTo-Mpo ¥U ID nonez0EaTEnA | CALLEE MMA | MNoapasae
El@ &PM aammHRcTpaTopa LierTpa PervcTpaumm ﬁ 1 ARM Cper
7] LleHTp PerkcTpaumH - fav.cp.ru ﬁ z ARM Admin
E-E3 UeHTp Perkctpadmm - Fav.cp.ru ﬁ 3 Z_User_0O1
E LIEHTP cepTHEHEALHH ﬁ g MeTpoe MeTp NeTposn4 KomMvep4e
Janpockl Ha PErMCTPALHD ﬁ 9 CHAOPOE CHADR CHAOPOEHMY  KoMMepde
Janpocel Ha CepTHMEAT

m 3anpockl HA OT3RIE 3 FANpOCkl HA PEMMCTPALMHD
@ CepTHDHEATEI ﬁ 14 - Cozaate B Sanpockl Ha cepTHHICaT
CBOHCTEBA

""" ﬁ Mone30E3TENH . ¥aammTte 3anpockl H3 OT3LIE

@ HypHan Crpaeka | CepTHHEATHI

< I i

2. Bblaenute npaBoi KHOMKOW MbIlWK cepTUdUKAT KYa NoAnNnUcK, KOTopbIi
Heobx0AMMO 0TO3BaTb, M B KOHTEKCTHOM MeHI0 BbibepuTe Bece 3agaum -> OTo3BaTh

PucyHok 111. Bbi6bop nyHKTa MEeHIO ANA OT3biBa cepTudukara

'='§ APM AnMuHWcTpaTopa LIP ;|g|5|
; JNEIES]
|J JeficTEME  BHA |J = = | B | || E% |

1D cepTHHEATS | CEpHAHEIA HOMERD | AaTa ECTYNNEHHE B CHAY | AaTa oKoHYaHHMA AEHCTEHA |
il 39308567 000000000040 27.02.2004 14:13:00 27.02.2005 14:22:00

S0 47 C11ESEOO000000004 1 01.03.2004 10:05:00 01.03.2005 10:14:00

0z2,.03,2005 13

SKCNOPTHROEATE

CBOHCTEA
Hane4ataTke

Cnpaeka [MpPHOCTAHOEHTE AEACTEHE

B 3asBneHun Ha oT3bIB cepTudmMKaTta Kiatoda noanmcu, nogaBaeMom B
YN0CTOBEPSALWMIA LIEHTP B 6YMaXXHOM BUAE, AOSKHbI 6bITh YKa3aHbl CieyloLLNe CBEAEHUS

e CepunHbli HOMep 0T3bliBaeMoOro ceptudukara;
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e WNpoeHTndMKaUMOHHBbIE AaHHble NOMb30BaTENS — Bagesnbla AaHHOMo
ceptTudukaTa;

e [lpuuMHa OT3bIBa cepTudMKaTa

MMEHHO Ha OCHOBaHWKU NpUBEAEHHbIX JlaHHbIX AAMMHUCTPATOP OCYLLECTBSAET OT3bIB
cepTudmrkaTa Kio4Ya noanmcu

3. OTkpoeTcs npeaynpexaatollee okHo, Tpebyouee NoATBEPXKAEHUS OT3bIBa
ceptudmkaTta. Haxxmute kHonky Aa.

PucyHok 112. OkHO noATBep>KAEeHUs OT3biBa cepTucdukara

APM AamuHicTpaTopa P il

,ﬂ,EﬁETBHTEJ’IbHD ¥OTHTE OTOZEATE EBlAENEHHEIE EEI:ITHIZIZIHKEITI:I?

4, OTkpoeTcs okHO OT3bIB cepTUdUKaTa, B HEM YKaXUTE NPUUYMHY OT3biBa AAaHHOIO
ceptudukaT Ka4da noanucu (HanpmMMmep, KOMMNpoMeTaums Koya) U HaXXMUTE KHOMKY
OTo3BaThb

PucyHok 113. OKHO BBOAa NpMYMHbI OT3biBa cepTucdmkarta
x|

CepuiHelld Horep: 1495941 BOO00O0000048

M PHYHHA OT3EIEA:

I_ Mcnones0EaTe 007 ECEy

OrozEaTe OTrEHa

YcTaHoBKa nepekntoyvatens Mcnosib3oBaTh ANA BCEX NPUMEHSETCS NMpu
OT3bIBE Cpa3y HECKOJIbKMX CEPTU(PMKATOB, OT3bIBAEMbIX MO OAHON U TOM Xe MPUYNHE, U
No3BO/ISIET HE yKa3blBaTb AAMMHUCTPATOPY NpUUMHY OT3biBa AN KaXAoro ceptudukaTa

5. Mo OKOHYaHMW BbINOJIHEHUS AEWCTBUIA MO OT3bIBY cepTUdMKaTa Ko4a noanucu
nosBUTCA cooblieHne, NHdpopMupytollee 06 OKOHYaHUM YKa3aHHbIX onepauun, n nx
pesynbtaT
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PucyHok 114. OkHO NpoCcMOTpa pe3yJsibTaTta OoT3biBa ceptucdukara

0T3bI1B cCEpTHHHKATOR

Otpatdorad anpoc 1 1z 1

MNporpece | meﬁml F'esganaTI

ID ceprudukara | Onepauma I Fesynerar | F.arareHT apii
15 Ornpaenenue zan...  OF [ nepauMa yorewH. ..
15 MprHaATHe sanpac...  OK Onepauua Ycnew ...

APM AAMHHHCTPaATOR il

CNepaumMs saEepleHa,

— .

MNpepeaTe |

JakpETE

6. B okHe Onepauua 3aBeplieHa HaxmuTe KHonky OK n ybeamtecb B TOM, UTO
AeNCcTBUSA 6bln BbiNOSIHEHbI 6e3 ownboK.

PucyHok 115. OKHO NpOCMOTpPa BO3MOXXHbIX OLUMGOK Npu OT3biBE
cepTtucdukara

O0T3bIE CEPTHHHKATOR

fpatoTk.a SaEeplIEHa

Mporpece | DwkGkM I F'esganaTI

Jakpere
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O0T3bIE CEpTHHHKATOR

(@patoTka saeepweHa

I'Ipu:urpeu:n:l Dwmtkn §F

OfpatoTk.a SaEEpLEHa.
Odpatorano zanpocos: 1 1z 1
Owcor: 0

Jakpeme

7. Haxmnte KHonky 3akpbiTb. OTO3BaHHbLIN cepTudukaTt bynet noMeyeH Kak He
AEeNCTBUTENbHbIN (KPacHbIi Kpyr C 6€n1biM KPeCTOM BHYTPU)

PucyHok 116. OkHO npocMoTpa cepTtudunKaToB NoJsib3oBaTtens
:‘E APM AaMuHMCTpaTopa LIP

_ o] x|
; PTETE]
JQEHCTBHE Bra J‘--P| E.||@

ID cepTHMIEaTa | ZEPHAHEIA HOMERD | AaTa BECTYNNEHKA B CHAY | JaTa oKoHYaHKA AEACTEHA |
2o 393058567000000000040 27.02,2004 14:13:00 27.02,2005 14:22:00

=]

47C11ESEQ0000000004 1

01.03.2004 10:05:00
1495941 BO00000000045

04 135:14:00

MpocMoTp cepTudukaToB Kawoden noannucu 8 APM AgMmuHucrtparopa LP
OCyLLEeCTBNseTCs cTaHaapTHbIMKU cpeactBamm OC Windows, N0O3TOMY OTO3BaHHbIE

ceptudmKkaTbl B CTaHAAapPTHOM OKHe NpocMoTpa cepTudmkaToB oTobpa)xkatoTcsa Kak
aencreytouime.
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PucyHok 117. NMpocMoTp 0TO3BAaHHOIO ceptudmkarta B CTaHAAPTHOM OKHe
npocMoTpa ceptudukaToBs

£Z APM ApnuHMCTpaTopa LIP -0 =|
; JNETES|
|J AercTere  Bra |J L | E | || E% |
ID cepTHbHEaTS I _EPHAHEIA HOMED I AaTta BETYNNEHHA B CHIY I AaTa 0KOHYaHHA AEHCTEHA I
[l 393085B7000000000040 27.02,2004 14:13:00 27.02,2005 14:22:00
10 47C11ESEOQO00000004 1 01.03,2004 10:05:00 01.03,2005 10:14:00
15 149594 1 E00O000000045 02.03,2004 13:14:00 02.03,2005 13:23:00

Ofwwe | Coctas  MyTo cepThdrcaunm |

MY TE CEPTHDHEALMH

Favz004 CA

[POCHETE CERTHEMIEATS

COCTOAHME CEpTHMEATE!

ITOT CEPTHDMKAT AEACTEMTENEH,

1.5.2. OT3bIB CepTUdMKaTa Ka4a noanucm nonb3oBaTtens (3anpoc Ha OT3bIB
cepTudukaTa Kaya noanmcm GopMmpyeTcs Nonb3oBaTesieM C UCMOSIb30BaHMEM
APM nonb3oBaTtens C KNOYEBbIM [OCTYNOM)

OnucaHune npoueaypbl 0T3biBa cepTudmMKaTa Kao4a No4NUCK Nonb3oBaTens npu
dopmMmpoBaHMn 3anpoca Ha oT3bIB cepTudmkaTa ¢ ncnosnbsosaHnem APM nonb3oBartens c
K/1I0OYeBbIM OCTYNOM

1. Monb3oBaTenb YAOCTOBEPAOLWEro LEeHTpa, SBAAOWNIACA BlagenbLeM ceptudunkaTa
Kto4Ya noanucu, ¢ nomouwbio APM nonb3oBaTtens ¢ KAo4YeBbIM AOCTYNOM hopMunpyeT
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3anpocC Ha 0T3biB CepTVICbMKaTa KJZ1lo4a noanncun, noanncCbliBaeT €ro 3J'IeKTp0HHOl71 Ll,Md)pOBOVI
noaAnMCbiO U HanpaB/AET B YLI,OCTOBepHI'OLLI,VIVI LEHTP.

2. Mocne oTnpaBKM Nosib30BaTesIeM 3anpoca Ha OT3blB cepTudukaTta B okHe APM
aaMuHucTpaTopa LIP B nanke 3anpocbkl Ha OT3bIB MNOsB/SETCS HOBbIN 3anpoc,

oxuaarwmn 0b6paboTku

PucyHok 118. OKHO npocMoTpa 3anpocoB Ha OT3bIB cepTudmkarta

'='§ APM AAMWHWCTpaTOpa LIP ;Iglﬂ
; JRETE]
JgeﬁcTBHe Ena J@-’|||@Jﬁﬁ|'ﬁv

CTRYKTYPa I 3anpockl Ha OTSEIE
1 KprnTo-Mpo ¥L ID sanpoca | ZEPHAHEIR HOMED CEpTHDMKaTA | JaTa cozas
-5 APM aamiHucTpaTopa LisHTPa PerveTpalmy s 1495941 BO00000000045 02,03, 2004

=4 UeHTp PerncTpaumk - Fav.cp.ru

E LiEHTP CEpTHHHKALHK
Sanpockl Ha PErvCTRaLHHD
Sanpockl Ha CepTHgMIEAT

m 3&Npockl Ha OT3bIE

@ CepTHRHKATEI

----- ﬁ Mone30BaTENH

@ MypHan

-- LUeHTp PervcTpaumk - Fav,cp.ru

i

3. Bbigenute npaBoM KHOMKOM MbILLN I'IOCTYI'IVIBLLIMI‘/’I 3anpocC Ha 0T3bIB CepTVICbMKaTa nB
OTKpbIBLWWEMCA KOHTEKCTHOM MEHIO BblﬁepMTe MYHKT CBoicTBa. OTKpoeTCcsa OKHO CBOWCTB

3anpoca Ha 0T3bIB cepTudmKaTa
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PucyHok 119. OKHO NpocMOTpa CBOMCTB 3anpoca Ha oT3biB cepTudmkara

! MHpopriauma o zanpoce |

CocronHuqe: B osugaHmu

Dara zanpoca: 02.03. 2004 16:36:00

T aTa paccroTpeHHS:

CepuiHeli HomMep cepriegukara; 48970 CAC000000000044

nl:lH'-IHHEI OT3EIES KI:IMI'IFII:IME-‘TEILI.HH K43

K.orarAEHT 3pME A0MUHMCTRATOPS:

[

CepTHdHEAT NognHMCaELLED | CepTURHEAT aloapHELERD |

k. I OTrEHA | I'IpHmEHHTbl

4, B okHe 3anpoc Ha OoT3bIB HaxXMunTe KHonky CepTtudmkart nognmcasiluero,
OCYLLECTBNAOLWY NPOCMOTP cepTudurKaTa 3aperMcTpupoBaHHOro nosab3oBaTens,
HanpaBMBLUEro B YAOCTOBEPSIIOWMNIA LEHTP AaHHbIN 3anpoc
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peanvsaumnsi pernaMmeHTHbIX npoueayp

PucyHok 120. CeptucdumkaT nosib3oBartesis, HarnpaBuBLUEro 3anpoc Ha OT3bIB

ceptncdumkarta

Ofwme COCTAE ||_|':.-'Tb CEPTHHRHEALHH I

MokazaTte: I <Bre:

=~

MeTpoE MeTp NETPOBHM, FKoHM., .
Eorkpemei knrou FOCT P 34,10-2001 (512 Bits) |

Mone 3HA4EHHE =
EEEDEHH W3

ECepHﬁHblﬁ HOMER 330E Fz7 4 0000 0000 003E
E.ﬁ.nrnpnm Mo AMHCKH MoCT P34,11)34, 10-2001
EHDETEBLLI.HK Fav2004 Ca, CryptoPra, Mosc,,, =
E,ﬂ,eﬁcTBHTEHEH C 26 thespana 2004 r, 13:19:00
E,ﬂ,eﬁcTBHTEHEH no 26 theepana 2005 r, 13:23:00

_M = MeTpos MNeTp NeTpoOEHY
DI = KomMMepYecki oTaen
2= Q00 KPHOTO-NPO

L = Mockea

5 =Mockea

_=FRU

E = perovi@cryphopro,ra

2l

CEOHCTES, .. KonvpoBaTe B u:]:-aﬁn...l
5. Y6e,qv1Ter B TOM, 4YTO NMNLUO, HanpaBuBllee 3anpocC Ha OT3blB CepTMCbMKaTa -

BNnageney cepTudurkaTa, OTKpPbIBAOLWErocsi NpyM HaxaTun Ha kHonky CepTudukar

noanucasLUero, siBfseTcs BNajaenbLUeM cepTudmKaTa Ktoda noanncu, KoTopblii Tpebyetcs

0oTo3BaTb. 3aTeM B okHe APM AaMmuHucrtpartopa LP Bbigennte npaBoi KHOMKOW MblLK
AAHHbIN 3anpoc Ha OT3blB cepTuduKaTa U B OTKPbIBLUEMCS KOHTEKCTHOM MeHIo Bbibepute

MpuHATL
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PucyHok 121. NpuHaTue 3anpoca Ha OT3biB cepTudmkara

'='§ APM AnMvHucTpaTopa LIP = |EI|5|
; IETES|
J JefcTEME  BHA JQ:' -P|||@ J@’@ | <
CTRpYETYPa I Janpockl Ha OT3EIE
D KprnTo-Mpo ¥, 1D zanpoca | ZEPHAHEIA HOMED CEpTH(MEATS | AaTa cozaaHkA
E@ APM aAMMHMCTRaToOpa LeHTpa Per ﬁS 149594 1B000000000045 02.03.2004 15:15:00
=9 LenTp PermcTpaumn - fav.cpurn | B2 A O S S D ¥ 02,03,2004 16:36:00
E-4E LleHTp PErMcTpalkK - Fav.cp.r
- OTENOHHTE
E LeHTp cepTHfHEALHH e
FaNpockl Ha PEMMCTRALMHD . ZKCNOpTHROBATh
3anpockl Ha cepTHEMEEAT Cnpaeka |
m Janpockl Ha OT3EIE
P CepTrbmkaTel
----- ﬁ MonesoEaTENH
@ ypHan
| ] HiN | i
6. Mpu NpuHATMKM 3anpoca Ha OT3bIB cepTudmKaTa OTKPOETCS NMpeaynpexaatouee OKHO,
Tpebytlowee noagTBEpPXAEHMS Bbl6paHHbIX AencTBMM. HaxkmMnte KHoNky Oda
PucyHok 122. OKHO NOATBEP>XXAEHUA NMPUHATUSA 3anpoca Ha OT3bIB
ceptucdukara
APM AaMvHWCTpaTopa P El
AEACTEMTENEHD ¥OTHTE NPMHATE BELAENEHHEIS ZENPOCE] HA OTSEIE?
HeT
7. Mo OKOHYaHMK BbINOJIHEHUS AENCTBUIA NO OT3bIBY cepTudmKaTa KJtoua nognmcu

nosBuTCca coobuieHne, NHdpopMupytollee 06 OKOHYaHUU yKasaHHbIX onepauuii, n nx
pesynbTaT
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PucyHok 123. OKHO NpocMoOTpa pe3yJsibTata oT3biBa cepTudmukarta

MNpYHATHE 3aNpOCOB Ha 0T3bLIB

Oapatorad sanpoc 1 1z 1

MNporpece | DIJJHﬁKHI F'esganaTI

ID zanpoca | Onepauma | FPezynerar | K. orareHT apii
B MNpuHATHE sanpoc... OFK OnepayHa YcrewH. ..

APM A A MAHHCTPATOR x|

ONEpALMA ZABEPWEHA,

d 12

[pepeaTe |

JaKPETE

8. B okHe Onepauuna 3aBepleHa Haxmute kKHonky OK n yéeantecb B TOM, UYTO
AencTeus 6b11M BbIMOHEHBbI 6e3 ownbok

PucyHok 124. OKHO NpOCMOTpa OWN60K, BO3SHUKLUMX NMPU OT3biBE
ceptudpumkara

MNprvHATHE 3aNpOCOE HA 0T3bLIB

fpatoTk.a SaEEpLlIEHa

MNporpece | meﬁml F'esganaTI

[pepeaTe

Jarpeme
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(@patoTka saeepweHa
I'Ipu:urpeu:n:l Dwmtkn §F
OfpatoTk.a SaEEpLEHa.
Odpatorano zanpocos: 1 1z 1
Owmicior: 0
Jakpeme
9. HaxMnTte KHoMKy 3aKpbiTb. 3aNpoc Ha 0T3biB cepTMdukata byaeT noMmeyeH Kak
oaobpeHHbIN
PucyHok 125. OKHO nNnpocMoTpa 3arnpocoB Ha OT3bIB
'='§ APM AamuHucTpaTopa LIP = |EI|5|
; | =1= ]|
J JefcTEre  Bua Jﬂ:' -P|||@ Jﬁ’@ | <
CTpYETYRa I 3anpockl Ha OT3BIE
D KprHnTo-Mpo YL, ID =anpoca | CEPHAHBIA HOMED CepTHHMKATA I flaTta cozaaHua
E@ APM aaMMHMCTpaTopa LeHTpa Per ﬁﬁ 149594 1B000000000045 0z.035.2004 15:15:00

04 16:!

H-JE3 UeHTp PerkcTpaunm - Fav.cp.n

EI [ LeHTp Permctpaumm - Fav.cp.n

E LUeHTR cepTHpHIKaWLMH
3aNpackl Ha PerMcTPaL M
JaNpoce Ha CepTHgMIKaT

m 3aNPpack! Ha OT3kbIE

@ CepTHRHKATEI

----- ﬁ MNones0BaTeEnk

@ ypHan

a | Hin |

i

10. B neBoii yactu okHa APM agMmuHuctpartopa LLP BbibepnTte neBon KHOMKOW MbILK
y3en NMonb3oBatenun. B npaBoi YacTn okHa 0To6pasnTCsa CMMCOK 3aperMcTpMpoBaHHbIX B

YOoCToBEpPSIIOWEM LLeHTpe nosib3oBaTtesniei. Boiaennte npaBoii KHOMKOW MbIWW YYETHYO

3anncCb nosib3oBaTend, CepTVICbVIKaT KOTOpOro 6bin O0TO3BaH, U B OTKPbIBLLWEMCA KOHTEKCTHOM

MeHto BbibepnTe Bce 3apaum -> NMokasaTtb -> CepTtudmnkartbl
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PuUcyHok 126. Bbi6op NyHKTa MEHI0 ANl NPOCMOTpa cepTudukKaTos

noJsib3oBaTtens
'='§ APM AaMMHHMCTpaTopa LIP = |I:I|5|
. | =151 ]
Jgeﬁn:TBHe Bna J@#|||@J'ﬁv
CTRYETYPRA I MonesoEaTenH
Cl KprnTa-Mpa YL ID nonesoEaTena | CBWEs MMA | MoapazaeneHHe
Elﬁ &PM agmuHrcTpaTopa LeHTpa Perke €1 ARM Oper
[5] LleHTp PervcTpaukm - Fav,cp.ru ﬁ z ARM Adrnin
=23 UeHTp PervcTpautm - Fav.cp.ru ﬁ 3 Z_User_01
E LeHTp cepTHEMHESWHH ﬁ
B 3aNpOCk! Ha PErHETPALHID ﬁg Bre zanaum b Mokazate # 2anpockl Ha pErHCTRaLHHD
Sanpockl Ha cepTHdMKaT ﬁ 12 CooficTea Coznate M Janpockl Ha cepTHbHKAT
M Zanpockl Ha 0T3kIE € - ¥aamte Janpoce! HA OT3EIE
CepTHHHEATEI
@ CepTHRHEATE ﬁ 14 Cnpaeka I dmin? EpTHHKE
----- ﬁ Monb3oEaTENM

@ wpHan

| | Ll 4| | LI

11. OTKpoeTcs cnMcok cepTudurKaToB BbIBpaHHOrO Nosb30BaTeNs, B KOTOPOM
OTO3BaHHbI cepTUdmMKaT NOMeYeH Kak He ReMCTBUTEeNbHbIW (KpacHbI Kpyr c 6enbiM
KpecToM BHYTpW)
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PucyHok 127. OKHO nNpocMoTpa cepTudmKaToB U OTO3BaHHbIW cepTucdukar

nonb3oBaTtens
'='§ APM AnMvHucTpaTopa LIP = |I:I|5|
; DTETES]
|J fecTere  Bua |J = = | E | || E% |
ID cepTHMIEaTa | _EPHAHEIA HOMED | AaTa BECTYNNEHHA B CHAY | JaTa oKoHYaHHA AERCTEHA | HAaTtao
B 330D8F27A00000000003E  26.02,2004 135:19:00 26.02,2005 13:258:00 26.05.:
=11 4559C4E7000000000043  01.03,2004 12:52:00 01.03,2005 13:01:00 01.06.:
12 4597DiC 2000000000044 01.03,2004 14:00:00 01.03,2005 14:09:00 01.06.:

Dfwpe  COCTAE ||-|‘:.-'Tb CEPTHRHEELHH I

MNokazaTe: I <Brex= j
Mone JHaYeHHE | =
EBechﬂ W3

< | L CEpHHHEIR HOMED 4597 DC2C 0000 0000 00
=] ANropHTH NOANHCK roCT Po34.11)34,10-2001
| EHDETEBLIJ.HK FavYzoo4 Ca, CryptoPra, Mosc,., =
E,ﬂ,eﬁcTBHTEHEH C 1 MapTa 2004 r, 14:00:00
EﬂEﬁCTBHTEHEH no 1 MapTa 2005 r, 14:09:00
EC‘:.-‘E'I:EKT MeTpos MNeTp NETPOEHY, Ko, .,
S omrprimeii ko FOCT P 34,10-2001 (512 Bits) =)

4897 DC9C 0000 0000 0044

CEOMCTES, . . KonHpoBaTE B dakn.. |

=l

MpocmoTp cepTudukaTos knwoden noanmcm 8 APM AgMmuHuctpartopa LIP

OCYLWECTBNAETCA CTaHAAPTHbIMU CpeaCTBaMM ocC Windows, MO3TOMY OTO3BaAHHbIE
CepTVI(bVIKaTbI B CTaHAAQPTHOM OKHE NMpoCMOTpa CepTVI(bMKaTOB OT06pa)KaI'OTCﬂ KakK

hencreytowme.

1.5.3. Hanbonee yacto BcTpevatowmecs ownbkn, BO3HUKAKOLWME NPU OT3bIBE

cepTndukaTa

K1i04a noanncu
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1. Mpwn oT3bIBE cepTudukata ¢ APM AgMmuHucrpartopa LP npusunernposaHHbIM
nonb3oBaTeneM B okHe OT3bIB cepTudukaTtoB - O6paboTka 3aBepLueHa BO3HMKAET
owmnbka:

PucyHok 128. Owumnbka npu BbINoOJIHEHUN MeTOoAA
RevokeRequest.SubmitRequest

073018 cepTHdHKaTOR

@patoTka saEepWweHa

Mporpecc | EIUJHEKHI PesganaTI

[pepEaTE |

JaKpETE

O0T3bIB CEpPTHHMKATOR

fpatoTk.a SaEEpLlIEHa

Mporpece i U

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter
Onucanme: Doctyn sanpewed noadrueoi UP. [FevokeRequest. SubmitR eguest]

Jarpeme

Y npuBunernpoBaHHOro nonb3opatens (Onepartopa vin AQMUHUCTpaTopa),
NPOMn3BOASALLErO OT3bIB CepTUdMKaTa, HEAOCTAaTOYHO NpaB Ha BbIMO/HEHME MeToAa
RevokeRequest.SubmitRequest.
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Ha LleHTpe Peructpaumm Heo6xoaMMO OCYLLECTBUTL HACTPOIKY MOAUTUKN
6e30MacHOCTM, NO3BOJSIIOLLYHO OCYLLECTBASAThL BbINMOJIHEHWE YKA3aHHOIro MeToAa.

2. Mpwn oT3bIBEe cepTudukata ¢ APM AgMmuHucrpartopa LP npusunernposaHHbIM

nosb3oBaTesieM B OKHe OT3bIB cepTudukaToB - 06paboTka 3aBeplieHa BO3HMKaeT
owmnbka:

PucyHok 129. Owumnbka npu BbINoJIHEHUN MeToAa
RevokeRequest.SubmitRevokeRequest

O0T30iE cEpTHHHKATOR

fpatdoTk.a SaEEpWEHa

Mporpecc | |:|LIJHI5KHI F'esyanaTI

1| | i

[pepeaTe |

Jakpemb

O0T3bIB CEpPTHHMKATOR

fpatoTk.a SaEEpLlIEHa

Owitka Horep: -2147220330
Weorounue: RevokeRequest SubmitR evok el equest
Onucanye: 3Ta oNepauta HE MOKET SBTE BRINOAHEHS HA 3TOM CEPTHEMHEITE.

Jarpeme
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OT3bIBaeMbIl cepTUduUKaT coaepXxunT xoTs 6bl oaHy 06nacTb Ucnosab3oBaHus (none
Extended Key Usage), npucytcTBme KOTOpPOM B cepTudmKaTe He No3BosSeT
npuBMAErMpoBaHHOMY nosib3oBaTtento (Oneparopy nin AQMUHUCTPATOPyY) OTO3BaTb
YyKasaHHbIl cepTndukaT (AaHHas o6n1acTb MCNOMb30BaHUSA OTCYTCTBYET B CMUCKeE
pa3peLlleHHbIX A/ YKasaHHOro NpuBMNErMpoBaHHONO rnofb3oBaTtens).

Ha ueHTpe Perncrpaumm ocylectBute HacTporky Monnutmukm o6paboTkm 3anpocoB Ha
0T3bIB W 415 NPUBUIETMPOBAHHOIO NOJIb30BaTeNs, OCYLLECTBAAIOWEro 0T3biB CEPTUPUKATOB,
nobaBbTe HeobxoaMMble 061aCTM UCMONBb30BaHUSA cepTudmkara.

3. Mpun oT3biBe cepTndunkata c APM AgaMmmHucrpartopa P npusmniernpoBaHHbIM
nonb3oBaTesieM B OKHe OT3bIB cepTudUKaToB - 06paboTka 3aBepLueHa BO3HMKaeT
owmnbka:

PucyHok 130. Oumbka npu BbINOJIHEHMU MeTOAA
RevokeRequest.AcceptRequest

MNprvHATHE 3aNpOCOE HA 0T3bLIB

fpatoTk.a SaEEpLlIEHa

MNporpece | meﬁml F'esganaTI

[pepeaTe

Jarpeme
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lMNprHHATHE ZaNPOCOE HA OT3LIB

(@patoTka saeepweHa

MNporpecc I PesyneTar I

Dwmdka Horep: -2147 2205991
Weorounue: RegiztrationCenter
Onucanue: Joctyn sanpewed nomdmueol LLP. [RevokeRequest AcceptR equest]

Jakpeme

Y npuBunerMpoBaHHoOro nonab3osartens (Onepartopa wav AAMMHUCTpaTopa),
Npou3BOASILLIErO OT3bIB CEpTUdUKATA, HEAOCTATOYHO MNpaB Ha BbINOJIHEHNE MeToAa
RevokeRequest.AcceptRequest.

Ha LleHTpe Perncrpaummn Heo6xo0aMMO OCYLLECTBUTb HACTPOMKY MOSUTUKMN
6e30MacHOCTM, NO3BOJISIOLLYHO OCYLLECTBASATh BbINOJIHEHWE YKA3aHHOIro MeToAa.

1.6. lpuocTaHoBNeHNe AeACTBUS cepTudUKaTa Kaoda noanmcu
nonb3oBaTens

MprocTaHOBNeHME AelCTBUA cepTudurKaTa Kya NOANUCKU OCYLLECTBASETCS Ha
OCHOBaHMM 3anpoca Ha NpMOCTaHOBNEHNE AENCTBUSA cepTudunkaTa Kitoda nognmcn. 3anpoc
Ha NPUOCTaHOBNEHME AENCTBUSA cepTudmKaTa Katoya nognmcn MmoxeT 6biTb chopMmpoBaH
AaMuHucTtpaTpoMm Ha APM AgMmunuctpartopa LP (ueHTpanvM3oBaHHbIA PeXUM - B JAHHOM
clyyae oCHOBaHMeM ansa (opMMpoBaHUs 3anpoca ABNSeTCs 3asB/ieHMe Ha NPMOCTaHOBeHne
[encTemsa ceptndukara, Hanpas/ieHHOEe nosib3oBaTtesieM B 6yMaxxHOM BUAE B
YpocTtoBepswwmi LeHTp), "nbo nonb3oBaTesieM Ha cBoeM paboyeM MecTe C MCMOb30BaHMEM
APM nosnb3oBaTens € KJAKOYEBbIM AOCTYNOM (pacrnpeneneHHbli pexxmm — 3anpoc Ha
NpMOCTaHOBNEHME AeCTBUA cepTudMKaTa NOANUCBIBAETCSA Ha 3aKpbITOM Kito4e
Nnosb30BaTens U pacCMaTpUBAETCH YAOCTOBEPSIOLLMM LIEHTPOM, KaK 3asiBNieHne Ha
NMPUOCTAHOBJ/IEHMNE AENCTBMS cepTMduKaTa Koya noanmcu).

OcHoBaHueM A4/ NPUOCTaHOBNEHNS AENCTBMS cepTudunKaTta Kada noanmcu
TaKXe MOXET SABMSATbCS yCTHOe cooblieHune, nonyyeHHoe AAMUHUCTPAaTOPOM OT
rnosib30oBaTens NnocpeacTBoM TenedoHHOM cBA3n (ecnu AaHHbIN BapuaHT NpeayCMOTpeH
PernameHTOM YaocToBepsitowero LeHTpa). B aTtom cnydae ans obecnedeHus
ayTeHTUdMKaUNM Nonb30oBaTENS UCMONb3YEeTCS CEKpeTHOe C0BO, NoJsTydYeHHoe
nonb3oBaTesieM Npu perncrpauum B YA0CTOBEPSIOWEM LeHTpe.
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[OecTBre cepTudmkaTa Kto4a Nnoanncu npuocTtaHaBIMBaeTCa Ha
onpeaesneHHbIit Cpok. B TOM cnyyae, ecnm A0 UCTEUYEHUS! YKa3aHHOro Cpoka AeicTBme
cepTudmrkaTa Ko4a NoANUCU He BO30O6HOBMEHO, cepTUdUKAT KIltoYa NOAMUCU aHHYIMPYeTCS
(0oT3bIBaETCS) YAOCTOBEPSIOWMM LLEHTPOM

1.6.1. MpunocTaHOBNeHNE AEeNCTBMSA cepTUdumnKaTa Kada noanucum
nonb3oBaTens (3anpoc Ha NPMOCTAHOB/IEHME AENCTBUSA cepTudmKaTa Kada
noanucu popmupyetca Ha APM AgMmuHucrtpartopa LP)

OnucaHne npoueaypbl NPUOCTAHOBNEHNS AENCTBUSA cepTUdmMKaTa Kada noanmcu
rnonb3oBaTtens nNpun opMmnMpoBaHMK 3anpoca Ha NPUOCTaHOB/IEHNE AeNCTBUSA cepTudmkaTa Ha
APM AaMmuHucrpatopa LP.

1. B okHe APM AgMmuHucrtpaTtopa LP Bbigennte npaBoii KHOMKOW MbIWW YYETHYIO 3annchb
nonb3oBaTens, Aencreme cepTudmkaTa Ko4a No4NMCKM KOTOPOro TpebyeTcs NpuoCcTaHOBUTD,
B OTKPbIBLLEMCS KOHTEKCTHOM MeHto BbibepuTe Bce 3apgaum -> MNokasaTtb ->
CepTndmkarbl

PucyHok 131. Bbi6op nyHKTa MeHIO /18 NPOCMOTpa cepTudukaToBs
3aperMcTpupoBaHHOro nosib3oBarens

£2 APM ApmMunvcTpaTopa LIP =101 x|
; INETES|
|J JAedicTeHe  BHa |J¢n-h|||@“‘ﬁ‘7 |
CTpYKETYRAa I Monez0EaTENM
I:I KprnTo-Mpo ¥1 ID NoNEZ0EaTENA | DAWeEE MMA | [Moapazae
El@ APM aamuHMCcTRaTopa LieHTpa PerncTpaumm €1 ARM Oper
F-J{E) LeHTp PermcTpadim - Fav.cp.ru € AR Adrin
- LeHTp PervcTpaume - Fav,cparu s Z_User_01
E LIEHTP cepTHBMEALHH ﬂ g MeTpos MeTp NETPOEKH Kommep4e
3anpock H3 PErMCTRPALHD ﬁ e CHADPOE CHAOP CHAOPOEMY  KoMMepde
3anpockl Ha cepTHbMEST
Janpockl Ha OT3EIE Ece zagaqumn F Mokazate # Sanpockl Ha PErHMcTRALMHD
-~ CepTridmkaTel €14 " Co343Te P Sanpockl H3 cepTHEMEAET
CBOHCTEA
""" ﬁ Mone30BaTEH . MaammTe 3anpockl HA OT3LIE
@ HypHan Cnpaeka | CepTHhHEaTLI

2. BblgenuTte NpaBoOi KHOMKOWM MbIWKM cepTudUKaT Ko4va NoANUCU, AENCTBME KOTOPOro
HeobxoaANMO NPUOCTAHOBUTL, N B KOHTEKCTHOM MeHIo Bbibepute Bce 3apaum ->
MpuocTaHOBUTbL AecCTBUe
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PucyHok 132. Bbi6op NyHKTa MEHI0 AN NPUOCTAaHOBJIEHUSA AeNCTBUS
ceptucdumkaTa nosb3oBarens

£2 APM AaMvHUCTpaTOpa LIP o [m] |
; TS|
“ feAcTEME  BHa |J4--I| E.|||§ |
1D cepTHkaTa | CEQMFHEIN HOMED I AaTa BCTYNNEHMA B CHIY I AAaTa OKOHY3HNA AEACTEMS I JaTa oKoHYaHKa
[l F9505567000000.,, 27.02.2004 14:135:00 27.02,2005 14:22:00 27.05,2005 14:1:
"""" == 05 10:14:00 01,06, 3
Edis SUEEL 02.03.2005 13:23:00 02.06.2005 13:1¢
- SKCNOPTHRPOEATE
CBOHCTEA
Hanewatats

Cnpaeka MPHOCTSHOEHTE AERCTEHE

l i

B 3asiBNIeHNM Ha NPUOCTAHOBMIEHME AENCTBUSA cepTUdUKaTa Katoda Noanucu,
noAaBaeMoM B YOCTOBEPSAOLINIA LEHTP B 6yMaXKHOM BUAE, AOJKHbI 6biTb YKa3aHbl
crneayowme CBeaeHus:

o CepwuiiHbin HOMep cepTudmkaTa, AencTeme KoToporo Tpebyetcs
NPUOCTaHOBWUTb;

e WNaeHTUdMKauMOHHbIE AaHHble NOMb30BaTENS — Bagesnbla AaHHOMo
ceptndukaTa;
e CpoOK, Ha KOTOpbIi HEO6X0ANMO NMPUOCTAHOBUTL AENCTBUE cepTudurkaTta

MIMeHHO Ha OCHOBaHMW NpUBEAEHHbIX B 3aaBNeHUN faHHbIX AaMUHUCTpaTOp
OCYLLECTBNIAET NPNOCTaHOB/1IEHNE Aencremns CepTMCbVIKaTa Knto4a noanmcu

3. OTkpoeTcsa npeaynpexjatoliee okHo, Tpebytolee noaTBEPXKAEHNS NPUOCTAHOBIEHUS
aencremsa ceptndukarta. Haxmute kHonky Aa.

PucyHok 133. OkHO NnoATBep>KAEHUS NPUOCTAaHOB/IEHMA AeACTBUA
ceptudukarta

APM AaMWHKWCTpaTopa P E[

,ﬂ,EﬁETBHTEJ’IbHD X0THTE NPHMOCTIHOEWTE ,ﬂ,EﬁETBHE EblgEeneHHBLX EEFITHIZI:IHKEITDB?

4. BblbepuTe CpoK, Ha KOTOPbIA AelcTBMe cepTudmkaTa 6yaet NnpMoCcTaHOBIEHO, U
HaxMmTe kKHonky OK
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PucyHok 134. OKHO BBoAa CpOKa, Ha KOTOpbIX AecTBue cepTucdukarta éyaer

npnocCcTaHOBJIEHO

Bribop MHTEpEaNa EPE x|

Beequre HWHTEPEAN EpEREHI

Yucno net I—D j
Hucno MecAles I—D j
Huzno Heges I—D j
Hucno aHei W j
Hucno yacos I—D :II
YUCno ruHYT I—D j

OTtieHa |

5. T1o OKOHYaHWUM BbIMOSIHEHUSA AENCTBUIA MO NPUOCTAaHOBNEHUIO AeNCTBMNA cepTudunKaTa

KJ1lo4a noanncum nodaBuTCA COO6LLI.€HM€, I/IH(t)OpMMDYI-OLLl,ee 06 OKOHYaHun YKa3aHHbIX

onepauumn, n ux pesynbTart

PucyHok 135. OKHO npocMoOTpa pe3ysbTaTa NPUOCTAHOBJIEHUNA AEUCTBUA

ceptudpumkara

MNpYOCTAHOBKA AEACTEMA C

Ofpatorad sanpoc 1 1z 1

Mporpece | |:|IJJHI5KHI F'esganaTI

APM AAMHHHCTPATO

CNepaLHA ZaEEpLIEHA.

<]

[pepEaTe |

x|

D zanpoca | Onepata | PezuneTar | K.orArAEHT pii
10 OrnpagneHye san... Ok Jnepal A YonewH. .
10 MpuHATHE sanpoc...  OF Jnepauka YorewH. ..

| 2]

6. B okHe Onepaums 3aBepLieHa Haxmute KHonky OK n ybegmtecb B TOM, 4TO

AencTeus 6binn BbiNONHEHBLI 6€3 OWMBOoK.

SaKpETE
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PucyHok 136. OKHO NpOCMOTpPa BO3MOXXHbIX OWMOG60K NPy NPUOCTAaHOBJIEHUUN
AencTteua ceptudukara

MNpyOCTaHOBKA AEACTEWA CEpTHHMKATOB

fpatdoTk.a SaEeplIEHa

Mporpece | Dwkckn I F'esganaTI

JakpETE

MNpHOCTaHOBKA AEACTEHA CEpTHMKATOR

fpatoTka saEepweHa

I'Ipu:urpeu:n:l Dumaien iF

OfpatoTk.a SaEEpLIEHa.
Odpatorano zanpocos: 1 1z 1
Owcor: 0

3akpeTe

7. HaxmuTte KHonky 3akpbiTb. CepTndunkaTr, 4eNCTBME KOTOPOro 66110 NpMoCTaHOBAEHO,
6yaeT NOMeYEeH Kak He AeUCTBUTEJIbHbIN (KPacCHbIN KPyr ¢ 6enbiM KpecToM BHYTPU)
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PucyHok 137. OKHO npocMoTpa cepTudmKaToB Nnosib3oBaTesns

:=:§ APM AnmvHucTpaTopa LIP = |I:I|5|
; PREDES]
J JeficTene  Bra J = = | E.||@
ID cepTHMKaTA | ZEPHAHEIA HOMERD | Aata BCTYNNEHHA B CHAY | JaTta 0KoHYaHKA AERCTEHA | Aata okor
9 3930858 7000000000040 27.02,2004 14:13:00 27.02.2005 14:22:00 27,05, 200!
47C11ESEQOODO000004 1 (010
¥ b 149594 1 BODOOOQQ0004S 02.03.2004 13:14:00 02.03.2005 13:235:00 02,06, 200!
Jl | il

MpocMoTp cepTudukaToB Katoden noannucu 8 APM AgmuHucrparopa LP
ocyllecTBnsieTcs ctaHgapTHbiMu cpeacteamm OC Windows, no3ToMy cepTudunkaTtbl, AENCTBUE
KOTOpbIX 6b1N10 MPUOCTAHOBNEHO, B CTaHAAPTHOM OKHE MPOCMOTpa CepTUHUKATOB
oTobparkaloTcs Kak AencTeylowme.
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PucyHok 138. NMpocMoTp cepTudukKaTa nosib3oBaTens, AeiCTBUe KOTOporo
6b1/10 NPNOCTAHOB/IEHO

'=‘§ APM AnMWHWCTpaToOpa LiP ;lglil

. | =181 x|
J JeficTEMe  EMa Jd- -h| El||@

1D cepTHDMEAT S | CEQHAHBIA HOMED | JaTa BCTYNNEHKA B CHITY | AaTa oKoHYaHKA AEACTEHA | JaTa okor
[ 39308567000000000040 27.02,2004 14:135:00 27.02.2005 14:22:00 27,05, 200
1III 4711 ESEQDOOO0000041 01,03, 2004 10:05:00 01.03,2005 10:14:00 01,06, 200!
15 149594 1 EOOOOOOO0004E 0z2,03,2004 13:14:00 0z2.03,2005 13:25:00 02,06, 200

Ofuve | Coctas MyTe cepTrdmcaunm |

My Th CEpTHHIKELL K

Fayz004 Ca

FpAEHOTR CEpTHbHEATE

COCTOAHHE CEpTHDMIEATa:

3TOT CEpTHRKMKAT ASHCTEMTENEH,

1.6.2. MpnocTaHOBNEeHNE AeNCTBMA cepTudmnKaTa Karda noanucum
nonb3oBaTens (3anpoc Ha NPMOCTaHOB/IEHNE AEeNCTBUSA cepTudmnkaTa Karua
noanucu opMmnpyeTcsa nonb3oBaTenem c ncnosnblosaHmem APM nonb3oBartens C

KJ1IO4YEBbIM OCTYNOM)

OnucaHune npoueaypbl NPUOCTAHOBIEHNS AEACTBUS cepTudmnKkaTa Kda noanmcu
rnonb3oBaTtens npm opMmMpoBaHMK 3anpoca Ha NPMOCTaHOB/IEHNE AENCTBUS cepTudmrkaTa C
ncnonb3osaHneM APM nonb3oBartens c Ki104YeBbIM AOCTYNOM

1. Monb3oBaTenb YAOCTOBEPAOLWErO LeHTpa, SBAAOWMIACS BlagenbLueM ceptnudumkaTa
K/to4Ya noanucu, ¢ nomouwsbio APM nonb3oBaTtens € KAo4YeBbIM AOCTYNOM (opMupyeT
3anpoc Ha NpMOCTaHOB/IEHME AeNCTBUS cepTudmKaTa Ktoda Nnoanmcu, noanmcbiBaeT ero
3/IEKTPOHHON UNDPOBOMN NOANMUCHIO U HanpaBiseT B YAOCTOBEPSIOWMNA LEHTP.
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2. [Mocne oTnpaBKK Nofb3oBaTeNeM 3anpoca Ha NpUOCTaHOBNEHNE aencrems

ceptudurkaTta B okHe APM agmuHuctpartopa LIP B nanke 3anpocbl Ha OT3bIB MOSB/ISETCA

HOBbIM 3anpoc, oXxunaarwmn obpaboTkn

PucyHok 139. OkHO NpoCcMOTpa 3anpocoB HAa NPUOCTAHOBJ/IEHNE AeNCTBUA

ceptucpukaToB
£2 APM AaHvHMCTpaTOpa LIP =10] x|
) | =181 ]|
| e oa || & » | Om| TR 2 | EETO | ©v |
CTpYETYPa I Fanpockl Ha OT3bIE

(1 KprnTa-Tpo ¥U ID san... | CEpPHHHEIR HOMED CEpTHD. . . | fAaTa cozaaHHA | Aat:
=55 APM aaminncTpaTopa Lentpa Peric s 1495541 EODOODO00004E 02.03.2004 15:16:00 0z.0:
-3 UeHTp PerncTpaunn - Fay.cp.ru 6 4597 DCC 000000000044 02.03.2004 16:36:00 02,0

=3 Uentp Pervctpausm - fav.cpru | |FEl7 47¢11ESEO00000000041 03.03,2004 17:42:00
{3 UenTp cepThdmranim s 47¢11ESEQ00000000041 04,03, 2004 10:30:00 04,0

-8 3aNpockl Ha PErMCTRALMHD A 4 0

Janpockl Ha CEpTHEMIKAT

£33 3anpockl Ha oT3kIE

P CepThdmkaTel
----- ﬁ MonesoBaTEnH

@ MwpHan

3anpochkl Ha NPUOCTAHOBNIEHNE AENCTBUS cepTUdMKATa pa3MeLlaoTcs B
nanke 3anpochbl Ha OT3bIB. YCTAaHOB/IEHWE NPUHAANEXHOCTM 3anpoca onpeaeneHHOMyY
knaccy (SBNSIETCS NI 3anpoc 3anpocoM Ha OT3bIB UM 3arpoCOM Ha NMPUOCTAHOBMIEHWE

AencTBusa ceptuduKaTa) OCyLLECTBSIETCS B OKHE NpocMoTpa CBOMCTB 4aHHOIMo 3anpoca.

3. BblaenvTe npaBo KHOMKOW MbllUM MOCTYNUBLUMIA 3aMpocC U B OTKPbIBLUEMCS
KOHTEKCTHOM MeH0 BbibepuTe NyHKT CBoMcTBA. OTKPOETCA OKHO CBOMCTB 3anpoca
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PucyHok 140. OkHO NpoCMOTpa CBOMCTB 3anpoca Ha NPUMOCTaHOBJIEHue
AencTeua ceptudukara

{ IHPopraum9a o sanpoce |

CocToAHWe: B oxoaHum

D ara zanpoca: 04.03.2004 12:56:00

JlaTa paccroTpeHHA;

CepuiHEI HoMep cepTudMkara;  4853C4E 7000000000043

MpuyHa orseiEa:  [NpWoCTaHOEKa AEHCTEMA

1 aTa BOSOGHOENEHWA OEHCTEMA;

F.orardEHT 3pME A0MUHMCTRATORE:

[

CepTHRHEAT NOLNMCaEWEro | [CEpTHRHEAT 00 o0pHBWETD |

k., I CTraeHa | I'IpHmE!HHTbl

CeomncTBa 3anpoca Ha NpPUOCTaHOB/IEHMe AeNncTBUsS cepTudmkaTa
oTobpaxkalTcs B OKHE 3anpoc Ha OT3bIB. Hannune B nose NMpuunHa oT3biBa 3HaYEHMUS
MpuocTaHoBKa AENCTBUA CBNAETENbCTBYET 0 TOM, YTO YKa3aHHbIl 3anpocC SABASETCS
3anpocoM Ha NpuocTaHoBNEHME AeNCTBUS cepTudmukara.

4, B oTKpbIBLIEMCS OKHE HaXMuTe KHonky CepTudmukaTt nognucaslLuero,
OCYLLECTBASAOLWYIO NPOCMOTP cepTudurKaTa 3aperMcTpupoBaHHOro nosb3oBaTens,
HanpaBMBLUEro B YAOCTOBEPSIOWMNI LEHTP AaHHbIN 3anpoc
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PucyHok 141. NMpocMmoTp cepTudmnkaTa nosib30oBaTesif, OTrpaBsuBLUEro 3anpoc
Ha NpUoOCTaHOBJIEHNEe feicTBusa cepTudmkara

Ofwme COCTAE ||_|':.-'Tb CEPTHHRHEALHH I

2l

MokazaTe: I-::B.:e:a- j
Mone 3HA4EHHE =
EEEDEHH W3
ECepHﬁHblﬁ HOMER 330E Fz7 4 0000 0000 003E
E.ﬁ.nrnpnm Mo AMHCKH MoCT P34,11)34, 10-2001
EHDETEBLLI.HK Fav2004 Ca, CryptoPra, Mosc,,, =
E,ﬂ,eﬁcTBHTEHEH C 26 thespana 2004 r, 13:19:00
E,ﬂ,eﬁcTBHTEHEH no 26 theepana 2005 r, 13:23:00

MeTpoE MeTp NETPOBHM, FKoHM., .
Eorkpemei knrou FOCT P 34,10-2001 (512 Bits) |

_M = MeTpos MNeTp NeTpoOEHY
DI = KomMMepYecki oTaen
2= Q00 KPHOTO-NPO

L = Mockea

5 =Mockea

_=FRU

E = perovi@cryphopro,ra

CEOHCTES, .. KonvpoBaTe B u:]:-aﬁn...l
5. Y6e,qv1Ter B TOM, 4YTO NMNLO, HanpaBuBllee 3anpoCc Ha NpMNOCTaHOBJIEHNE ﬂ,emCTBMH

cepTudukaTta — Bnageney ceptudurkaTa, OTKpbIBaOLWErocst MpyM HaXkaTuM Ha KHOMKY
CepTudukart nognmcaBlLUero, sB/SETCA BnaaenbleM cepTudunKaTa Knrda noanucu,

NEeNCTBME KOTOPOro TpebyeTcsa npuocTtaHoBUTbL. 3aTeM B okHe APM AgMmuHucrtpartopa LP

BblAeNnnTe npaBoM KHOMKOM MbIWKW AaHHbIN 3anpocC n B OTKpbIBLLEMCA KOHTEKCTHOM MEHIO

Bblbepute MpUHATDL

122



XTAN.00035-01 90 07.KpunTtollpo YL. APM agMuHuctpatopa LP. lNpakTnyeckas

peanvsaumnsi pernaMmeHTHbIX npoueayp

PucyHok 142. Bbi60p nyHKTa MEHIO AN NMPUHATUA 3anpoca Ha
npuocTaHOBJIEHNE aeicTBuUa ceptudmkara

'="§ APM & AMHHMCTpaTOpa LIP _|_|- O EI
; TR
| wicree o || &~ BE EB R EEE0 | B |
CTPYETYpa I 3anpock! HA OT3RIE

] Kpunmo-Mpo YL 1D zam. .. | CEpHAHEIR HOMED CEpTH, , . | A aTa cosAaHHA | Aar:
-5 APM agmncTpaTopa LienTpa Perne s 1495041 EON00OO000004G 02,03.2004 15:18:00 020
-- 53 LleHTp PervcTpaum - Fay.cp.ru ﬁﬁ 4539702 00000000004 4 02.03.2004 16:36:00 0z2.0:

=B UenTp Pervctpaumn - Fav.cpru | |FEl7 47C11ESE0ONNO000004 1 03.03.2004 17:42:00
{3 UerTp cepridmkaumm s 47C11ESEONNNO000004 1 04.03,2004 10:30:00 04,00

3anpockl Ha PEMMCTRAELMED
3anpockl Ha cepTHEHKAT
m Sanpockl Ha 0TSEIE
@ CepTHdHKaTel
----- ﬁ MonezoBaTenH

@ HypHan

<] | H

CBOHCTEA

Cnpagka |

14 12:56:00
Wi

OTENOHKTE
SKCNOPTHROEATE

6. Mpn NpUHSATMM 3anpoca Ha NPUOCTAaHOB/IEHNE AENCTBUS cepTUdMKaTa OTKPOeTCS
npeaynpexajatuwee OKHO, Tpebytouee noaTBepXaeHns BbiIbpaHHbIX AeNCTBUIA. HaxmuTe

KHonky Aa

PucyHok 143. OKHO NOATBEPXXAEHUA NPUHATUSA 3anpoca Ha
npuMocTaHOBJ/IeHMe faencTBma ceptudmkara

APM AaMvHWCTpaTopa P

ﬂ,EﬁCTBHTEJ‘IbHD ¥OTHTE NPHHATE EbIAENEHHEIE 3ANPOCEI HA OT3EIEY

|

7. Mo OKOHYaHMK BbINOJIHEHUS AENCTBUIA NO NPUOCTAHOBIEHUIO AENCTBUSA cepTudumnkaTta
K/1to4a NoAnuMcK nNosaBuTcs coobeHne, nHpopmupyowee 06 OKOHYaHUN yKasaHHbIX

ornepaunii, U ux pesynbTaT
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PucyHok 144. OKkHO NpocMOTpa pe3yJibTaTa NPUMOCTAaHOBJ/IEHUA AENCTBUA
ceptncdumkarta

MpYHATHE ZaNPOCOE HA 0T3LIB

Ofpatorad sanpoc 1 1z 1

Mporpece | |:|IJJHI5KHI F'esganaTI

D zanpoca | Onepata | PezuneTar | K.orArAEHT pii
9 MprHATHe sanpoc... 0K nepala YcrewH. ..

APM AZMUHHCTPATOR x|
CMepaLka 3aBEpLEHa,

1| | ]

[pepEaTe |

SaKpETE

8. B okHe Onepauuna 3aBeplweHa Haxmute KHornky OK n y6eantecb B TOM, UTO
Aencteus 6binn BbiMONHEHbI 6€3 oWnbok

PucyHok 145. OKHO NpocMoOTpa OWKN60K, BOSHUKLLUMX NMPU NPUOCTAHOBJIEHUN
Aencreua ceptudumkara

in‘IHﬂTHE JanpocoE HA O0T3bIB

@patoTka saEepWweHa

Mporpecc | EIUJHEKHI PesganaTI

[pepEaTE

JaKpETE
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lMNprHHATHE ZaNPOCOE HA OT3LIB

(@patoTka saeepweHa

OfpatoTk.a SaEEpLEHa.
Odpatorano zanpocos: 1 1z 1
Owcor: 0

Jakpeme

9. HaxMnTte KHoMKy 3aKpbiTb. 3anpoc Ha NMPUOCTaHOB/IEHNE AENCTBUA cepTuduKaTa
6ysneT noMeyeH Kak 0406peHHbIN

OkHo MpuHATHE 3anpocoB Ha OT3biB — O6paboTka 3aBepLieHa
npuMeHsieTca ANns NpoCMOTpa pe3y/bTaToB onepaumini No NPUHATUIO 3anNpOoCOB, CBA3aHHbIX
KaK C OT3bIBOM, TaK U C NPUOCTaHOBNEHMEM AENCTBUS cepTudUKaTa Karoya noanncm

PucyHok 146. OKHO NpoCMOTpa 3aNpocoB Ha NPUOCTAaHOBJIEHUE AeCTBUA

ceptucpukaToB

£2 APM ApMUHACTpaTOpa LIP N m]
; TR
e EEEET IR |

CTpYKTYPRa I Sanpockl HA OT3RIE
[ KpmnTo-Mpo YL 10 =an... I CEpHAHEIM HOMED CepTH. .. I AaTa cozAaHHA I Nate
-5 APM aamaHmcTpaTOpE LieHTpa Peric s 1495541 EOOD00000004E 02.03,2004 15:16:00 0z,
{3 LleHTp PervcTpaukm - Fav.cp.ru @6 45397DC9C 000000000044 02.03,2004 16:36:00 02,0

-] UeHTp PervcTpaumm - Fav.cp.ru £2 471 1ESEQOOOOO00004 1 03.03,2004 17:42:00

E LiEHTp cepTHHKALHH @’3
Fanpock! Ha PErMCTPALMH .
3anpockl Ha CepTHDMKET

m Sanpackl Ha OTZkIE

@ CepTHdHEaTEI

----- ﬁ MonE30EaTENK

@ ypHan
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10. B neson yactn okHa APM agMmuHucrtpaTtopa LIP BLibepuTte 1eBOM KHOMKOW MbILUN
y3en NMonb3oBartenun. B npaBoi YyacTn okHa 0TO6pPasnTCsa CMMCOK 3aperMcTpMpoBaHHbIX B
YOoCToBEpSIIOLWEM LLEHTPE NoSib30BaTtesiei. Boiaennte npaBoii KHOMKOW MbILWW YYETHYIO
3anncb nosib3oBaTtens, Aencreme ceptmdumkaTa KOToporo 6b110 NPUOCTAaHOBNEHO, U B
OTKpPbIBLUEMCS KOHTEKCTHOM MeHI0 BbibepuTe Bce 3apgaum -> Mokasatb -> CepTudunkartbl

PucyHok 147. Bbi60op nyHKTa MEeHIO ANA NpocMoTpa ceptudunkaTos
3aperucTpMpoBaHHOro nosnb3oBaTens

'='§ APM AaMuHWCTpaTOopa LiP ;lglﬂ
; =181 ]
Jgeﬁnsne Bk, J@#|||@J'ﬁv

CTPYRTYpa I MoNb30EATENM
|:| KprnTo-Mpa ¥, IDn... | QAWEE HMA | MoapasaeneHHe | CIpraHKzal
=5 APM aamanncTpaTopa LieHTpa Pernc: €1 ARM Cper KphnTo-Th

[ LieHTp PervcTpaumu - Fav.cp.ru ﬁ 2 AR Admin KprnTo-Tg
[=-f5) UeHTp PervcTpaumk - Fav.cparu ﬁ 3 Z_User_01

E LieHTp cepTHEMKaLHH ﬁ ; £ OMMEDECE A falaal s
3anpockl Ha perHcTRAaLHHD ﬁ q Bre zaaaqn Mokazate F 3anpockl Ha perkCTRALMHD
3anpockl Ha cepTHpHEST ﬁ 1z - Cozfate b 3anpockl Ha cepTHbHEST

CBOHMCTEA

-8 3anpock! Ha o736 € ¥ AANHTE 3anpock! Ha OT3LIE

-~ Ceprrdmkate G cpaera T I

----- ﬁ Mone30EaTEMM

@ MvpHan

« | | i
11. OTKpoeTCcs CNNCoK cepTndurkKaToB BbiIGpaHHOIO Nosb30BaTess, B KOTOPOM

cepTudukaTt, AeACTBUE KOTOPOro NpUOCTaHOBNEHO, MOMEYEH KaK He AeACTBUTESIbHbIN
(KpacHbIlh Kpyr € 6enbiM KpeCcToM BHYTpPU)
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PucyHok 148. NMpocMmoTp cepTudukKaToB nosib3oBartena u ceptucdukara,

AencTeune KOTOpPOro npnocCctaHoBJ1€HO

;‘E APM AnMWHHCTpaTopa LIP

=101 x|

|

| = a&m 5B 2

J
J AedcTere  BMA

ID cepTH... | _EQHAHEIA HOMERD | AaTa BECTYNNEHHA E CHIY

| 1aTa OKOHYSHHA AEHCTEHA

| AaTa oKoHYaHHA ,

[l 7 F3DEF27A00000000003E 26,02,2004 135:19:00
11 4559C4E7 0000000000435 01.03.2004 12:52:00
12 45970 29C000000000044 01.03.2004 14:00:00

26.02,2005 135:25:00
01.03.2005 135:01:00
01.03.2005 14:09:00

{CEpHAHBIA HOMED

| =] &nropkTH noankok
EHDETEBLLLHK

E,ﬂ,eﬁcTBHTEHEH C

E,ﬂ,eﬁcTBHTEHEH no

EC‘:.-‘E'I:EKT
EOTKpblTblﬁ FNHIH

Oblwpe  COCTAE ||-|‘:.-'Tb CEPTHRHEELHH I

MokazaTe: | <Brex j
Mane JHAYEHHE | -
EBechﬂ W3

4559 C4E7 0000 0000 0045

MoCT P 34,1134, 10-2001

Faw2004 CA, CryptoPro, Mosc,,, =
1 mapTa 2004 r, 12:52:00

1 mapTa 2005 r, 13:01:00

MeTpos MNeTp NeTpoBKY, KoM...
MoCT P34, 10-2001 (512 Bits) ;I

4859 C4EY 0000 0000

CEOHCTES ..

0043

KonHpoEaTe E dhakn, . |

MpocMoTp cepTudukaToB Katoden noannucu 8 APM AgmuHucrparopa LP

26.0%,.2005 15:19
01.06,.2005 12:52
01.06.2005 14:00

e

ocyulecTBnsieTcs ctaHgapTHbiMu cpeacteamm OC Windows, no3ToOMy cepTudukaTtbl, AENCTBUE
KOTOPbIX NPMOCTAHOB/IEHO B CTaHAAPTHOM OKHE MpPOCMOTpa cepTudukatoB oTobpakatoTcs

KakK ﬂ,eﬁCTBYPOLLI,VIe.
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1.6.3. Hanbonee yacrto BCcTpeyaowmecs ownbKm, BO3HMKAKOLWNE NPU
OCYLLECTBIEHUN AENCTBUIN MO NPUOCTAHOBEHUNIO AENCTBUA cepTudmrKaTta

1. Mpw npuocTtaHoBneHuu aelcteusa ceptudumkata ¢ APM AgMmuHuctpaTtopa P
npuBMAErMpoBaHHbIM NoNb3oBaTeneM B okHe NMpuocTtaHOBKa AeNCTBUA cepTU(PUKATOB -
O6pab6oTka 3aBepLueHa BO3HMKaeT owmnbka:

PucyHok 149. Owumnbka npu BbINoJIHEHUM MeTOoAA
RevokeRequest.SubmitHoldRequest

MNpyOCTaHOBKA AEACTEWA CEpTHHMKATOB

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

<] | H

[pepEaTE: |

JakpETE

MNpyoCTaHOBKA AEACTEWA CEpTHHMKATOB

fpatoTk.a SaEEpLlIEHa

MNporpecc

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter
Onucanme: Doctyn sanpewen nomdrueoi UP. [FevokeRequest. SubmitH oldR equest)

Jarpeme
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Y npuBunernpoeaHHoro nonb3osatens (Oneparopa win AGMMHUCTpaTopa),
Npou3BoAsILLIErO NPMOCTAaHOB/IEHME AeNCTBUS cepTudmKaTa, HefOoCTaTOYHO NpaB Ha
BbinosniHeHMe MeToga RevokeRequest.SubmitHoldRequest.

Ha LleHTpe Perncrpaumm Heo6xoanMMo OCyLLECTBUTb HACTPOWKY MOJUTUKMN
6e30MacHOCTM, NO3BO/SIOLLYIO OCYLLECTB/ISATb BbINO/IHEHNE YKAa3aHHOIMO MeToAa.

2. Mpn npnocTtaHoBNEHUN gencTema ceptudukata ¢ APM AgMuHucrTparopa LIP
NpUBUIErMPOBaHHbLIM NOJsib30BaTesieM B OkHe NMpuUocTaHOBKa AeiAcTBUA cepTUuduKaToB -
O6paboTka 3aBeplieHa BO3HMKaeT owmnbka:

PucyHok 150. Oumbka npm BbINOIHEHUN MeTOAA
RevokeRequest.SubmitHoldRequest - y npuBnnermposaHHoOro nosib3osartesns
HeAoCTaTO4YHO npas

MNpYOCTaHOBKA AEACTEHA CEpTHHMKATOE

fpatdoTk.a SaEEpWEHa

Mporpecc | |:|LIJHI5KHI F'esyanaTI

[pepeaTe

Jakpemb
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MNpWOCTaHOBKa AEHCTEWA CEpTHMKaTOE

(@patoTka saeepweHa

MNporpecc I PesyneTar I

Dwwmdka Horep: -2147 220330
Weoroynue: RevokeRequest SubmitR evokeRequest
OnMcaH4e: 3Ta ONEpaLKA HE MOKET GbME BEINOAHEHA HA 3TOM CERTURMEATE.

Jakpeme

CepTndukaTt, gencrTene KoToporo Tpebyetcs NpMoCcTaHOBUTb, COAEPXUT XOTS 6bl 04HY
obnactb ncnonb3oBaHusa (none Extended Key Usage), npucyTcTBMe KOTOPOU B
cepTudmkKaTe He NO3BONSET NPUBUIErMPOBaHHOMY Nosib3oBaTento (OnepaTopy vam
AAMMHUCTPATOPY) NPUOCTAaHOBUTb AENCTBME YKa3zaHHOro ceptudukarta (gaHHas obnactb
NCMNONb30BaHWNS OTCYTCTBYET B CMUCKE pa3peLleHHbIX A9 YKa3aHHOro NpuBmMaermpoBaHHoOro
nonb3oBaTens).

Ha ueHTpe Perncrpaumm ocywecTsnte HacTponky Monntnkm o6paboTkn 3anpocoB Ha
OT3bIB U A5 NPUBUIErMPOBAHHOIO NOJSIb30BaTENS, OCYLLECTBSIOWEr0 NPUOCTAaHOB/IEHME
AencTems ceptudukaTtoB, nobaeBbTe HeobxoaMMble 061acTU UCMONb30BaHUA cepTudumKaTa.

3. Mpy NPUHATUM CYLLECTBYIOLWEro 3anpoca Ha NpPMOCTaHOBIEHNE AeNCTBUS
ceptudukata ¢ APM AgmunHuctpartopa LP npusBunernposaHHbIM N0Nb30BaTENEM B OKHE
MpuHaTHe 3anpoca Ha oT3biB - O6paboTka 3aBeplieHa BO3HMKaeT ownbka:
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PucyHok 151. Oumbka npm BbINOJIHEHUN MeTOAA
RevokeRequest.AcceptRequest

lMNpYHATHE ZaNPOCOE HA OT3LIB

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

1| | o]

[pepEaTE: |

JakpETE

in‘IHﬂTHE JanpocoE HA O0T3bIB

fpatoTka saEepweHa

Nporpece | U

Dwmdka Horep: -2147 2205991
Weorounue: RegiztrationCenter
Onuzanue: Joctyn sanpewed nomdmueol LLP. [RevokeRequest AcceptR equest]

3akpeTe

Y npuBuaerMpoBaHHoOro nonab3osartens (Onepartopa wiv AAMMHUCTpaTopa),
Npou3BoASILLIErO NPMOCTAaHOB/IEHME AeNCcTBUS cepTudmKaTa, HegOoCTaTOYHO NpaB Ha
BbinosiHeHne MeToga RevokeRequest.AcceptRequest.

Ha LleHTpe Perncrpaumm Heo6xoanmMo OCyLLECTBUTb HACTPOWKY NMOJUTUKMN
6e30MacHOCTM, NO3BOASAIOLLYIO OCYLLECTB/SATb BbINO/IHEHWE YKa3aHHOIMO MeToaa.
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1.7. Bo3o6HoBNeHNe AeicTBUSA cepTudUKaTa Katoya noanmcu
nofib3oBaTens

Bo3obHoBNeHNEe gencTBus ceptnudmrkaTa Karda nognnucm ocyLLecTBNseTCs Ha
OCHOBaHMK 3anpoca Ha BO306HOB/EHNE AENCTBUSA cepTUdMKaTa Ktoda NoanmMcK. 3anpoc Ha
BO306HOBNEHME AeNCTBUSA cepTudmKaTa Kjtoya nognmcm MoxeTt 6biTb chopMmnpoBaH
AaMmuHucTpaTtopom Ha APM AgMmuHucrpartopa LP (LeHTpannM30BaHHbLIN PEXUM - B
AAHHOM CJlyyae OCHOBaHMeM ans (opMUpoBaHUS 3anpoca SABNSEeTCS 3asB/ieHMe Ha
BO306HOBNEHNE AENCTBUS cepTUdmUKaTa, HanpaBaeHHoe nonab3oBaTesieM B 6yMaxHOM Buae B
YaoctoBepsatowmi LueHTp), 1Mbo nosb3oBaTesieM Ha CBoeM paboyeM MecTe C UCMOJIb30BaHMEM
APM nosnb3oBaTens € KJAKYEBbIM AOCTYNOM (pacrnpeneneHHbli pexxmnm — 3anpoc Ha
BO306HOBNIEHNE AENCTBUS cepTudmnKkaTa NogNnCbiBaeTCsa Ha AeNCTBYHOLEM 3aKPbITOM Klo4e
Nnonb3oBaTeNs U pacCMaTpUBAETCS YAOCTOBEPSIOWNM LEHTPOM, KaK 3asB/ieHMe Ha
BO306HOB/IEHNE AENCTBMS cepTUdmMKaTa Koda NoAnncK - MNosib30BaTesNb AO/KEH ObITb
BNagesnbueM Kak MMHMMYM OAHOrO AencTeylowero ceptudmkara Kaova noanucu).

Bo3o6bHoBNeHWe aencTeusa ceptudmkata MoxeT 6biTb OCYLECTBAEHO
WCKIOUYNTENIbHO B TEYEHNE CPOKa, Ha KOTOPbIN AEACTBUS cepTudmkaTa 6bis10
NPUOCTaHOBNEHO

1.7.1. Bo3o6HOoBNEHWE AENCTBUSA cepTUdmUKaTa Kaya NoANMCKM Nonb3oBaTeNs
(3anpoc Ha BO306HOBNEHME AENCTBUA cepTUdUKaTa Kaoya nognmcm dopmmpyeTtcs
Ha APM AaMuHucrpartopa LIP)

OnuncaHune npoueaypbl BO306HOBNEHMS AeACTBMS cepTMdmMKaTa Katoda Nnoanmcu
rnonb3oBaTtens npmn opMmnmpoBaHMK 3anpoca Ha BO30O6HOBIEHNE AENCTBUS cepTUduKaTa Ha
APM AgMmuHucrtpartopa LUP

1. B okHe APM AgMmuHucrtpaTtopa LUP Bbigennte npaBoit KHOMKOW MbIWW YYETHYHO
3anncb nosib3oBaTtens, Aencreme ceptTmdmkaTa Ktoda Nnoanmcm Kotoporo Tpebyetcs
BO306HOBWUTb, B OTKPbIBLLEMCSI KOHTEKCTHOM MeHIo Bbibepute Bce 3agaum -> Nokasartb ->
CepTtundumkarbl
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PucyHok 152. Bbi6op nyHKTa MEHIO ANiA NpocMoTpa ceptucdunkatTos
3aperncTtpMpoBaHHOro nosib3oBaTtens

'='§ APM AnmMuHHCTpaTopa P _I_I— m| ﬂ
. | =1=1 ]|
|J AefcTERE  BRa |J¢'-P|||@|J'H‘V |
CTEYETYPa I MNonNez0EaTENH
|:| KpmnTo-Mpo ¥U ID none3oEaTenA | CALWEE MMA | Moapasae
E@ &PM aaMmHmrcTpaTopa LeHTpa PerkcTpaumn € ARM Cper
7] LleHTp PerkcTpaumH - fav.cp.ru ﬁ z ARM Admin
E-E3 UeHTp Perkctpadmm - Fav.cp.ru ﬁ 3 Z_User_0O1
E LIEHTP cepTHEHEALHH ﬁ g MeTpoe MeTp NeTposn4 KomMvep4e
Janpockl Ha PErMCTPALHD ﬁ 9 CHAOPOE CHADR CHAOPOEHMY  KoMMepde
Janpocel Ha CepTHMEAT

m 3anpockl HA OT3RIE 3 FANpOCkl HA PEMMCTPALMHD
@ CepTHDHEATEI ﬁ 14 - Cozaate B Sanpockl Ha cepTHHICaT
CBOHCTEBA

""" ﬁ Mone30E3TENH . ¥aammTte 3anpockl H3 OT3LIE

@ HypHan Crpaeka | CepTHHEATHI

2. BblaenvTe npaBo KHOMKOW MbllM cepTUdUKAaT Kaoda noanncu, AercTBnue KoToporo
HeobxoAnMo BO306HOBUTb, N B KOHTEKCTHOM MeHI0 BbibepuTe Bce 3apgaum ->
Bo306HOBUTbL AieiCcTBUE

PucyHok 153. Bbi6op nyHKTa MeHIO AN BO306HOBJ/IEHUA AENCTBUS

ceptudpumkara
'='§ APM AaMuHWCTpaTopa LIP ;lglﬂ
; |.=11.x]
JQEHETBHE Bra J‘--P| E.||@
1D ce... | _EPHAHEIA HOMED | AaTta BECTYNNEHHA B CHAY | JaTa oKoHYaHKA AERCTEHA | Aata oKoH4aHHA A

el 393085B7 000000000040 27.02,2004 14:13:00 27.02,2005 14:22:00 27052005 14: 150
RN ey —— L2005 10:14:00

140504 TO38ATE 02,053, 2005 13:23:00
SKCNOPTHROBATE

Hane4ataTke

01,06, 2005 10:05:1

02.06,2005 13:14:0

CBOHCTEA

Crnpaska BozobHOEMTE AEHCTEME

B 3asBneHnn Ha BO306HOBIEHNE AENCTBMSA cepTuUdmMKaTa Ko4va noanmcu,
noAaBaeMoM B YOCTOBEPSAOLNIA LEHTP B 6yMaxKHOM BUAE, AOJKHbI 6biTb YKa3aHbl
crneayolme CBeaeHus:

e CepwuiiHbin HOMep cepTudmkaTa, AencTBme KoToporo Tpebyercs BO306HOBUTD;
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e WpoeHTndMKaUMOHHBbIE AaHHble NOMb30BaTENS — Bagesnbla AaHHOMo
ceptTudukaTa;

MIMeHHO Ha OCHOBaHWM NpUBEAEHHbIX B 3asB/IeHMN AaHHbIX ARMUHUCTPaTOPp
oCyLlecTBNsieT BO306HOBAEHNE AeNCTBUSA cepTudurKaTa Kar4da nognucu

3. OTKkpoeTcs npeaynpexaatollee okHo, Tpebylollee NoATBEPXAEHNS BO30OHOBNEHUS
pencrems ceptudukarta. Haxmmrte kHonky Aa.

PucyHok 154. OkHO noAaTBep>kAeHUS BO306HOBNEHUA AeiAcTBUA cepTucdmnkara
>

ﬂ,EﬁETBHTEJ’IbHD *¥OTHTE BOSOAHOEMTE AEACTEME BRIAENEHHLLX EEI:ITHI:I:IHKEITDB?

4, Mo OKOHYaHWM BbINOJIHEHUS AENCTBUIA MO BO30OHOBIEHUIO AENCTBUSA cepTuduKaTta
KJilo4a NoAnucu nosiBUTCS coobuieHne, Hdopmmpytowee 06 OKOHYaHNM yKa3aHHbIX
onepauumn, n ux pesynbrtart

PucyHok 155. OKkHO NpoCMOTpa pe3ynbTaTta BO306HOB/IEHUA AEeACTBUA
ceptucdukaTta

Bo3zoOHOENEHHE A EACTEHWA

Oapatorad sanpoc 1 13 1

Mporpecc | |:|LIJHI5KHI F'esyanaTI

ID zanpoca | Onepauma | FPezynerar | K. orareHT apii
10 Ornpaenenue zan...  OF Qnepauka ycnewH. ..
10 MpuHaATHe sanpoc... 0K nepallia YchewH. .

APM A AMHHACTPATO x|
ONEpaLHA SEEEpLIEHA,

4| [+

[pepeaTe |

JaKPETE

5. B okHe Onepauua 3aBeplieHa HaxMuTe KHonky OK n ybeantecb B TOM, UTO
Aencrtens 6b1aun BbINoNHeEHbI 6e3 owmnbok.
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PucyHok 156. OKkHO NpocMOTpa OWKN60K, BOSHUKLUMX NPU BO3O6HOBNIEHUMN
AencTeua ceptudukara

BozobHOENEHWe AEHCTEWA CepTHHMKATOE

fpatdoTk.a SaEeplIEHa

Mporpece | Dwkckn I F'esganaTI

JakpETE

BosobHoOENEHWE AERCTEWA CEpTHHKATOE

fpatoTka saEepweHa

I'Ipu:urpeu:n:l Dumaien iF

OfpatoTk.a SaEEpLIEHa.
Odpatorano zanpocos: 1 1z 1
Owcor: 0

3akpeTe

6. Haxxmnte KHonky 3akpbiTbh. CepTudunkaTt, 4encTBmue KoToporo 661210 BO306HOB/IEHO,
6y4eT NOMeYEH Kak AeACTBUTENIbHbIN (NevyaTb Ha cepTudmkaTte)
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PucyHok 157. OkHO npocMoTpa cepTudhmnKaToB NoJib30BaTeNA U
ceptucdukarTa, AercTBUe KoToporo 6b1s10 BO306HOBNIEHO

'='§ APM AnMvBvcTpaTtopa LIP = |EI|5|
; NETES
JgeﬁcTBHe Eva Jl--'*| E.||@

1D ce... | ZEPHAHEIR HOMERD | AaTa BECTYNNEHHA B CHNY | JAaTa oKOHYaHHA AEACTEHA | AaTa OEoHYaHHA 4
el 3930556 7000000000040 27.02,2004 14:13:00 27.02,2005 14:22:00 27.05.2005 14:13:(
B 47C11ESEQOQO00000041 01.03,2004 10:05:00 01.03,2005 10:14:00 01.06,2005 10:05:(
15 1495941 B000000000045 02.03,2004 13:14:00 02.03,2005 13:23:00 02.06,2005 13:14:(

CBLHE |Cl:|l:TaB | ryre ceprdikcaum |

=-1 CBeaeHHA o cepTHdHKaTe

IToT cepTHdHKaT:

*MoATEEpHASET YAANEHHOMY KOMIBHITEDY HAEHTHEHEALMID
EaLIErD KOMNEHITEPA

* 33 EET Co0BLWEHHA INEKTPOHHONA NOYTE
#[onez0EaTENE LleHTpa PervcTpanky

I

KoMy Bbiaan:  FeaHoE FEaH MeaHosHY

KeM B aH: Favzoo4 Ca

AedcTerTened c 01.03,2004 no 01.03.2005

¥CTAHOEHTE EEI:ITHEI:IHKEIT. o I SEAENEHHE MOCTAEWHKES |

(8],4 |

1.7.2. Bo306HOBNEHNE AeNCTBUA cepTUdUKaTa Kaya nognmcm nosb3oBaTens
(3anpoc Ha Bo306HOBNEHNE AencTBUSA cepTudmkaTa Kada noanucm popMmupyeTtcs
nosb3oBaTeneM c ucnosnb3osaHmem APM nonb3oBaTtesnsi C K1IOYEeBbIM JOCTYINOM)

OnucaHme npouenypbl BO306HOBMEHMSA AENCTBUS cepTudukaTta Kioda noanmcu
nosb3oBaTtens npu dopMnMpoBaHnM 3anpoca Ha Bo306HOBNEHWE AeNCTBUA cepTudunkarta
ucronb3osaHmeMm APM nonb3oBaTena € KJOYEBbIM AOCTYNOM

1. Monb3oBaTtenb YA0OCTOBEPSIOLWEro LEeHTpa, SBASIOWMNCSA BNagebLeM AeACTBYIOLWEro
ceptudmkaTa Katoya nognucum, ¢ nomowbio APM nonb3oBaTtesis C KJ1lOUEBbIM AOCTYNOM
dhopMmnpyeT 3anpoc Ha BOo306HOBNEHNE AENCTBUSA cepTUdUKaTa Kda noanucu,
NOAMNMCbIBAEeT ero 3/1IeKTPOHHOM UMGpPOBOMN NOANMUCHID M HamnMpasasieT B Y40CTOBEPSOLWNIA

LEeHTp.
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2. Mocne oTnpaBKM Nosib30BaTesieM 3anpoca Ha BO306HOBNEHNE AeNCTBUSA cepTudukaTa
B okHe APM agMmuHucrpaTopa LP B nanke 3anpocbl Ha OT3bIB MNOSIBNSETCS HOBbIN

3anpoc, oxuaarowmin obpaboTkm

PucyHok 158. OkHO NpoCcMOTpa 3anpocoB Ha BO306HOBNEeHNEe AeNCTBUA
ceptudukaTa nonb3loBarens

£2 APM ApmunMcTpaTopa LIP -10] x|
; ISEIE|
JgeﬁcTBHe Bra J<:=-r|||@]@’@|‘ﬁ‘7
CTpYETYRa I 3anpockl Ha OTSEIE
D KprnTo-Mpo YL 1D za... | ZEQMAHEIA HOMER CepTH. .. | fAaTa cosAaHHA | Aatz
E@ APM agMHHHCTpaTopa LeHTpa Perke ﬁS 1495941 BOOQQOO0Q0043 02,03,2004 15:15:00 0z2.0:
[ LieHTp PervcTpaukm - Fav.cp.ru @6 4397DC9C000000000044 02.03,2004 16:36:00 0z.0;
-4 UenTp PervcTpaunn - fav.cpry |7 47C1 1ESENNNO00000041 03.03.2004 17:42:00
~{E) LenTp cepTrdmianim s 47C11ESEO000000000041 04,03,2004 10:30:00 04,10
3anpocel Ha perrcTpauite (B3 g 4859C4E7000000000043 04.03,2004 12:56:00 04.10;
3anpockl HA CEPTHHKAT 10 33D8FZ7A00000000003E 04,03,2004 15:08:00 05.10;
-8 3anpace: Ha ot fif 11 47C11ESE000000000041 05.03.2004 10:37:00 05.0;
% CEpTHMKATEI 712 47C11ESENN0000000041 05,03, 2004 10:42:00 05,0
@ ?K':'”bmam”” fi713  47C11ESE0000000000 05.03.2004 10:51:00 0s.0:
b 4 04 11:07:00
4| |

3anpockl Ha BO306HOBMEHME AelicTBUA cepTudMKaTa pa3MeLlaoTcs B nanke
3anpocbl Ha OT3bIB. YCTaHOB/IEHNE NPUHAAMEXHOCTU 3anpoca onpeaeneHHOMY Knaccy
(ABNAeTcs v 3anpoc 3anpoCcoM Ha OT3bIB, 3aNpoOCOM Ha MPUOCTAHOBIEHME AEeNCTBUSA
cepTudukaTa nnam 3anpocoMm Ha BO306HOBMEHME AeCTBUS cepTudmMKaTa) OCyLLeCTBNAETCS B
OKHe npocMoTpa CBOMCTB AaHHOro 3arnpoca.

3. Bbigenute npaBO|7| KHOMKOW MbILLN I'IOCTyrIMBLUMVI 3anpocC U B OTKpbIBLLEMCA

KOHTEKCTHOM MeH0 BblbepuTe NyHKT CBoMcTBA. OTKPOETCA OKHO CBOMCTB 3anpoca
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PucyHok 159. OkHO NnpocMOTpa CBOMCTB 3anpoca Ha BO306HOB/IeHne
AencTteua ceptudukara

MHPOpraLMA O SaNpoce |

CocToAHWe: B oxoaHum

D ara zanpoca: 05.03.2004 17:0F00

JlaTa paccroTpeHHA;

CepuiHEI HoMep cepTudMkara;  4853C4E 7000000000043

nl:lH'-IHHEI OT3EIES SEII'II:IEIC Ha BOS0AHOENEHHE QEACTENA

F.orardEHT 3pME A0MUHMCTRATORE:

[

CepTHRHEAT NOLNMCaEWEro | [CEpTHRHEAT 00 o0pHBWETD |

k., I CTraeHa | anMEHHTbl

CeomncTBa 3anpoca Ha Bo306HOBNEeHWE AeNncTBUA cepTudunkarta otobpaxkatoTcs
B OKHe 3anpoc Ha oT3bIB. Hannumne B none NMpuumnHa oT3biBa 3Ha4YeHNd 3anpoc Ha
BO306HOB/IeHUE AENCTBUA CBUAETENbCTBYET O TOM, YTO YKa3aHHbIM 3anpoc aBAsieTcs
3anpocoM Ha Bo306HOBNEHME AeNCTBUSA cepTudukara.

4, B oTKpbIBLIEMCS OKHE HaXMuTe kKHonky CepTucgpumkar noanucasLiero,
OCYLLECTBASAOLWYI NMPOCMOTP cepTudurKaTa 3aperMcTpupoBaHHOro nosb3oBaTtens,
HanpaBMBLUEro B YAOCTOBEPSIOLWNIA LEHTP AaHHbIN 3anpoc
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PucyHok 160. NMpocMoTp cepTudukKaTa nosib30oBaTesif, HanNnpaBMBLUEro 3anpoc
Ha BO306HOBJ/IeHue pencTemna ceptudukara

Ofwme COCTAE ||_|':.-'Tb CEPTHHRHEALHH I

2l

MokazaTe: I-::B.:e:a- j
Mone 3HA4EHHE =
EEEDEHH W3
ECepHﬁHblﬁ HOMER 330E Fz7 4 0000 0000 003E
E.ﬁ.nrnpnm Mo AMHCKH MoCT P34,11)34, 10-2001
EHDETEBLLI.HK Fav2004 Ca, CryptoPra, Mosc,,, =
E,ﬂ,eﬁcTBHTEHEH C 26 thespana 2004 r, 13:19:00
E,ﬂ,eﬁcTBHTEHEH no 26 theepana 2005 r, 13:23:00

MeTpoE MeTp NETPOBHM, FKoHM., .
Eorkpemei knrou FOCT P 34,10-2001 (512 Bits) |

_M = MeTpos MNeTp NeTpoOEHY
DI = KomMMepYecki oTaen
2= Q00 KPHOTO-NPO

L = Mockea

5 =Mockea

_=FRU

E = perovi@cryphopro,ra

CEOHCTES, .. KonvpoBaTe B u:]:-aﬁn...l
5. yﬁe,ﬂ,MTer B TOM, YTO NMNUO, HanpaBuBLlIEE 3anpoC Ha BO306HOBIEHUE ﬂ,eﬁCTBMH

ceptudmkaTta — Bnageneu ceptudunkarta, OTKPbIBAOWErOCs NMpu Ha)XXaTun Ha KHOMKY
CepTndmkar noanmcasLlero, sSBAseTcsa BnagenbueM ceptudmkara Karoda nognucu,
OEeNCcTBMe KoToporo Tpebyertcs Bo306HOBUTL. 3aTeM B okHe APM AgMmuHucTpaTtopa LUP
BblAENINTE NPaBO KHOMKOW MbIWW AaHHbIA 3aNpoC U B OTKPbIBLUEMCS KOHTEKCTHOM MEHIO0

Bblbepute MpUHATDL
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PucyHok 161. Bbi6op nyHKTa MEHIO AN NMPUHATUA 3anpoca Ha
BO306HOBNIEeHMe aeicTBua ceptudmkara

£2 APM AptvHMCcTpaTOpa LIP o ] [
; TS|
laeiicree Ba || & = | A R @2 BRSO | o
CTRYETYRS I 3anpackl Ha OT3kLIE

(] Kprnmo-Mpa ¥ 1D za... | ZEpHAHEIFM HOMED CEpTHE, ., | faTta cozaaHuA | Aate

E@ APM agmMHHKcTpaTopa LleHTpa Perko ﬁS 1495941 BOOQQ00000043 02,03.2004 15:15:00 0z.0;

-- [ LleHTp PermcTpaurm - Fav.cp.ru @6 4207Di”9”00000000004-4 02.03.2004 16:36:00 02,0
=5 LenTp PervcTpaumm - Fav.cpru | |FEl7 47C11ESE000000000041 03.03.2004 17:42:00

B8 UeHTp cepThdmkauim s 47C11ESEO0O000000041 04.03.2004 10:30:00 04.0:

3anpockl Ha perkcTpauno (P37 g 4559 4E 7000000000043 04,03,2004 12:56:00 04,0

3anpockl Ha cepTHhHKaT EFin0  33D8F27A00000000003E 04.03.2004 15:08:00 05.0:

- 3anpoce Ha oT3bie i 47C11ESEND0000000041 05.03.2004 10:37:00 05,0

% EEDT”E‘JHKETH Fif 12 47C11ESE000NO0NN0041 05,03.2004 10:42:00 05,0

""" ONEZ0EATENM €313 47C11ESE000NO0N00041 05.03,2004 10:51:00 05.0:

483 Wypran

[MpHHATE

.1:07:00

4| | A OTKNOHKTE 4
_I _I_ CBOHCTEBA __I _I
| SKCNOPTHROBATE |
Crpaeta |
6. Mpn NpuHATMM 3anpoca Ha BO306HOBAEHNE AeNCTBUS cepTudurkaTa OTKpOeTCcs

npeaynpexajatuwee OKHO, Tpebytouee noaTeepXaeHns BbiIbpaHHbIX AeNCTBUIA. HaxmuTte

KHOMKy Aa

PucyHok 162. OKHO NoATBEP>XAEHUA NPUHATUA 3anpoca Ha BO306HOBNeHue

AeicTBus ceptucdukara

APM AnmuHucTpaTopa LIP

ﬂ,EﬁETBHTEJ’IbHD XOTHTE NPHHATE EBIAENEHHEIE 33NPOCkl HA OT3EIE?

]

7. Mo OKOHYaHWM BbINOJIHEHUS AENCTBUIA NO BO30OHOBIEHUIO AENCTBUSA cepTuduKaTta

KJ1i04a noanncum nodaBuUTCA COO6LLI,€HVIe, VIHCbOpMVIDYI'OLLI,ee 06 OKOHYaHuM YKa3aHHbIX

onepauumn, n ux pesynbTaTt
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PucyHok 163. OkHO NpoCcMOTpa pe3ysbTaTta BO306HOBNEHUA AeACTBUSA

ceptucdumkarta

lMNpYHATHE ZaNPOCOE HA 0T3LIB

JfpatioTka SaBeplUeHa

| O wumtim I PesynsTar I

D zanpoca | Onepata | PezuneTar | K.orArAEHT pii
14 MprHATHe sanpoc... 0K nepala YcrewH. ..
APM A QMUHUCTPATOP 5'
ONepaLHA SaEEpLWeHa.
1| | ]
[[pEpEaTE |
JakpETE
8. B okHe Onepauua 3aBeplieHa HaxmuTe kHonky OK n ybeautecb B TOM, 4TO

AencTBuA 6biN BbIMOSHEHbI 6€3 oWnboK

PucyHok 164. OKHO NpOCMOTpa OWN60K, BOSHUKLUMX NMPU BO3O6HOB/IEHUN

AeincTeus ceptudunkara

MNpHHATHE 3aNpOCOE HAa 0T3bLIB

JapatioTka SaEeplIeEHa

ID zanpoca | Onepauma I PezyneTar |

K.orareHT apii

14 MNpuHATHE sanpoc... OFK

1|

Onepauma yonewwH. .

[pepeaTt

| »]

Jakpemt
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lMNprHHATHE ZaNPOCOE HA OT3LIB

(@patoTka saeepweHa

OfpatoTk.a SaEEpLEHa.
Odpatorano zanpocos: 1 1z 1
Owcor: 0

Jakpeme

9.
6yneT noMeyeH Kak 0406peHHbIN

HaxmMnTte KHOMKy 3aKpbiTb. 3anpoc Ha BO306HOBNEHME AENCTBUSA cepTudmnkara

OkHo MpuHATHE 3anpocoB Ha OT3biB — O6paboTka 3aBepLieHa
NpUMeHSEeTCs AN NPOCMOTPa pe3ynNbTaToB Ofnepaumini No NPUHATUIO 3aNpOoCOB, CBA3aHHbIX
KaK C OT3bIBOM, TaK U C NPUOCTaHOBNEHMEM N BO306HOBEHMEM AeNCTBMA cepTudunKkaTa

KJ1lo4a noanmncu

PucyHok 165. OkHO NpocMOTpa 3anpocoB Ha BO306HOB/IeHMe [AelUCTBUA

ceptudcdukara
'="§ APM AaMMHHCTpaTopa LIP ;Iglﬂ
; =181 x]
| oicroe 8u || & = | Bm | S B 2| BEE0 | 9 |
CTpYETYRA I 3aANpoCkEl Ha OT3EIE
[ Kprnmo-Mpa YL 1D zan... | _EPHAHEIR HOMED CERTH. .. | AaTa cosAaHMA | Aare
E..@ APM aammnmcTpatopa Lentpa Perwe [T37 S 1495541 BOODOOO00004E 02.03.2004 15:15:00 0z.0:
- [ UeHTp PermcTpaukn - Fav.cparu @6 45397 DC9C000000000044 02.,03,2004 16:36:00 oz.0:
=) LeHTp ParmcTpalmk - Fav.cp.ru ? 47C11ESENN0000000041 03,03,2004 17:42:00
E UeHTp cepThdmikaumm ﬁ’ﬂ 47C11ESENN0000000041 04,03,2004 10:30:00 04.0:
% 3anpockl Ha PErMCTRaLMHD 04,03, 2004 12;56:00
&4 3anpocel Ha cepTHHEAT

-3 3anpockl Ha oT3bIE

- Ej CepTrdHkaTel
Monez0EaTENKM

~£1) ¥ypran
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10. B neson yactn okHa APM agMmuHucrpartopa LP Buibepute neBon KHOMKOM MblWK
y3en NMonb3oBarenun. B npaBoi YyacTn okHa 0To6pasnTCsa CMMCOK 3aperMcTpMpoBaHHbIX B
YOoCToBEpSIIOLWEM LLEHTPE NoSib30BaTtesiei. Boiaennte npaBoii KHOMKOW MbILWW YYETHYIO
3anuncb nosib3oBaTtens, aAencreme ceptudmkaTa KoToporo 6b110 BO306HOBNEHO, U B
OTKpPbIBLUEMCS KOHTEKCTHOM MeHI0 BbibepuTe Bce 3apgaum -> Mokasatb -> CepTudunkartbl

PucyHok 166. Bbi6op NnyHKTa MeHI0 ANl NPOCMOTpa cepTudmrKaToB
3aperMcTpMpoBaHHOro noJib3oBartensa

'='§ APM AQMWHUCTpaTOpa LIP ;Iglﬂ
; D]
|J JeficTene  Bua |J¢' -p|||@“'ﬁ'b’ |

CTpyETYpa I Monez0EaTENM
|:| KpunTa-Mpa ¥, 0. | QIGWES HMA | MoapasaeneHHe OpraH1sal
EI@ &PM aamMMHMCcTpaTopa UenTpa Pervc ﬁ 1 ARM Oper KpunTo-M
53 LleHTp PervcTpaumm - fav.cp.ru ﬁ 2 ARM Adrmin K.pHunTo-Tf

=3 LeHTp PervcTpauim - Fav.cp.ru
E LLeHTR cepTHMEALHK
3ANPOCk! Ha PEFHCTRALHKD
2aNpOck! Ha CEpTHEMKAT
{8 Janpock! Ha oT3RE

5 CepThidmkaTel
----- ﬁ MonbsoBaTenH

@ MypHan
ol | B

€: 7isernn

. .1 CAMMEOYEC KA O [alelel =
Bce 3anaqn Mokazate # 3anpockl Ha PErHCTRALMHD
g 1z CoznaTe B 3anpockl Ha cepTHHMEAT

CBOHCTEA
g 13 WAANKTE Janpockl Ha OT3RIE

ﬁ 1¢  Cnpaeka | CepTHHHEATEI

1| | i

11. OTKpoeTcs cNMCoK cepTudurKaToB BbIBpaHHOrO Nonb3oBaTeNns, B KOTOPOM
cepTudukaT, AelcTBUE KOTOpOro BO306HOBMEHO, MOMEUEH Kak AeACTBUTENbHbIN (NevyaTb

Ha cepTudumkaTe)
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PucyHok 167. NMpocMmoTp cepTudukaToB nosib3oBartena u ceptucdukara,
AeNCTBUE KOTOporo Bo306HOBJ/IEHO

DEWHe COCTSE ||_|‘:.-'Tb CEPTHEHEaLHH I

MokazaTe: | <Brex j

Mane SHAYEHKHE =

EBepcnﬂ

DHAHEIF HOMER 4359 C4E7 0000 0000 0043

4359 C4E7 0000 0000 0043

CEOHETE S, KonMpoEaTE E qiakn, ., |

1.7.3. Hanbonee 4yacTto BCTpevaroLmMecs oWnbKN, BO3HMKAtOLWME NpU
OCYyLEeCTB/IeHUN AeNCTBUI N0 BO30OHOBNEHUIO AeNCTBUSA cepTudmkaTa

1. Mpwn Bo306HOBNEHUM aencTBUS cepTudmkaTa ¢ APM AaMunHucrtpartopa LP

"="§ APM AnmMuHMcTpaTopa LIP = | Ellﬂ
; PSEETES|
J JefcTEMe  BHA J = -I*l El||@

1D cepTHibKEaTa | EpHAHEIA HOMED | JaTa BECTYNNEHHMA B CHIY | JaTa oKaoHYaHHA AEACTEHA | Hata
[z 33DEF27A00000000003E 26,02,2004 13:19:00 26.02.2005 13:25:00 26.05
E=5h 4559 4E 7000000000043 01,03, 2004 12:52:00 01.03.2005 13:01:00 01.06
12 45970 C0C 000000000044 01.03,2004 14:00:00 01.03,2005 14:09:00 01.06

B

| =] ANrOpHTH N0ANHCK MoCT P 34.11)34,10-2001
EHDETEBLLLHK Favzood Ca, CrypkaPro, Mosc,., = —
E,ﬂ,eﬁUBHTEHEH C 1 mapTa 2004 r, 12:52:00
E,ﬂ,eﬁcTBHTEHEH no 1 MapTa 2005 r, 13:01:00
EC‘:.-‘E'I:EKT MeTpos MeTp NeTpoekd, Kon...
[F orepeimei knroy FOCT P 34,10-2001 (512 Bits) = |

NpUBUNErMPOBaHHbLIM MoJSib30BaTeNieM B okHe Bo306HOBNEeHue aecTBua cepTuukKaTos -

O6paboTka 3aBepLIeHa BO3HMKAET ownbka:
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PucyHok 168. Oumbka npm BbINOJIHEHUN MeTOAA
RevokeRequest.SubmitUnholdRequest

BozobHOENEHWe AEHCTEWA CepTHHMKATOE

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

F.ordraeHT apuil

Dwmtka npu9 o

1| | H

[pepEaTE: |

JakpETE

BosobHoOENEHWE AERCTEWA CEpTHHKATOE

fpatoTka saEepweHa

Nporpece | U

Dwmdka Horep: -2147 2205991
Weorounue: RegiztrationCenter
Onuzanue: Joctyn szanpeweH nomdmueol LLP. [RevokeRequest. SubmitlnholdR equest]

3akpeTe

Y npuBuaerMpoBaHHoOro nonab3osartens (Onepartopa wiv AAMMHUCTpaTopa),
npousBoAsiliero Bo3o6HoBeHWe AencTBUS cepTudmrkaTa, HegoCTaToOYHO NpaB Ha

BbinonHeHne MmeToga RevokeRequest.SubmitUnholdRequest.

Ha LleHTpe Perncrpaumm Heo6xoanmMo OCYyLLECTBUTb HACTPOWKY MOJUTUKMN

6e3onacHocTy, NMO3BONAKOLWYH OCYLWECTBNATb BbIMOJIHEHNE YKA3aHHOIo MeToaa.
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2. Mpw Bo306HOBNEHUN AelicTBUS cepTudmkaTta ¢ APM AgMuHuctpartopa LIP

NpuBUIErMpoBaHHbIM NOJsib30BaTesieM B OkHe BO306HOBIeHUe AeCcTBUA cepTU(PUKATOB -
O6pab6oTka 3aBepLueHa BO3HMKaeT owmnbka:

PucyHok 169. Oumnbka npu BbINoJIHEHUN MeToAa
RevokeRequest.SubmitRevokeRequest

BosobHoENEHWe AERCTEWA CEpTHHKATOE

@patoTka saEepWweHa

Mporpecc | EIUJHEKHI PesganaTI

PesuneTtar | KaordedeHTap

[cka NpK GTAR:

al

[pepEaTE |

| &

JaKpETE

BozobHOBNEHWEe AEHCTEWA CepTHpMKATOE

fpatoTk.a SaEEpLlIEHa

Owitka Horep: -2147220330
Weorounue: RevokeRequest SubmitR evok el equest
Onucanye: 3Ta oNepauta HE MOKET SBTE BRINOAHEHS HA 3TOM CEPTHEMHEITE.

Jarpeme

Ceptudwukar, gencrteme KotToporo Tpebyercsa BO306HOBUTb, COAEPXKUT XOTS 6bl 04HY
obnactb ucnonbsosaHusa (none Extended Key Usage), npncyTcTtBme KOTOpOn B

cemechKaTe HE NO3BONAET NPpUBUNETMPOBAHHOMY MOJib30BaTeE1tO (OnepaTopy nnn
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AAMMHUCTPaATOPY) BO30O6HOBUTL AENCTBME YKa3aHHOro ceptudumnkaTa (aaHHas obnactb
MCNOJ/Ib30BaHUS OTCYTCTBYET B CMMUCKE pa3peLlleHHbIX A5l YKa3aHHOro NnpmMBuaermpoBaHHoro
nonb3oBaTtens).

Ha ueHTpe Permcrpauum ocywectsmTe HacTponky MNonntnkm o6paboTkm 3anpocoB Ha
OT3bIB U A1 NPUBUIETMPOBAHHOIO NOJSIb30BaTENSA, OCYLLECTB/SAKOLWEr0 NPUOCTAaHOB/IEHME
aencrems ceptndukaTtos, nobasbte HeobxoamMmble 061acTy MCMONb30BaHUA cepTudumKaTa.

3. Mpy NPUHATUM CYLLECTBYIOLLErO 3anpoca Ha BO306HOBIEHWE AeNCTBUA cepTudukaTa
c APM AgMmuHucrtpaTtopa LP npuBunerMposaHHbIM nosib3oBaTesieM B okHe NMpuHaATHe
3anpoca Ha oT3biB - O6paboTka 3aBepLieHa BO3HMKaeT owmnbka:

PucyHok 170. Owumnbka npm BbINOJIHEHUN MeTOoAA
RevokeRequest.AcceptRequest

MNprvHATHE 3aNpoOCOE HA 0T3LIE

fpatdoTk.a SaEEpWEHa

Mporpecc | |:|LIJHI5KHI F'esyanaTI

D zanpoca F.orrEHT AP

[pepeaTe

Jakpemb
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lMNprHHATHE ZaNPOCOE HA OT3LIB

(@patoTka saeepweHa

MNporpecc I PesyneTar I

Dwmdka Horep: -2147 2205991
Weorounue: RegiztrationCenter
Onucanue: Joctyn sanpewed nomdmueol LLP. [RevokeRequest AcceptR equest]

Jakpeme

Y npuBunerMpoBaHHoOro nonab3osartens (Onepartopa wav AAMMHUCTpaTopa),
npousBoAsiLLIEr0 BO306HOBEHME AeNCTBUS cepTudmMKaTa, HeAO0CTaTOYHO NpaB Ha
BbinosiHeHne MeToga RevokeRequest.AcceptRequest.

Ha LleHTpe Perncrpaummn Heo6x0aMMO OCYLLECTBUTb HACTPONKY MOSUTUKMN
6e30MacHOCTM, NO3BOJISIIOLLYHO OCYLLECTBASAThL BbINOJIHEHWE YKA3aHHOIr0 MeToAa.

4, Mpy NPpUHSATUM CYLLECTBYIOLLEro 3anpoca Ha BO306HOBNEHME AeNCTBUA cepTudmkaTa
c APM AgMmuHucTtpaTtopa LUP npuBunernpoBaHHbIM Nonb3oBaTeneM B okHe MpuHAaTHe
3anpoca Ha oT3bIB - O6paboTka 3aBeplieHa BO3HMKaEeT owmnbka:
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PucyHok 171. Oumbka npm nonbiTKe BO306HOB/IEHUS AeACTBMA OTO3BaHHOIo
ceptudumkarta

lMNpYHATHE ZaNPOCOE HA OT3LIB

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

[pepEaTE: |

JakpETE

in‘IHﬂTHE JanpocoE HA O0T3bIB

fpatoTka saEepweHa

Dwdka Horep: -27147024833
Werounue: Certificateduthonty. Admin

Onuzanue: Clertddmin: RevokeCertificate HegonycTurele ganHee. 0x8007000d MM 32 13)

3akpeTe

CepTndumkaTt knoya nognmcun, 4ENCTBUE KOTOPOro Heob6xoanMo Bo306HOBUTL, paHee
y>Xe 6bl1 0TO3BaH.

149



XKTAM.00035-01 90 07.Kpuntollpo YU. APM agMunHuctpatopa LP. NpakTuueckas
peanusaums pernaMmeHTHbIX npoueayp

1.8. MN3rotoBneHme cnmcka OTO3BAHHbIX CEPTUDMKATOB KIHOUEN
noanuncu

Mocne ocyLlecTB/eHns 0T3biBa, NPUOCTAHOBNEHNS U BO306HOBNEHUS AENCTBUSA
cepTndurKaToB YA0CTOBEPSAIOLWMNA LEHTP AO/KEH OMOBECTMUTbL NoJsib3oBaTenen 06 naMeHeHun
cTaTyca ceptudukata. OnoBelleHne oCyLLeCcTBAsAeTCa NyTeM 3aHeceHus (B cnydae
BO30OHOBNEHUS AENCTBUA cepTudmKaTa — UCKIIOYEHNS) MHPOpMauum o ceptTudukaTte B
CMNCOK OTO3BaHHbIX cepTudukaToB n nybnmkaumm (paccblyike) HOBOro akTyasibHOro Cnmcka
OTO3BaHHbIX cepTUHMKATOB.

OnucaHne npoueaypbl U3roTOBAEHUS HOBOMO CMNCKA OTO3BaHHbIX CEPTUMMUKATOB C
ncrnonb3osaHnem APM AaMmuHucrpartopa LIP
1. B okHe APM AgMuHuctpartopa LLP BbiaennTe npaBoit KHOMKOW Mbilwn y3en LleHTp
ceptudmkKaumMm 1 B OTKPbIBLLEMCS KOHTEKCTHOM MeHI0 BbibepuTte nyHKT Bce 3apaum ->
Oony6nukoBaTtb CRL

PucyHok 172. Bbi6op nyHKTa MEHI0 A ny6/aiMkauumm Crnmcka oTo3BaHHbIX

ceptucdukartos
'='§ APM AaMWHWCTpaTopa LIP ;lglﬂ
; JRETE|
J fdeficTere  Bua J | o= | | EX J

CTRYKTYPE I LiEHTR CepTHEHEALMK

[ KpunTo-Mpo ¥, Kria I

El@ APM aAMHHHMCTRaTopa LleHTpa PerkcTpauky
-- LeHTp PErncTpaumm - Fav.cp.ru

= LeHTp PerncTpaumm - Fav.cp.ru

g Sanpocsl Ha pe I onyGnnkosaTs CRL

3anpock Ha ce| Bia N Hane4atate cepﬂid:MKaT LI

m 3anpockl Ha oT HoBo® oKHO OTCHOAS OTEPEITE TERYLWHH CRL

[P CepTHbHKaTEl CoxpatkTe CRL

----- ﬁ MonesoEaTEnH SKCNOPTHPOEATE CRHCOK. .. OTKPEITE CepTHMEAT LT

@ HypHan CoxpaHTE cepTHbkkaT LC
Cnpaska

OTEPEITE WENOYKY CERTHHMEATOE LIC
Z0XPaHNTE LENoYKEY CEpTH]MEATOE LIC

2. Mocne ycnewHoro BbiNosiHeHMA 3agaun nybnmkaumm CRL oTKpoeTcs OKHO,
MHpopMUpytowee nonb3oBaTtens 06 3ToM. HaxmMute KHonky OK

PucyHok 173. OkHO, nH(popMupyouiee 06 ycnewHon ny6amkaumm cnmcka
OTO3BaHHbIX cepTUdUKaToB

APM AaMMHKUCTpaTopa P E[

@ ZMHCOK 0TOSESHHBIX EEDTHE]:IHKEITDB WCNELWHD DI'I':.-'EJ'IHKDBEIH.
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3. B okHe APM AgMmuHuctpartopa LP BbisennTte NpaBoii KHONKON Mbiwun y3en LleHTp
cepTuduKaLmMn U B OTKPbIBLUEMCA KOHTEKCTHOM MeHI0 BbibepuTe NnyHKT Bce 3apaum ->
OTKpbITL Tekywnin CRL

PucyHok 174. Bbi6op nyHKTa MeHIO ANA npocMoTpa Cnucka oTO3BaHHbIX

ceptupumkaToB
'='§ APM AAMWHWCTpaTOpa LIP ;lglﬂ
: = 11]
J JAeficTere  Bua J o= | | @ J
CTpYKTYRS I LieHTR cepTHEMEALHH
[ KpunTo-Mpo ¥L, K I

E@ APM aAMHMHHMCTpaTapa LenTpa PerkcTpauntu
= LleHTp PerkcTpaukm - Fav.cp.ru

=45 UeHTp PervcTpaumm - Fav.cp.ru

Bre zaaaqmn OnyanMEoEaTe CRL
Janpock
g HaneuataTk cepTHikikaT LiC

i Janpock  Bug r - A CRL
CITEPEITE TEEYLWLFA R

@ 3aNpock Hogoe oKHO OTCHOAS a

@ CepTHE CoOxpaHTE CRL

..... € Nonesoe  FKCNOPTHPOEATE CMMCOK... OTEPBITE cepTHpMEAT LS

@ vpHar CoxpaHHTE CepTHbHEAT LIC

Cnpaeka
OTKPEITE WENDHKY CEpTHHRMKATOE LC
C0xXpaHKTE LENDHKY CcepTHMEaToE L|C
4, OTKpOEeTCs TeKyLWMIA CMMCOK OTO3BaHHbIX cepTUduUKaToB
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PucyHok 175. OkHO npocMoTpa Cnucka oTo3BaHHbIX cepTUdUKaToB

DB HE | MoK OT3hIES I

=

CBeAEHMA O CNHMCKE OT3bIBA EE[ITH[I]HKETDB

Mone FHA4EHHE

Eﬁepcnn Wz

EHDETEBLLLHK Fayz004 Ca, CryptoPra, Moscow, ..
E,ﬂ,eﬁn:TBHTenEH Ll S MapTa 2004 r, 1iE2:12
ECne.a.wDu.Lee 0BHOENEHKHE B mapTa 2004 r, 12:12:12
E.ﬁ.nrnpnm MoAMNFCH roCT P34.11034.10-2001
M.ﬂ.EHTHd:IHKaTDp KAHHa ... MaeHTHdHEaTop knoda=FEDL &F,,
T8 Bepcna Lic V0.0

| | ]
SHaYeHHE:!

NHdbopMaunsa o cepTudmnkaTe, AeCTBME KOTOPOro 6bis10 NPUOCTAHOBJ/IEHO,
3aHOCUTCS B CMMUCOK OTO3BaHHbIX CEPTUMUNKATOB C yKa3aHMeM npuymHbl MpuocTtaHoBKa
pencreusa (kop — 6)
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PucyHok 176. UHcpopmauumna o ceptudmkarte, aerictBue KOToporo
NpUOCTaHOBJIEHO, 3aHOCMMasa B CNUCOK OTO3BaHHbIX cepTUuduKaTos

CNWCOK 0T3blBa CEpTHHMKATOE

Cfwme CNHCOE OT3RIES |

OTO3EAHHEIE CEPTHDHIKATEL

2l

CEOHAHEIA HOMER

| JaTa oTseEa

|

2A66 0657 0000 0000 003C
ZF2aA &10E 0000 0000 0430
4/C1 1ESE 0000 0000 0041
4597 DuZ9C 0000 0000 0044
1495 9416 0000 0000 o045

25 thegpana 2004 1. 91,
26 hegpana 2004 r, 13...
4 mapTa 2004 r, 10:30:03
2 mapTa 2004 r, 16:54:19
2 MapTa 2004 r, 15:17:56 =

— SMEMEHT OT3hIEA

[Mone

SHaYEHHE

CEpPMAHBIN HOMED

Jata oTseIBa
F.0 MpMHKHE] CMHCKS 0T3kEIES [CRL)

1]

47C1 1ESE 0000 0000 0041
4 MapTa 2004 r, 10:30:03
MNpHOCTAHOEKA AEHCTEMALG]

SHaYEHHE!

MPHOCTAHOEKS AERCTEHA(G)

My6nukaums cnmcka oTo3BaHHbIX cepTudunkaToB (CRL) 1 ero pasmelleHne B

Heobxogmnmonm Touke pacnpoctpaHeHns (CDP) MoXeT oCyLeCcTBAATbCA aBTOMAaTUYECKU C

MOMOLLbIO HaCTpOﬁKM onpepeneHHbiX 3agad LleHTpa peructpaunm
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2. [NepeyeHb TEPMUHOB

AyTeHTndurkaums

MpoBepka NpUHAANEXHOCTM CybbeKkTy A0CTyna NpeabsSBAEHHOro UM
naeHTndunKaTopa, NoATBEPXAEHMNE NOASIMHHOCTH.
3aKpbITbIV KITHOY

KpunTtorpadunyecknii Kioud, KOTOPbIA XPaHUTCSA Nosib30BaTe/IeM CUCTEMbI B TaHe. OH

ncnonab3yeTcs aAns GopMUpoBaHUS SNEKTPOHHON LUM@POBOM NoaAnMcK u/mnm wmndposaHmns
AaHHbIX.
3anpoc Ha cepTudukat

CoobuweHne, cogepxalee Heobxoanmyto MHGOpMaLMIO 4N NofyvYeHus ceptTudukaTa.
®opMmupyetca B APM lNonb3oBaTtens nan B APM AaMMHUCTpaATopa, nocse 4yero nepegaeTtcs

yepes LeHTp pernctpauun LeHtpy CepTudukaunmn, rae n obpabatoiBaercs. Pesynbtatom
06paboTkun ABNSeTCa BbiNyLWeEHHbIA cepTudmnkaT nnu coobuieHune o6 owmbke.

3anpoc Ha oT3bIB cepTudmkaTa

CoobueHne, cogepxallee Heobxoanmyo MHOpMaUmMio ansa oT3biBa ceptudumkara.
dopmunpyetca B APM lNonb3osaTtens v B8 APM AAMUHUCTpATOpa, nocse yero nepefaeTtcs
yepes LleHTp peructpauun LUeHTtpy Ceptndunkaunmn, rae n obpabatbiBaercs. PesynbtaTtom
06paboTkun aBnseTcs oT3biB cepTudurkaTta nnm coobuieHme o6 ownbke.

WoeHTudurkaums

MpuceoeHne cybbekTaM n 06bekTaM goctyna naeHtudmkaTopa n (Man) cpaBHeEHUE
npeabsaBnseMoro naeHTudukaTopa c nepeyHeM NpUCBOEHHbIX MAEHTU(PUKATOPOB.
Kniou (kpuntorpadouyeckuin Knwou)

KoHKpeTHOe CeKpeTHOE COCTOSIHUE HEKOTOPbLIX MapaMeTpoB anropmntMa
KpunTtorpaduyeckoro npeobpasoBaHuns AaHHbIX, ob6ecneynBatollee BbI6GOp 04HOro
npeobpa3oBaHns N3 COBOKYMHOCTU BCEBO3MOXHbIX A1 AAaHHOIO ajiropmtMa
npeobpasoBaHuni.

KnitoueBas napa

OTKpbITbIM U 3aKPbITbIA KAKOYN.
KntoyeBon HocuTtenb

O6beKT cMcTeMbl, KOTOPbIN MOXET coAep>XaTb OAUH UM HECKOJIbKO K/TH0YEBbIX
KOHTeNHepoB. Kaxabln KNIOYEBOM KOHTEMHED COAEPXUT CrieayoLyo MHpopMaunto: ToNbKO
KJ1H04Y NOAMMUCKU, TONTbKO KJTHOY WN(POBaHUS, KTHOY NOAMUCU U KoY WndpoBaHus
oAgHoOBpeMeHHO. [JoONONHUTENbHO, KOUYEBOW KOHTEMHED COAEPXUT CIyXebHy nHdopmauuto,
HeobxoanMyto Ans obecneyeHms Kpuntorpauyeckon 3almTbl KO4Yen U nx LenoCTHOCTM.
Kaxablh KOHTENHEP SIBNSIETCS MOJIHOCTbIO CAMOCTOSITE/IbHBIM U COAEPXUT BCIO HEOOXOANMYIO
nHpopMaunto ana paboTbl Kak C CaMUM KOHTEMHEPOM, TaK U C 3aKPbITbIMU K/IKOYAMMU.
KomnpomeTauus knwoya

YTpaTta nosepus K TOMy, YTO MUCMOJib3yeMble Ktoum obecneumBatoT 6e€30MacHOCTb
nHdopmaunmn. K cobbitmsam, cBA3aHHbIM C KOMMPOMETaLUMen KAK4Yen OTHOCATCS, BKAKOYas, HO
He orpaHn4YMBasCb, cneaytowmne:

MoTepsa KNOYEBbLIX HOCUTENEN.
MoTeps KNUEBbIX HOCUTENEN C UX NOCNEeAYOWMM ObHapyXeHNeM.
YBOJSIbHEHNE COTPYAHUKOB, MMEBLUMX AOCTYN K K/toueBon nHdopmaumu.

HapyweHune npaBui XpaHeHNs U YHUUYTOXeHMS (nocsie OKOHYaHUs Cpoka
OENCTBUS) CEKPETHOro Kikouva.

5. BO3HMKHOBEHME NOAO03PEHUN HA YyTeuKy MH(OpMaLUM NN ee UCKAXKEHNE B
CUCTEME KOH(pUAEHLUMANbHON CBA3MN.

6. HapyweHune neyatn Ha cende C KI4YeBbIMNU HOCUTENSIMN.

7. Cnydau, Koraa Hesb3si AOCTOBEPHO YCTaHOBUTb, YTO MPOM30LSIO C KTHUYEBbIMU
HocuTenaMu (B TOM Yncne c/lyvyaun, Koraa Kao4eBOol HOCUTESNb BbILIEN U3 CTPOS U

S
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Jl0Ka3aTeNlbHO HE OMNpPOBEepPrHyTa BO3MOXHOCTb TOr0, UTO, AaHHbIN dakT
NpoM30LIEN B pe3ysibTaTe HECAHKLMOHMPOBAHHbIX AENCTBUIA 3/T0YMbILLSIEHHUKA)

Pa3nmualoT ABa BUAA KOMIMPOMETALMM CEKPETHOIO KJTlOUa: SIBHYIO U HesiBHYK0. [epBble
yeTblpe CO6bITUS AO/KHbI TPAKTOBATLCSA KaK sIBHAs KOMMpoMeTauus Kitodei. Tpu
cnepyowmx cobbiTusl TpebyoT CneunanbHOro pacCMOTPEHUS! B KaXXAOM KOHKPETHOM Cy4ae.

OTKpbITbIN KIOY

Kpuntorpaduyeckuii kKno4, KOTopbI CBA3aH C 3aKpbITbIM KHOYOM C NOMOLLbIO
0cob0oro MaTeMaTM4eCKOro COOTHOLWEHUS. OTKPbITbIA K04 U3BECTEH APYrMM MOJib30BaTensm
CUCTEeMbI M NpeaHa3HavyeH A7 NPOBEPKU SNEKTPOHHOW LUMDPOBON NOANUCU U LLINGPOBAHUS.
Mpn 3TOM OTKPbITbIMA K04 HE MO3BONSET BbIYUC/IUTD 3aKPbITbIA KOY.

[NMnaHoBasi cMeHa Kno4ven

CMeHa KJto4Yen ¢ yCTaHOBIEHHON B CUCTEME NEPUOANYHOCTbLIO, HE Bbi3BaHHas
KOMMpOMeTaumen Knoden.

I'IpOBepKa SJ'IeKTpOHHOﬁ noanncn OOKyMeHTa

lMpoBepka COOTHOLIEHUS, CBSA3bIBAOWEro X3W-(PyHKLUMIO AOKYMEHTaA, NOANMUCb NoA
3TUM AOKYMEHTOM M OTKPbITbIM K04 Noanncasllero nonb3osaTtens. Ecnm paccmatpusaemoe
COOTHOLLEHME OKa3blBAETCS BbIMOJIHEHHbBIM, TO NMOAMUCb NMPU3HAETCS NPaBUIbHOM, a caM
OOKYMEHT - MOAJIMHHbBIM, B MPOTUBHOM Clly4yae AOKYMEHT CYMTAEeTCs U3MEHEHHbIM, @ NOAMNUCh
noAa HUM - HeAEeNCTBUTENbHOWN.
CepTtudumkat

LindpoBon AOKYMEHT, KOTOPbIA COAEPXUT OTKPbITbIN Kou cybbekTa U nognucaH
3/1eKTPOHHON LndpoBon noanucebio ero nagatens. CeptudumkaT TakxKe CoaepXnUT CBeaeHus 0
BnajenbLe OTKPbITOro Kjto4da, Hanpumep, MHpopMaumio, KoTopas ero A0MNoSIHUTEIbHO
naeHtTudnumnpyet. Taknum obpasom, BblgaBas ceptudukaTt, nsgartesb yaocToBepseT
NOATMHHOCTb CBSA3W MeXAY OTKPbITbIM K/IHOUOM CybbekTa U MHMOpMauunei, Kotopas ero
naeHTudunumnpyer.

dopmMaTt cepTudmkaTa onpegeneH B pekomeHaaumnax ITU-T 1997 roga X.509 [X.509]
n pekomeHgaumax IETF 1999 roga RFC 2459 [RFC 2459].

Cnuncok oT3biBa

Cnuncok oTo3BaHHbIX cepTndukatos (CRL — Certificate Revocation List). YL
NoAAEPXUBAET OT3bIB CEPTUPUKATOB M NYOBINKALNIO CMTMCKOB OTO3BAHHbLIX CepTUDUKATOB.
Monb3osaTtenu YL, MoryT nonyunTtb 3Ty MHMOPMaUMIO U 3annucaTb ee B CBOe JIoKasbHOe
XpaHunuie, 4Tobbl NCMONb30BaTh ANS NOCAEeAYOWEN NpoBEPKN CcepTUDMKATOB.

Llentp Ceptudmkauum (Y40CTOBEPSIOLMIN LEHTP)

KOMMNoOHeHT YaocToBepsitowero LeHTpa. BoinonHaeT pyHKUnK cnyxbbl cepTudunkaumn:
BbINYCK cepTUdUKATOB, OT3bIB CEPTUDMKATOB, a TaKXKe reHepaLmio CUCKOB OT3bIBa.

LleHTp permctpauuu

KoMnoHeHT YaocToBepsaowero LueHTpa. BoinonHaeT dyHKUMN NPOMEXYTOYHOro 3BEHa,
OCYLLECTBASAIOLWEro nepegady 3anpocoB OT NOsb30BaTenen n aaMMHUCTpaTopoB LleHTpa
pernctpaumm LeHTpy cepTudukauum. B npouecce 3ToM nepeaaym ocyLlecTBaseTcs
ayTeHTMdMKaUMa Nonb3oBaTens, NpoOBEpPKa KOPPEKTHOCTM NepeaaBaeMon UM nHpopmaumu, a
Takxe dumkcaums aTon nHdopmaummn B 6ase gaHHbIX LIP.

LLndbpoBaHue
Mpouecc 3awmndposaHusa nnum pacwmndpoBaHums.

LndpoBaHne nHpopMaumn — B3aMMHOOAHO3HAYHOE MaTeMaTUUYECcKoe
(kpunTorpaduyeckoe) npeobpasoBaHne, 3aBucsLLee OT ktoya (CEKpeTHbIN NapamMeTp
npeobpasoBaHunA), KOTOpOe CTaBUT B COOTBETCTBME 610Ky OTKPbLITOM MHMOpMaLum,
npeacTaBNeHHOM B HEKOTOPOW LUMdpoBon koamposke, 610K wWndpoBaHHOM MHBOpMaLmu,
TakXXe npeacTaBneHHoM B LndposBor koamposke. TepMmuH wndpoBaHne obbeamnHsieT B cebe
ABa npouecca: 3awndpoBaHue n pacwmndpoBaHme MHopMaLuun.

Ecnu 3awmndpoBaHue n pacimdbpoBaHme OCyLLECTBAAIOTCA C UCNOSIb30BaHUEM OAHOMO

M TOro Xe KJito4ya, TO TaKoM anropmtMm Kpuntorpaduyeckoro npeobpaszoBaHns Ha3biBaeTCA
CUMMETPUYHbIM, B MPOTUBHOM C/llydae — aCUMMETPUYHDIM.
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MpounTaTh 3awmndpoBaHHoe coobleHne (MHMOPMALMIO) MOXET TObKO
Nosb30BaTesnb, UMEIOLWMIA TOT Xe CEKPETHbIN KoY LINGPPOBAHUS.

OnekTpoHHasa umdpoas nognmcb (3LM)

[aHHble, nobaBnseMble K 610Ky AaHHbIX, MONYUYEHHbIE B pe3ysbTaTe ero
KpunTtorpaduyeckoro npeobpa3oBaHus, 3aBMCALLETO OT CEKPETHOIO Ktoua M 6/10Ka aHHbIX,
KOTOpbl€ MO3BOMSAOT MPUEMHUKY AAHHbIX YAOCTOBEPUTLCA B LIENOCTHOCTU 6/10Ka AaHHbIX U
NOA/IMHHOCTM UCTOUYHMKA AaHHbIX, @ TaK e 06ecrneynTb 3amTy OT NoA/0ra Co CTOPOHbI
NpUeMHUKa AaHHbIX.

MpoBepka 3NeKTPOHHOM LUNdPOBON NoanmMcK nog 6,10KOM OTKpPbITON MHGOpMauun
NpOn3BOAMTCS C MOMOLLbIO KpunTorpadunyeckoro npeobpasoBaHns 1 OTKPbITOrO Kioua,
COOTBETCTBYIOLIEro CeKpeTHOMY Koy, y4YacTBOBaBLWEMY B rnpouecce yctaHoBku DLI.
Microsoft Management Console

AOMUHUCTPaTUBHAsA KOHCOJb, NO3BOASAOWAs Cco34aBaTbh U COXPaHATb CpeacTsa

ynpaB/ieHns MporpaMMHbIM M annapaTHbIM obecneyeHneM B paMKax ornepaumoHHOW CUCTEMBI
Windows. Takue cpencrtea HasblBatoTcd MMC-KOHCONMSAMM.
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CRL

DN
ITU-T

IETF
LDAP

™

PKI
RDN

URI

URL
AC
APM
AcH
NOK
K1
HCA
ocC
MAK
o
coc

cc

yp
yc
yy
a0

3. NepeyeHb cokpalleHnn

Cnuncok oto3BaHHbIX cepTudunkaTon (Certificate Revocation
List)

OTtnunuutenbHoe nmsa (Distinguished Name)

MexayHapoaHbIi KOMUTET NO Te/IEKOMMYHUKALWSM
(International Telecommunication Union)

Internet Engineering Task Force

Lightweight Directory Access Protocol.
YRApOLEeHHbIN NPOTOKO/ AOCTYMNa K CNPaBOYHUKY

YCTponcTBO XpaHeHuns nHdopmaumm Ha Tabnetke touch-
memory

Public Key Infrastructure. AHanor MOK.

OTHocuTenbHoe otnmnumntenbHoe nMmsa (Relative Distinguished
Name)

EanHbin ngentndmkaTtop pecypca (Uniform Resource
Identifier)

EanHbii nokaTtop pecypca (Uniform Resource Locator)
ABTOMATM3MpPOBaHHas cucrTema

ABTOMaTM3MpoOBaHHOe paboyee MecTo

[JaTunk cny4danmHblx yncen

MHdpacTpykTypa OTKpbITbIX Ktouen

KoHeuHbI nonb3oBaTesb

HecaHKUMOHMPOBAHHbIN AOCTYnN

OnepaunoHHasa cucrema

MporpaMMHo-annapaTHbIA KOMMNJIeKC

MporpamMMHoe obecneyerHmne

Cnucok oto3BaHHbIX cepTudunkartos (Certificate Revocation
List)

CnpaBoOYHUK CcepTUPUKATOB OTKPLITbIX Kto4yen. CeTeBon
CNpaBOYHUNK

LleHTp Perncrpaumu
LleHtp CepTtndpumnkaumm
YpocToBepsaoWwmin LEHTP

DNeKTpoHHas uMdpoBas Nnoanuch
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4. [lepeyeHb PUCYHKOB

PucyHok 1. BbI6Op NyHKTa MEHIO CO34aHMNS HOBOIO MOJSIb30BATES tiutetiireeiineesiieeerineeanneeeas 6
PucyHok 2. OKHO nepBoii CTpaHuMubl MacTepa perncrtpaumm NOMb30BATEMS .c.veivieeriinerrineennns 6
PucyHok 3. OKHO UCTOYHMK MHDOPMALMM O CO34ABAEMOM MOSIb30BATENE vurirrrineraneinnerness 7
PUCYHOK 4. OKHO VHDOPMALMS O MOSTb30BATEITE 1.uttuseiuterneernersernsesnnesnessnesnsernnernessneennens 8
PUcyHOK 5. OKHO OKOHYaHWE PErnCTPALUM MOMB30BATEIS .ouurrurrrnarnirneraneraessneasnsaneaaness 9
PucyHok 6. 3akniuynTtenbHoe OKHO MacTepa permcTpaumm NOSIb30BATENS uvviverirerinernnenns 10
PucyHok 7. OKHO nepBoii cTpaHuubl MacTepa co3gaHus ceptudukarta noab3osaTtens ........ 10
PrcyHOK 8. OKHO VICTOUYHMK 3aMNPOCa HA COPTUMMKAT . euutttiitttiitteiiaesaineesaneesaineesaneeannnes 11
PUCYHOK 9. YCTaHOBKA NAapPaMETPOB MEHEPALMM KITHOMA ...uurreeriiiinneresssinnreessessnsneesssnnnnness 12
PUCYHOK 10. BbI6OP LLIAG/TOHA CEPTUMDMKATA 1 .veiureinntrneeinerineraneranereasnesnsesnnesnnesnneaneennenns 13
PUCYHOK 11. NMPOCMOTP 3aMPOCaA HA COPTUMKAT 1euurtrreiirerreriessneernessnesnsesnnesnnesnessneennenns 14
PucyHok 12. OKHO YCTaHOBKa CEPTUPUKATA MOSB30BATEIIS «.uvruernernernernernerneaneanernennennenes 15
PucyHok 13. CoxpaHeHune uenodkun ceptudmkaToB n Cnncka oTo3BaHHbIX cepTUdMKATOB... 16
PucyHok 14. 3akntoumtenbHOe OKHO MacTepa co3gaHus ceptudumkaToB Nosib3oBaTenen..... 16
PucyHok 15. Bblbop y4yeTHOM 3anncu 3aperncTpmpoBaHHONO MOMb30BATENA . c.vviveerrneernnen. 17
PucyHok 16. OKHO nMpocMoTpa cepTU@PUKATOB BbIBPAHHOIO MOAb30BATEMS vovvvviireerrneainnsn. 17
PucyHok 17. CtaHgapTHOe OKHO MpPOCMOTpa CepTUMMKATA MOSTb30BATENS +vvvvvrrerinrranernnenns 18
PucyHok 18. lNepBoe okHO MacTepa co3gaHus cepTudmKaTa NOb30BATENS c.vvvvreerrnnennnnen. 19
PucyHok 19. Bbibop B KauecTBe UCTOYHMKA 3anpoca Ha ceptudumkaT darna PKCS#10....... 20
PucyHok 20. OKHO NPOCMOTPA 3aNPOCA HA CEPTUMMKAT tuvuuernernernernernernernerneaneaneanernennenes 20
PucyHok 21. OKHO YCTAHOBKWN CEPTUMUKATA MOMb30BATEII tuvtrureerinneraneeraneesainessnneeennees 22
PucyHok 22. OKHO coxpaHeHus uenoydkun ceptudmkatos n Cnmcka O0TO3BaHHbIX

(o]0 L0 ] 1 <= i o ] - S PP 23
PucyHok 23. 3aknountenbHoe okHO MacTepa Co34aHMNSA CEPTUDMNKATA «vvrvvrrinnrnnennannannnnns 23
PucyHok 24. Bblbop y4eTHOWM 3anncu 3aperncTpmpoBaHHOINO MOMb30BATENA . c.vviveerrneernnsn. 24
PucyHok 25. OKHO MpocMOoTpa MU3A4aHHbIX CepTUPMKATOB 3apeErMcTpupoBaHHOro

(10T 1 3cTo] =T =T 1< R 24
PucyHok 26. CTaHgapTHOE OKHO MPOCMOTPa CepTUdUKATA NMOMb30BATEN wvvvvveiireernneeinen. 25
PucyHok 27. Owmnbka npwu BbinosiHeHMK MeTogda Regisration.CreateRequestByAdmin......... 26
PucyHok 28. Owmnbka npwu BbiNo/iHEHMM MeToAda Registration.AcceptRequest.........ccveeeeeen. 27
PucyHok 29. Owmnbka npu BbinosiHeHnn metoga CertRequest.SubmitFirstCertRequest ....... 28
PucyHok 30. Owmnbka - 3anpoC NpUHALNEXKNT APYrOMY MOSb30BATEHO wouvvurirneraneraneinnenns 29
PucyHok 31. OKHO NpocMOTPa XKYPHANA MPUITOKEHMM «.uveiireiieerieereennesisesinesnnsanesaneanneens 30
PucyHok 32. OKHO NpOCMOTPa OMMUCAHUSA NMPOM3OLLEALLIETO COBBITUS .ovvviiitiiieiiieiieeineiiaenas 31
PucyHok 33. OKHO MpoCMOTpa 3anpoCoB Ha PErmMCTPaLMIO MNOSIb30BATENEM .ocvvviiieeiiinenennen, 33
PucyHok 34. OKHO MpOCMOTPa CBOMCTB 3aMpOoCa HA PEIMUCTPALMIO . vueet it eieeiiieeenineeennens 34
PncyHok 35. TIpUHATME 3aMPOCa HA PEIMUCTPALMEID cvvtetttiitteesseainneeessaannseesseaansneesssnnnnnes 35
PucyHok 36. MNMoarBepxaeHne AENCTBUIN MO NPUHATUIO 3aNpoca Ha PerncTpaumio.............. 35
PucyHok 37. OKHO NMpoCMOTpa pe3ynbTaTa pPermcTpaumm NOMb30BATES coueeerviiieeerrerinnnenss 36
PucyHok 38. OKHO NMpoCMOTpa 3aperncTpMPOBaHHbIX MOSIb30BATEMEM .euuuiiiiieiiieeeiineaennens 36
PucyHok 39. LLlabnoH 6naHka cepTUdUKATA KHOHA MOLAMMCM tuvvineiireiiteiiieiieerieeseaaneannenns 38
PucyHok 40. OKHO NpoCMOTpa 3anpoCoB Ha CEPTUMUKAT KITHOUA MOAMMUCK .ovviireiinerinennnnns 39
PucyHok 41. OKHO MpOCMOTPa CBOMCTB 3aMpPOCa HA CEPTUMUKAT .vviirrriiinriiieeiiinearineeennens 39
PucyHoK 42. MNMpUHATHE NOCTYNUBLLENO 3anpoCa HA CEPTUMDMKAT cuvvrireeriineiiieeiiiaearineeennens 40




XKTAM.00035-01 90 07.Kpuntollpo YU. APM agMunHuctpatopa LP. NpakTuueckas
peanusaums pernaMmeHTHbIX npoueayp

PucyHok 43. OKHO NOATBEPXKAEHUNSA AEACTBUI MO NMPUHATUIO 3aNpoca Ha cepTuduKkar........ 40
PucyHok 44. OKHO MpoCcMOTpa pe3ynbTaTa NPUHATMS 3anpoca Ha CEPTUMUKAT ..ovvvvvvernnnnn. 41
PucyHok 45. Bblbop npocmoTpa cepTudmKaToB 3aperMcTpupoBaHHOro nosb3oBaTens........ 41
PucyHok 46. OKHO MpOCMOTPa U34AHHbIX CEPTUMDMKATOB MOSIb30BATEM . uvurreeiieerrneeennens 42
PucyHok 47. CTaHgapTHOE OKHO MPOCMOTpa cepTuduKaTa KoYa NOAMUCH c..vvvveeiiinennnnen. 43
PucyHok 48. Bbl60p NyHKTa MEHIO CO3A4aHMS HOBOIO MOJTb30BATENA uvenueerrneernnaeerineeennens 44
PucyHok 49. lNepBoe OKHO MacTepa permcTpauUnm NMOMb30BATE I cuur et iriiinreerriiineeeesesinnneess 45
PucyHok 50. Bbibop cnocoba nonyyeHunsa nHbopmaumm o Nonb3oBaTene ¢ UCNosib30BaHMEM

BAMPOCA HA COPTUIMKAT 1 uutteiretusesnesanesasesssssssnesanesasssansranssnesanesanesanernnssnes 46
PUCYHOK 51. OKHO MHMOPMALINM O MOMb3OBATEIIE tuvrrerrernrerieernerneasnesnsesnnssnnssnnssneennenns 46
PucyHok 52. Beoa Knto4eBOM pasbl NONb30BaTENS U KOMMEHTapUs agMUHUCTpATopa ....... 47
PucyHok 53. 3aBepLluatoulee okHO MacTepa perucTpaumm NOSb30BATEMS ..uuerrrernnrrnnrrnensns 47
PucyHok 54. lNMepBoe okHO MacTepa co3gaHus cepTudmKaTa NOAb30BATENN v.vvvvrerrrnrnrnnnn. 48
PucyHok 55. Belbop cnocoba nonydyeHms 3anpoca Ha ceptudmkaT M3 cylecTeytowero danna

............................................................................................................... 49
PucyHok 56. OKHO NPOCMOTPA 3aNPOCA HA CEPTUMMKAT tuvnurrnernernernernernernerneaneanernernennenes 49
PucyHoK 57. OKHO YCTaHOBKM CEPTUMPUKATA MOSTb3OBATEIIT tuvrrurterinnerrinrerineesrinessnneeennees 51
PucyHok 58. OKHO COXpaHEHMS LenoYKM cepTUOUKATOB N CIMCKOB OTO3BAHHbIX

(o]0 L0 ] 1 <= i o ] - S PP 52
PucyHok 59. 3akntoumntenbHOe OKHO MacTepa co3gaHus ceptudumkaTta nosab3oBaTens........ 53
PucyHok 60. MNMpocMOTp Y4YeTHbIX 3annucen 3aperMcTpupoBaHHbIX NO/Ib30BaATENEN ..oovveuune... 53
PucyHok 61. MpocMOTp U3A4aHHbIX CeEPTUDMKATOB 3aperMcCTpUpoBaHHOro Nosib3oBaTens..... 54
PucyHok 62. CTaHAAQpPTHOE OKHO MPOCMOTPA CEPTUMMKATA t.uuueirreerieeraineeeaneesaiaeesaneeennens 55
PucyHok 63. Owmnbka npu BbinonHeHMn metoda Registration.AcceptRequest..................e. 56
PucyHok 64. Owmnbka npu BbinonHeHnn metoda CertRequest.AcceptFirstRequest.............. 57
PucyHok 65. Owwnbka npu BbinonHeHnn Mmetoaa Registration.CreateRequestByAdmin........ 58
PucyHok 66. Owmnbka npu BbinosiHeHMM MeToda Registration.AcceptRequest..........ceeenueee. 59
PrUcCyHOK 67. Bbl60op NMYHKTA MEHIO HOBBIN CEPTUMMKAT tuvvviiniiiineeiiieeinineesieessieesaineeennes 61
PucyHok 68. lNMepBoe okHO MacTepa CO34aHUSA CEPTUDMKATA . euvrteriieeriineeriieeiiiaeeeaneeennens 61
PucyHok 69. Bblb6op reHepaumm HOBOIO 3anMpoCa HA CEPTUMDMKAT cvvvieeriintirieeiiiaeerineeennens 62
PucyHok 70. HacTpolika napaMeTpPOB MeHEPALMM KITHOUEM...vuuurereernennnesinesinesnesanesaneenneens 62
PucyHok 71. Bbibop wabnoHa cepTUdMKATA KITHOHA MOAMMCU tuvvreerrerineiirerinennessnesaneennens 63
PucyHok 72. OKHO NPOCMOTPA 3aMPOCA HA CEPTUMMKAT tuvruernernernernernernernerneaneanernernennenes 64
PucyHok 73. OKHO NpoCMOTpa M yCTaHOBKW U3AAHHOro cepTudurkaTta nosib3oBaTtens ......... 65
PucyHok 74. OKHO COXpaHeHMs Leno4vykm cepTudmKaToB N CNMCKa OTO3BaHHbIX

(o]0 L0 ] 1 <= i o ] - S PP 66
PucyHok 75. 3akntountenbHoe okHO MacTtepa U3roToBAEHUS CEPTUPUKATA «vvvvrrerneennnnenns. 66
PucyHok 76. MNMpOCMOTP Y4YeTHbIX 3anncen 3apermncTpnpoBaHHbIX MOMb30BaTENEN ............. 67
PucyHok 77. OKHO MpOCMOTPa U34AHHbIX CEPTUMDMKATOB MOIb30BATEMA . uviireeiinnerrneeenens 67
PucyHok 78. CTaHAAQpPTHOE OKHO MPOCMOTPA CEPTUMMKATA t.uuurirrierineeriineerieeiriaeesaneeennes 68
PucyHok 79. Bblb6op nyHkTa MeHi0 Co34aHNE HOBOMO CEPTUMMKATA «.vvrvirnririneeiieeirineeennens 69
PucyHok 80. lNMepBoe okHO MacTepa co3aaHus cepTUdurKaTa NOMb30BATENS .ovvveerrnnennnnen. 69
PucyHok 81. Bbibop cnocoba nonydeHmns 3anpoca Ha cepTUduUKaT n3 hamna....ccceevenevnnnnns 70
PucyHok 82. OKHO NpOBEPKM MOAMUCK 3aMNPOCa HA CEPTUMMKAT «uvrnernernerneriennennereeneannenns 71
PucyHok 83. OKHO MPOCMOTPA 3aMpPOCa HA CEPTUMMKAT uvrrinrririneerieeraineeeaeesainessneeannnes 72
PucyHok 84. OKHO MpOCMOTPa M YCTAHOBKKM CePTUDMKATA MOSTb30BATENMA vvvrieiineerrneeinnens 73
PucyHok 85. OKHO cOoXpaHeHMs Leno4kn cepTudmMKaToOB N CNMCKa OTO3BaHHbIX

(o]0 L0 ] 1 <= i o] - S PP 74

159



XKTAM.00035-01 90 07.Kpuntollpo YU. APM agMunHuctpatopa LP. NpakTuueckas
peanusaums pernaMmeHTHbIX npoueayp

PucyHok 86. 3akntountensHoe okHO MacTtepa co3aaHus cepTudukaTa nonb3oBaTens........ 74
PucyHok 87. MNMpoCMOTp YYeTHbIX 3annucen 3aperMcTpupoBaHHOrO NOIb30BATENS vvvvrevuns... 75
PucyHok 88. OKHO npocMoTpa cepTUdUKaTOB 3aperncTpMpoBaHHOIro NMoab3oBaTeNs .......... 75
PucyHok 89. CTaHAAQpTHOE OKHO MPOCMOTPA CEPTUMMKATA t.uuurirrierineereineeeineeeaiaeesaneeennens 76
PucyHok 90. Owmnbka npu BbinosiHeHMn metoga CertRequest. SubmitFirstCertRequest ...... 77
PucyHok 91. Owmnbka npu BbinonHeHnn metoda CertRequest.AcceptFirstRequest.............. 78
PucyHok 92. Owmnbka npu obpaboTke 3anpoca Ha ceptudukart LleHtpom Ceptudunkauum ... 79
PucyHok 93. Owmnbka coOOTBETCTBUS MAEHTUPUKALUNOHHbBIX AaHHbIX NOSb30BaTENS,

coAep Xaluxcsa B 3anpoce Ha cepTudKaT ydeTHOW 3anucu rnosib3oBaTens........... 80
PucyHok 94. OKHO NpocMOTpa 3anpocoB Ha M3rotoBneHne ceptTudmkaTa Kao4a nognucu .. 82
PucyHok 95. OKHO NpOCMOTPa CBOMCTB 3anpoca HA CEPTUMUKAT t.vvvrrrrrrernernenneinereennannanns 83
PucyHok 96. MpocMoTp cepTudmkaTa noab3oBaTtesns, NoanMcasLLero 3anpoc Ha

N3MOTOBITEHME COPTUMIMKATA 1 tturernnernsraeernesanesasesanssanssnessnesnsessnesnnesnnssnesnnenns 84
PucyHok 97. MNpuHATUE 3anpoca Ha U3rOTOBIEHUE CEPTUMDMKATA cvuirerriinieiieeiiineerineeennens 85
PucyHok 98. OKHO NOATBEPXAEHUS MPUHATUSA 3aNpPoCa Ha CEPTUMUKAT «.vvverrerenenannannnnes 85
PucyHok 99. OKHO NpocMOTpa pe3y/ibTaTa U3rOTOBNEHUS CEPTUMDMKATA . cvvvrirrriinerineinnnns 86
PucyHok 100. Bbeibop nyHKTa MeHto 458 MpoCMOTpa CepTUGMUKATOB NOMb30BATENS......uuue... 86
PucyHok 101. MpocMOTp M3roTOBNIEHHbBIX CEPTUPUKATOB MOSTb30BATE A cuvvireeiineerrineeennens 87
PucyHok 102. CTaHOapTHOE OKHO MPOCMOTPA CEPTUMMKATA tuvrirnnrerinerrrineerineeiriaessnneeeanens 87
PucyHok 103. Owwnbka npu BbinonHeHnn metoda CertRequest.AcceptRequest................. 88

PucyHok 104.
PucyHok 105.
PucyHok 106.

PucyHok 107

PucyHok 108.

Owmnbka npu obpaboTke 3anpoca Ha cepTudukaTt Ha LleHTpe Ceptndunkaunmnd89
3anyckK OKHa npocMoTpa cesoncTte APM agMumHucTpaTtopa LP
OkHo CeoictBa: APM aaMunHucTpaTopa LleHTpa Pernctpaunm - Bbibop danna

LWAGSTOHA B/TAHKA CEPTUMMKATA tureiurerneineernetinesnseranesnesneansesasssnnssnnesnessnesnnenns 92
. Bbibop nyHKTa MeHI0 o1 NnpocMoTpa cepTMdmMKaTOB 3aperncTpupoBaHHOro
(07125 T0] = = i = 1 1 93
BbI60p NyHKTa MEHIO AJ1 MEYATU CEPTUMMKATA tovvvirrrirrrnernnrineraneranernneines 93
BnaHk cepTMdMKATA KITOUA MOAMMCM tuvureirersesnesanesanesnsssnsssnesanesaneenneenes 94

PucyHok 109.
PucyHok 110.
PucyHok 111.
PucyHok 112.
PucyHok 113.
PucyHok 114.
PucyHok 115.
PucyHok 116.
PucyHok 117.

PucyHok 118.

OKHO Bbl6Opa NyHKTa MeHI0 A1 MPOCMOTpa cepTUduUKaToB nonb3oBaTens ... 96

BbI60Op NyHKTa MEHIO AJ1 OT3bIBA CEPTUMMKATA tvvrriineinerieiinerinerinerieennes 96
OKHO NoATBEPXAEHMS OT3bIBA CEPTUMMKATA +evrurrrrinneeiineerainerrineeraeeranneann 97
OKHO BBOAA@ MNPUYMHBI OT3bIBA CEPTUMUKATA tvvertiiiieeiineeiineiaineesaeesanneans 97
OKHO NpoCMOTpa pe3y/ibTaTa OT3bIBA CEPTUMDUKATA vuvvvrrerrinnriiineerineeranaens 98
OKHO NpOCMOTPa BO3MOXHbIX OLUMOOK MpPU OT3bIBE CEPTUDUKATA .ovvuvernnnnnns 98
OKHO NpOCMOTpPa CEPTUMPUKATOB MOSTb30BATEI I cvuurerurernernrernsernnernnaanernneens 99
MpocMOTp 0TO3BaHHOroO ceptTudmKkaTa B CTaHAAPTHOM OKHEe NpPOCMOTpa

Lol o1 700 = 1 e ] = J 100
OKHO NpOCMOTPa 3arpoCOB Ha OT3bIB CEPTUMUKATA cuvvvrirerrinereineeeiaenannns 101
OKHO NpoCMOTpa CBOMCTB 3anpoca Ha OT3bIB CEPTUMDUKATA .cuvvrvnrernnnnnnnnn. 102

PucyHok 119.
PucyHok 120.
PucyHok 121.
PucyHok 122.
PucyHok 123.
PucyHok 124.
PucyHok 125.
PucyHok 126.
PucyHok 127.
PucyHok 128.

CepTudukaT nonb3oBaTeNs, HanpaBMBLUErO 3aNpoc Ha 0T3bIB cepTudunkaTalos

MpUHATME 3aNPOCA HA OT3bIB CEPTUMMKATA vvurrrriiireiinirieiiterinerieeiieanneans 104
OKHO noaTBEPXAEHUSA MPUHATUS 3anpoca Ha OT3blB cepTudukara ............ 104
OKHO NpocMOTpa pe3ysibTaTa OT3bIBa CEPTUMDUKATA vvvviirrriiinriiineeiiieenannns 105
OKHO nNpocMoTpa oWwKnboK, BO3HUKLLNX MPU OT3bIBE CEPTUPUKATA ....vvvnnn.. 105
OKHO NpOCMOTPA 3AMPOCOB HA OT3bIB +euuurterurernnnrssnneesannrssnnnesannessnnneennes 106
Bbi6bop NyHKTa MeHI0 4519 NpoCMoTpa cepTMdMKATOB NONb30BaTeNS . ......... 107

OKHO npocMoTpa cepTUdUKATOB U 0TO3BaHHbIN cepTuduKaT nosb3oBaTtens 108
Owwunbka npu BbiNoAHeHUN MeToda RevokeRequest.SubmitRequest




XKTAM.00035-01 90 07.Kpuntollpo YU. APM agMunHuctpatopa LP. NpakTuueckas
peanusaums pernaMmeHTHbIX npoueayp

PucyHok 129. Owwunbka npu BeinonHeHun metona RevokeRequest.SubmitRevokeRequest. 110

PucyHok 130. Owwnbka npu BbinonHeHnn metoga RevokeRequest.AcceptRequest............ 111
PucyHok 131. Bbibop nyHKTa MeHIo 48 NpoCMOTpa CepTUPUKATOB 3aperncTpmpoBaHHOro

(nT0d a1 =5cTe] =¥ 1t =Y 2 ¥ T 113
PucyHok 132. Bbibop NyHKTa MeHI0 4715 NPUOCTaHOBNIEHUS AEACTBUSA cepTUdmkaTa

(Lo a1=5cTe] =Tt {7 2 < T 114
PucyHok 133. OKHO NOATBEPXAEHUS NMPUOCTAHOBNEHUS AENCTBUA cepTUdDUKATA............. 114
PucyHok 134. OkHO BBOAA CpoKa, Ha KOTOPbIN AecTBue ceptudmkaTa byaer

(017 TeTon =12 1017 2 U=T T 1 115

PucyHok 135. OkHO NnpocMOTpa pe3ynbTaTa NpPUOCTaHOB/IEHNS AENCTBUSA cepTudukaTa ... 115
PucyHok 136. OKHO NpOCMOTpa BO3MOXHbIX OLWNOGOK NpU NPUOCTAHOB/IEHUN AEACTBUS

Lol o 7 Ta 01 = = P 116
PucyHok 137. OKHO NpOCMOTPa CEPTUMMKATOB MOJSIb30BATES e uerrerrtrneerneraneranernnernens 117
PucyHok 138. lNMpocMoTp cepTudmnkaTta nonb3oBaTens, 4eACTBME KOTOPOro 6bi10

(017 TeTon =12 [01=7 2 [=T = o T 118

PucyHok 139. OkHO NpocMOTpa 3arnpoCcoB Ha NMPMOCTaHOBIEHNE AencTeusa ceptudukaTos 119
PucyHok 140. OkHO NpoCcMOTpa CBOWMCTB 3anpoca Ha NPMOCTaHOB/IEHME AeNCTBUS

Lol o 7 Ta 01 = = P 120
PucyHok 141. NMpocmoTp ceptudmnkaTta nosib3oBaTens, oTnpaBMUBLLUEro 3anpoc Ha

MPUOCTAHOB/IEHNE LENCTBUS CEPTUMMKATA +erreiiineriineeiiieessineesaeeeaieesrineeannes 121
PucyHok 142. Bbibop NyHKTa MeHIo A5 NPUHATUS 3anpoca Ha NpUOCTaHOBIEHNE AENCTBUS

(o]0 1 Te0] 1< i - P 122
PucyHok 143. OKHO NoATBEPXAEHUS MPUHATMSA 3anpoca Ha NPMOCTAaHOBJIEHME AeNCTBUS

(01T 0] 1100171 <= 1 = PP 122

PucyHok 144. OkHO NpoCcMOTpa pe3ynbTaTa NPUOCTAHOBEHUS AencTBus ceptudmkarta ... 123

PucyHok 145. OkHO nNpocMoTpa OWnbBOK, BO3HUKLLMX NPU NPUOCTAHOBEHNN AENCTBUS
Lol o1 17001 ¥ 1 = S 123

PucyHok 146. OKHO NpoCMOTpa 3anpocoB Ha NPMOCTaHOB/IEHMe aAencTeus ceptudmkaTos 124
PucyHok 147. Bbl6bop NyHKTa MEHI0 AN NPOCMOTpa CepTUdMKATOB 3aperMcTpMpoBaHHOr0

(1[0 21 =5 T0 ] == = 2 T 125
PucyHok 148. NMpocmoTp cepTudmKkaToB Nnonb3oBaTtens n ceptudunkarta, AeACTBUE KOTOPOro
(oY [eTon =121 ] =71 1] = o T 126

PucyHok 149. Owwnbka npu BbinonHeHnn metoga RevokeRequest.SubmitHoldRequest..... 127
PucyHok 150. Owunbka npu BbinonHeHun metoga RevokeRequest.SubmitHoldRequest - y

NMPUBMNErMPOBAHHOIO MOMb30BATENS HEAOCTATOUHO MP@B tvvvuvinerinrrnnrrnnrrneerness 128
PucyHok 151. Owunbka npu BbinonHeHnn metoga RevokeRequest.AcceptRequest............ 130
PucyHok 152. Bbibop nyHKTa MeHIo A8 NpoCMOTpa CepTUPUKATOB 3aperncTpmpoBaHHOro

(oY a1 >3cTo] == 1 =Y 2 < P 132
PucyHok 153. Bbibop nyHKTa MeHto s BO306HOBNEHUSA AeNCTBUS cepTudmkaTa............ 132
PucyHok 154. OkHO noaTBepXAeHns BO30O6HOBNEHUS AENCTBUS CepTUPUKATA ...vvvvvvennnn.. 133
PucyHok 155. OkHO npocMoTpa pe3ynbTaTa BO30OHOBNEHUSA AENCTBUA cepTudmkaTta....... 133
PucyHok 156. OkHO npocMoTpa owmnbOoK, BO3HUKLLMX NPU BO3OOHOB/IEHUN AENCTBUS

(o0 o a0 = 1 = N 134
PucyHok 157. OkHO npocMoTpa cepTudmnKaToB NMosib3oBaTens n ceptudukarta, aencreme

KOTOPOTO ObISTO BOBOOHOBIIEHO 11ttt ittt ittt siitessineesantessinessaneesaeesainesaaneeannes 135
PucyHok 158. OkHO npocMoTpa 3anpocoB Ha BO306HOBIEHME AeNCTBUSA cepTudunkaTta

[ TeT a1 =cTo] =¥ =T 1< R 136
PucyHok 159. OkHO nNpocMoOTpa CBOWCTB 3anpoca Ha BO30O6HOBNEHME AelcTBMSA cepTudukarta

............................................................................................................. 137

PucyHok 160. MNMpocMoTp cepTudmkaTta nosb3oBaTesnis, HanpaBMBLUEro 3anpoc Ha
BO306HOBNEHNE AENCTBUS CEPTUMMKATA trvrnrernrernnernnsrnesanernnsrnnssnnssnnsanernnernns 138




XKTAM.00035-01 90 07.Kpuntollpo YU. APM agMunHuctpatopa LP. NpakTuueckas
peanusaums pernaMmeHTHbIX npoueayp

PucyHok 161. Bbi6op NyHKTa MeHI0 ANA NPUHATUA 3anpoca Ha BO306HOBEHME AeNCTBUSA

(01T 0} 1 [401 1 <= 1 = PP 139
PucyHok 162. OKHO NoATBEPXAEHUS NPUHATMSA 3anpoca Ha BO30OHOBIEHME AeNCTBUS

Lol o 70011 = 1 = PP 139
PucyHok 163. OKHO NpocMOTpa pe3yibTata BO30OHOBNEHUSA AENCTBUA cepTudmkaTta....... 140
PucyHok 164. OkHO nNpocMoTpa oWwWMbOK, BO3HUKLLMX NPU BO3OOHOB/IEHUN AENCTBUS

(o0 o a0 = 1 = N 140
PucyHok 165. OKHO NpocMOTpa 3anpocoB Ha BO306HOBNEHME AencTBUA cepTudmkaTa..... 141
PucyHok 166. Bbibop NyHKTa MeHI0 A4/ NpPOCMOTpa CeEPTURPUNKATOB 3aperncTpmMpoBaHHOro

(oY a1 >3cTo] == 1 =Y 2 < P 142
PucyHok 167. NMpocmoTp ceptudmKaToB nonb3oBaTens n ceptudukarta, AeNCTBUE KOTOPOro

(ZT0TcTo 01 o] =2 [=T 2 o N N 143

PucyHok 168. Owwnbka npu BbinonHeHun metoga RevokeRequest.SubmitUnholdRequest . 144
PucyHok 169. Owwnbka npu BbinonHeHnn metoga RevokeRequest.SubmitRevokeRequest. 145

PucyHok 170. Owunbka npu BbinonHeHnn metoga RevokeRequest.AcceptRequest............ 146
PucyHok 171. Owunbka npu nonbiTke BO306HOBNEHUS AENCTBUS OTO3BAHHOIo ceptudukara
............................................................................................................. 148

PucyHok 172. Bbibop nyHKTa MeHo ans nybnmkaumm cnmcka oTo3BaHHbIX cepTudukatos 149
PucyHok 173. OkHo, nHdopmumpyouiee 06 ycnewHom nybnamkaumm cnmcka oTo3BaHHbIX

(0= o a0 = 1 e = J N 149
PucyHok 174. Bbibop nyHKTa MeHto gas npocmoTpa Cnucka oTo3BaHHbIX cepTudmkaTos .. 150
PucyHok 175. OkHO npocMoTpa Crncka OTO3BaHHbIX CEPTUMUKATOB vovvuvriiireeiineeirianennnns 151
PucyHok 176. NHdopmauuns o ceptudmkaTte, AeNCTBNE KOTOPOro NpUOCTaHOBIIEHO,

3aHOCKMMas B CNCOK OTO3BAHHbBIX CEPTUMMKATOB 1.vvvueerneernerrnernnernnernnssnesnneenes 152

162



XKTAM.00035-01 90 07.Kpuntollpo YU. APM agMunHuctpatopa LP. NpakTuueckas
peanusaums pernaMmeHTHbIX npoueayp

JIncT pernctpaumm MaMeHeHui

Homepa nuctos (cTpaHuu)

nN3m.

n3mMe-
HEHHbIX

3aMEHEH-
HbIX

HOBbIX

AHHYU-
POBaHHbIX

Bcero
mcToB

(cTpaHuy)
B AOKYM.

N9
[OKyMeHTa

Bxoasawmin

N©

conpoBoau-

TENBbHOIO

AOKYMEHTa U

AaTta

Mognucb

[daTta

163




	1. Практическая реализация регламентных процедур с использованием АРМ администратора ЦР
	1.1. Пользователи и Роли Удостоверяющего центра
	1.1.1. Применение ролевой модели
	1.1.2. Привилегированные пользователи

	1.2. Регистрация пользователей
	1.2.1. Регистрация пользователей в централизованном режиме.
	1.2.1.1. Регистрация пользователей в централизованном режиме с генерацией ключей в Удостоверяющем центре
	1.2.1.2. Регистрация пользователей в централизованном режиме с генерацией ключей самим пользователем
	1.2.1.3. Наиболее часто встречающиеся ошибки, возникающие при регистрации пользователя в централизованном режиме:

	1.2.2. Регистрация пользователя в распределенном режиме
	1.2.2.1. Регистрация пользователя в распределенном режиме с использованием АРМ регистрации пользователя
	1.2.2.2. Регистрация пользователя в распределенном режиме на основе запроса на сертификат в виде файла
	1.2.2.3. Наиболее часто встречающиеся ошибки, возникающие при регистрации пользователя в распределенном режиме


	1.3. Изготовление сертификата ключа подписи пользователя Удостоверяющего центра
	1.3.1. Изготовление сертификата ключа подписи в централизованном режиме
	1.3.1.1. Изготовление сертификата ключа подписи в централизованном режиме с генерацией ключей в Удостоверяющем центре
	1.3.1.2. Изготовление сертификата ключа подписи в централизованном режиме с генерацией ключей самим пользователей
	1.3.1.3. Наиболее часто встречающиеся ошибки, возникающие при изготовлении сертификата ключа подписи в централизованном режиме

	1.3.2. Изготовление сертификата ключа подписи в распределенном режиме
	1.3.2.1. Изготовление сертификата ключа подписи в распределенном режиме (с использованием АРМ пользователя с ключевым доступом)
	1.3.2.2. Наиболее часто встречающиеся ошибки, возникающие при изготовлении сертификата в распределенном режиме


	1.4. Формирование бланка сертификата ключа подписи на бумажном носителе
	1.5. Отзыв сертификата ключа подписи пользователя
	1.5.1. Отзыв сертификата ключа подписи пользователя (запрос на отзыв сертификата ключа подписи формируется на АРМ Администратора ЦР)
	1.5.2. Отзыв сертификата ключа подписи пользователя (запрос на отзыв сертификата ключа подписи формируется пользователем с использованием АРМ пользователя с ключевым доступом)
	1.5.3. Наиболее часто встречающиеся ошибки, возникающие при отзыве сертификата ключа подписи

	1.6. Приостановление действия сертификата ключа подписи пользователя
	1.6.1. Приостановление действия сертификата ключа подписи пользователя (запрос на приостановление действия сертификата ключа подписи формируется на АРМ Администратора ЦР)
	1.6.2. Приостановление действия сертификата ключа подписи пользователя (запрос на приостановление действия сертификата ключа подписи формируется пользователем с использованием АРМ пользователя с ключевым доступом)
	1.6.3. Наиболее часто встречающиеся ошибки, возникающие при осуществлении действий по приостановлению действия сертификата

	1.7. Возобновление действия сертификата ключа подписи пользователя
	1.7.1. Возобновление действия сертификата ключа подписи пользователя (запрос на возобновление действия сертификата ключа подписи формируется на АРМ Администратора ЦР)
	1.7.2. Возобновление действия сертификата ключа подписи пользователя (запрос на возобновление действия сертификата ключа подписи формируется пользователем с использованием АРМ пользователя с ключевым доступом)
	1.7.3. Наиболее часто встречающиеся ошибки, возникающие при осуществлении действий по возобновлению действия сертификата

	1.8. Изготовление списка отозванных сертификатов ключей подписи

	2. Перечень терминов
	3. Перечень сокращений
	4. Перечень рисунков

